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The policies as outlined in this document are based on the Connecting For Health Common Framework as 
developed by the Markle foundation and the Connecting For Health Policy Subcommittee, whose 
contributors are listed in appendix A. Subsequent review, modifications and additions were conducted and 
developed by the Greater Rochester Regional Health Information Organization (Rrhio) Privacy Work Group. 
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Guiding Principles 
 
The following principles in conjunction with the NYeC Statewide Policy Guidelines inform much of the efforts 
of the Rrhio to craft a set of policies to promote consumer control of their own health information while 
considering the operational needs of a health information exchange to provide value to the greater 
community. 
 
The NYeC:  SCP Privacy and Security Policies and Procedures for RHIOs and their Participants in NYS, can 
be found at: 
 http://www.nyehealth.org/files/File_Repository16/heal5/PrivSec_PPs_V2.pdf 
 
 
 
1. Openness and Transparency. Openness about developments, procedures, policies, technology, and 
practices with respect to the treatment of personal health data is essential to protecting privacy. Individuals 
should be able to understand what information exists about them, how that information is used, and how 
they can exercise reasonable control over that information. This transparency helps promote privacy 
practices and instills confidence in individuals with regard to data privacy which in turn can help increase 
participation in health data networks.   
 
2. Purpose Specification and Minimization. Data use must be limited to the amount necessary to 
accomplish specified purposes. Minimization of use will help reduce privacy violations which can easily occur 
when data is collected for one legitimate reason and then reused for different or unauthorized purposes. 
 
3. Collection Limitation. Personal health data should be obtained only by fair and lawful means, and, if 
applicable, with the knowledge or consent of the pertinent individual or their legal representative. In an 
electronic networked environment, it is particularly important for individuals to understand how information 
concerning them is being collected.  
 
4. Use Limitation. The use and disclosure of health information should be limited to those purposes 
specified by the data recipient. Certain exceptions such as law enforcement or security may warrant reuse 
of data for other purposes. However, when data is used for purposes other than those originally specified, 
prior de-identification of the data can help protect individual privacy while enabling important benefits to be 
derived from the information.  
 
5. Individual Participation and Control. Every individual should retain the right to request and receive, 
in a timely and intelligible manner, information regarding who has that individual’s health data and what 
specific data the party has. Every individual should also retain the right to know any reason for a denial of 
such request, and to challenge or amend any personal information. Because individuals have a vital stake in 
their own personal health information, such rights enable them to be participants in the collection and use 
of their data. Individual participation promotes data quality, privacy and confidence in privacy practices.  
 
 
6. Data Integrity and Quality. Health data should be accurate, complete, relevant, and up-to-date to 
ensure its usefulness. The quality of health care depends on the existence of accurate health information. 
Moreover, individuals can be adversely affected by inaccurate health information in other arenas like 
insurance and employment. Thus, the integrity of health data must be maintained and individuals must be 
permitted to view information about them and amend such health information so that it is accurate and 
complete.  
 
7. Security Safeguards and Controls. Security safeguards are essential to privacy protection because 
they help prevent data loss, corruption, unauthorized use, modification, and disclosure. With increasing 
levels of cyber-crime, networked environments may be particularly susceptible without adequate security 
controls. Design and implementation of various technical security precautions such as identity management 
tools, data scrubbing, hashing, auditing, authenticating, and other tools can strengthen information 
Privacy. 
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8. Accountability and Oversight. Privacy protections have little weight if privacy violators are not held 
accountable for compliance failures. Employee training, privacy audits, and other oversight tools can help to 
identify and address privacy violations and security breaches by holding accountable those who violate 
privacy requirements, and identifying and correcting weaknesses in their security systems. 
 
9. Remedies. The maintenance of privacy protection depends upon legal and financial means to remedy 
any privacy or security breaches. Such remedies should hold violators accountable for compliance failures, 
reassure individuals about the Organization’s commitment to information privacy, and mitigate any harm 
that privacy violations may cause individuals. 
  
10. Applicability: The following Policies apply to all Participants that have registered with and are 
participating in the Rrhio, the Record Locator Service (RLS), the Virtual Health Record (VHR) and that may 
provide or make available health information through Rrhio and the VHR. 
 
Rrhio Policy 100: Compliance with Law and Policy 
 
Scope: This Policy stipulates compliance with all applicable laws and Rrhio policies, while requiring 
Participants to establish efforts to comply with all Rrhio policies and applicable laws. 

 
Policy: 
1.  Laws. Each Participant shall, at all times, comply with all applicable federal, state, and local laws and 

regulations; and if applicable the NYeC Statewide Policy Guidelines found at, 
http://www.nyehealth.org/files/File_Repository16/heal5/PrivSec_PPs_V2.pdf including, 
but not limited to, those protecting the confidentiality and security of individually identifiable health 
information and establishing certain individual privacy rights. Each Participant shall use reasonable 
efforts to stay abreast of any changes or updates to and interpretations of, such laws and regulations 
to ensure compliance. 
 

2.   Rrhio Policies. Each Participant shall, at all times, comply with all applicable Rrhio policies and 
procedures (“Rrhio Policies”).These Rrhio Policies may be revised and updated from time to time upon 
reasonable written notice to Participants. Each Participant is responsible for ensuring it has, and is in 
compliance with, the most recent version of these Rrhio Policies. 
 

3.   Participant Policies. Each Participant is responsible for ensuring that it has the requisite, appropriate, 
and necessary internal policies for compliance with applicable laws and Rrhio Policies. In the event of a 
conflict between the Rrhio Policies and an institution’s own policies and procedures, the Participant shall 
comply with the policy that is more protective of individual privacy and security. 

 
Rrhio Policy 200: Notice of Privacy Practices 
 
Scope: This Policy relates to the maintenance of privacy notices. 
 
Policy: 
Each Participant shall develop and maintain a Notice of Privacy Practices (the “Notice”) that complies with all 
applicable laws and this Policy. 
 
1. Content. The Notice shall meet the content requirements set forth under the HIPAA Privacy Rule and 

comply with all applicable laws and regulations.  
 

2.  Provision to Individuals. Each Participant shall have its own policies and procedures governing 
distribution of the Notice to individuals, which policies and procedures shall be consistent with this 
Policy and comply with applicable laws and regulations.  

 
• For Participants that are health care providers, the Notice shall be: (1) available to the public upon 

request; (2) posted on all web sites of the Participant and available electronically through such 
sites; (3) provided to a patient at the date of first service delivery; (4) available at the institution; 
and (5) posted in a clear and prominent location where it is reasonable to expect individuals 
seeking service to be able to read the Notice. 
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• For Participants that are health plans, the Notice shall be: (1) available to the public upon request; 
(2) provided to new enrollees at the time of plan enrollment; (3) provided to current plan enrollees 
within 60 days of a material revision; and (4) posted on the plan’s web sites and available 
electronically through such sites. Participating health plan institutions also shall notify individuals 
covered by the plan of the availability of the Notice and how to obtain a copy at least once every 
three years. 

 
3.  Individual Acknowledgement. Each Participant that is a health care provider shall make a good faith 

effort to obtain the individual’s written acknowledgement of receipt of the Notice or to document their 
efforts and/or failure to do so. The acknowledgement of the Notice shall comply with all applicable laws 
and regulations. Each Participant shall have its own policies and procedures governing obtaining an 
acknowledgement, which policies and procedures shall be consistent with this Policy and comply with 
applicable laws and regulations. 

 
4. Participant Choice. Participants may choose to supplement the Notice distribution process which is 

described herein.  
 

Rrhio Policy 300: Individual 
Participation and Control of 
Information in the Community Virtual Health Record (VHR) 
 
Scope: This Policy addresses an individual's choice to participate in Rrhio and Participants’ efforts to 
support such decisions.  
 
 
Policy: 
1.  Granting Consent. All individuals must specifically consent to have clinical information about them 

accessed through the VHR.   
 
2.  Effect of Choice. An individual’s choice to have information about him or her accessed through the VHR 

shall be exercised through the Rrhio or Participant as described in the Rochester RHIO patient consent 
form. If an individual has explicitly chosen not to participate with the organization listed on the consent 
form, that individual’s clinical results will not be accessed through the VHR.  Rrhio shall implement 
appropriate mechanisms to securely prevent access to clinical information about an individual if the 
individual does not choose to have such information be made available in the VHR. 

 
3.  Revocation. An individual, who has chosen to make information concerning him or her accessible 

through the VHR, subsequently may be excluded from the VHR only if the individual specifically revokes 
his or her decision in writing. For patients who have elected not to share their clinical results through 
the VHR, only first name, last name, gender, date of birth and their consent status will be displayed if 
data is entered by a user and an exact match is found. 

 
4. Reinstatement. An individual who has chosen not to make their clinical results accessible through the 

VHR may allow providers to whom they have granted consent, to view information through the VHR 
only if they subsequently provide specific consent for such access to be granted. 

 
5.  Documentation. Each Participant shall document and maintain documentation of all patients’ decisions 

to consent to have information about them accessible through the VHR using the RHIO’s consistent and 
standard NYS approved patient consent form.  

 
6.  Participant's Role. Participants shall establish reasonable and appropriate processes to enable the 

exercise of a patient’s choice not to have information about him or her be accessed through the VHR. 
Each Participant retains the authority to decide whether and when to make information accessible 
through the VHR consistent with Rrhio policies and the Data Sharing Agreement signed between the 
Participant and the Rochester RHIO. 

 
7.  Provision of Coverage or Care. Participants shall provide care or coverage to an individual regardless 

of the individual's decision to make their information accessible through the VHR.  
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8.  Complaint.  All individuals, regardless of their consent status, may file a written complaint to the Rrhio 
at any time.  A formal complaint must include a detailed explanation of the individual’s concern as well 
as detailed contact information.  Contact information shall include: name, address and phone number 
as well as the individual’s preferred method for the Rrhio to contact them.  All formal complaints shall 
be sent to: 

 
Rochester RHIO 

     Support Services 
     150 State Street 
     Rochester, New York 14614 

 
Rrhio Policy 400: Uses and 
Disclosures of Health Information 
 
Scope: This Policy addresses issues of use limitation, purpose specification, minimization, accountability and 
oversight, while integrating general HIPAA frameworks for privacy. 
 
Policy: 
1.  Compliance with Law. All disclosures of health information through the Rrhio and the use of 

information obtained from the Rrhio shall be consistent with all applicable federal, state, and local laws 
and regulations and the NYeC State Policy Guidelines, and shall not be used for any unlawful 
discriminatory purpose. If applicable law requires that certain documentation exist or that other 
conditions be met prior to using or disclosing health information for a particular purpose, the requesting 
institution shall ensure that it has obtained the required documentation or met the requisite conditions 
and shall provide evidence of such at the request of the disclosing institution. 

 
2.  Purposes. A Participant may request health information through the RLS or Rrhio only for purposes 

permitted by applicable law. Each Participant shall provide or request health information through the 
RLS or Rrhio only to the extent necessary and only for those purposes that are permitted by applicable 
federal, state, and local laws and regulations and these Policies. 

 
• In some cases information may not be requested without additional specific patient authorization, 

e.g. Fundraising, Marketing, and Research. Under no circumstances may information be requested 
for a discriminatory purpose. In the absence of a permissible purpose, a Participant may not request 
information through the RLS or from the Rrhio. 

 
3. Rrhio Policies. Uses and disclosures of and requests for health information  

via the Rrhio shall comply with all Rrhio Policies, including, but not limited to, the Rrhio Policy on 
Minimum Necessary and the Rrhio Policy on Information Subject to Special Protection. 

 
4.  Participant Policies. Each Participant shall refer to and comply with its own internal policies and 

procedures regarding disclosures of health information and the conditions that shall be met and 
documentation that shall be obtained, if any, prior to making such disclosures.  

 
5.  Accounting of Disclosures.  
     An individual has the right to request an accounting of disclosures as defined by the HIPAA privacy rule 

and if applicable, the NYeC Statewide Policy Guidelines.  Each Participant is responsible for ensuring its 
compliance with such requirement and may choose to provide individuals with more information in the 
accounting than is required. Each requesting institution shall provide information required for the 
disclosing institution to meet its obligations under the HIPAA Privacy Rule’s accounting of disclosures 
requirement.  

 
6.  Audit Logs. The Rrhio shall maintain an audit log documenting which Participants accessed the 

information about an individual through the VHR and when such information was accessed. Rrhio will 
provide an audit reporting mechanism for Participants, detailing access requests for information 
exchange facilitated by the Rrhio's RLS services. Participants and Rrhio shall consider and work towards 
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implementing a system wherein, upon request, patients have a means of seeing who has accessed 
information about them through the VHR and when such information was accessed.  

  
7.  Access. Rrhio should have a formal process through which clinical information in the VHR can be 

requested by a patient or other authorized personal representative on a patient’s behalf. Participants 
and Rrhio shall consider and work towards providing patients access to the information contained in the 
VHR that is about them.  

 
Rrhio Policy 500: Information 
Subject to Special Protection 
 
Scope and Applicability: This Policy facilitates individualized privacy protections by requiring Participants 
to heed any special protections of certain information set forth under applicable law. 
 
Policy: 
Some health information may be subject to special protection under federal, state, and/or local laws and 
regulations (e.g., substance abuse, mental health, and HIV). Each Participant shall determine and identify 
what information is subject to special protection under applicable law prior to disclosing any information 
through the Rrhio. Each Participant is responsible for complying with all applicable laws and regulations. 
 
Rrhio Policy 600: 
Minimum Necessary 
 
Scope and Applicability: This Policy incorporates the HIPAA Privacy Rule requirements that entities may 
disclose only the amount of information reasonably necessary to achieve a particular purpose. 
 
Policy: 

1. Uses.  Each Participant shall use only the minimum amount of health information obtained through 
Rrhio as is necessary for the purpose of such use. Each Participant shall share health information 
obtained through Rrhio with and allow access to such information by only those workforce 
members, agents, and contractors who need the information in connection with their job function 
or duties.  

 
2.   Disclosures. Each Participant shall disclose through Rrhio only the minimum amount of health 

information as is necessary for the purpose of the disclosure. Disclosures to a health care provider 
for treatment purposes and disclosures required by law are not subject to this Minimum Necessary 
Policy. 

 
3.   Requests. Each Participant shall request only the minimum amount of health information through 

Rrhio as is necessary for the intended purpose of the request. This Minimum Necessary Policy does 
not apply to requests by health care providers for treatment purposes. 

 
Rrhio Policy 700: Workforce, Agents, and Contractors 
 
Scope and Applicability: These Access Policies, coupled with informed patient consent, are designed to 
reduce unauthorized access and promote the proper use of information for authorized purposes.   
 
Policy: 

1.  Access to System. Each Participant shall allow access to the Rrhio with unique logon IDs only by 
those workforce members, and contractors who have a legitimate and appropriate need to use the 
Rrhio and/or to release or obtain information through Rrhio. No workforce member, agent, or 
contractor shall be granted access to Rrhio without first having been trained on these Policies.  

 
2.  Authentication. Each Participant shall follow uniform minimum authentication requirements as per 

State and Federal Regulations; and if applicable, NYeC Statewide Policy Guidelines and the Rrhio 
Data Sharing Agreement for verifying and authenticating those within their institutions who shall have 
access to, as well as other Participants who request access to information through the Rrhio and/or 
the RLS. 
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3.  Training. Training shall include at a minimum, a web-based training tool provided by Rrhio with a 
review of applicable Policies. Each Participant shall develop and implement a training program for its 
workforce members, agents, and contractors who will have access to the Rrhio to ensure compliance 
with these Policies. Each trained workforce member, agent, and contractor shall attest to training as 
required by the NYeC State Guidance Process.  

 
4.  Discipline for Non-Compliance. Each Participant shall implement procedures to discipline and hold 

workforce members, agents, and contractors accountable for ensuring that they do not use, disclose, 
or request health information except as permitted by these Policies and that they comply with these 
Policies. Such discipline measures may include, but are not limited to, verbal or written warnings, 
demotion, termination and provide for retraining where appropriate. The Rrhio reserves the right to 
terminate individual user-access based on non-compliance with stated policies. 

 
5. Reporting of Non-Compliance. Each Participant shall have a mechanism for reporting any non-

compliance with these policies, and shall encourage all workforce members, agents, and contractors 
to report any non-compliance with these Policies to the Participant. Each Participant also shall 
establish a process for individuals whose health information is included in the RLS to report any non-
compliance with these Policies or concerns about improper disclosures of information about them. 
Participants should notify Rrhio regarding instances of significant non-compliance that lead to 
disciplinary action. 

 
Rrhio Policy 800: Amendment of Data 
 
Scope and Applicability: This policy integrates the rights granted by the HIPAA Privacy Rule for 
individuals to request an amendment of their health information under certain circumstances. 
 
Policy: 
The Participant shall make reasonable efforts to inform other Participants that accessed or received such 
information through the Rrhio if the recipient institution may have relied on or could foreseeably rely on the 
information to the detriment of the individual. The Rrhio does not have the ability to make amendments but 
can assist Participants in determining who may have reviewed the results through the HIE. 
 
Rrhio Policy 900: Requests 
For Restrictions 
 
Scope and Applicability: This policy requires Participants who agree to individual requests for restrictions 
in accordance with the HIPAA Privacy Rule, to comply with such requests with regard to the release of 
information to Rrhio.  
 
Policy: 
If a Participant agrees to implement an individual’s request for restrictions as permitted under the HIPAA 
Privacy Rule, such Participant shall ensure that it complies with the restrictions when releasing information 
through the Rrhio.  
 
Rrhio Policy 1000: Mitigation 
 
Scope and Applicability: This Policy applies to all institutions that have registered with and is participating 
in the Rrhio and that may provide, make available, or request health information through the Rrhio.  
 
Policy: 
Participants and the Rrhio shall collaborate to mitigate and take appropriate remedial action to the extent 
practicable, of any known harmful effect that is known to the institution of a use or disclosure of health 
information through the Rrhio in violation of applicable laws and/or regulations and/or these Policies by the 
institution, or its workforce, members, Participants, Provider Organizations, and Payer Organizations. Steps 
to mitigate could include, among other things: Participant notification to the individual of the disclosure of 
information about them or Participant request to the party who received such information to return and/or 
destroy the impermissibly disclosed information. 
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Glossary 
 
MPI.........Master Patient Index: A way to identify patients.  In medical systems the Master Patient Index 
(MPI) is an index referencing all patients known to an area, enterprise or organization. The terms Patient 
Master Index (PMI) and Master Person Index are used interchangeably. 
 
HIE.........Health Information Exchange:  A system to exchange health care information between 
institutions and health care providers. 
 
Participant.....A healthcare provider or institution, participating in and bound by the terms of the RHIO 
data sharing agreement. 
 
RLS........Record Locator Service: A system to find clinical results for a given patient across institutions. 
 
VHR.......Virtual Health Record: A summarized view of patient health care information as it has been 
provided across institutions. These clinical results are made available only as Participants make them 
available to the HIE.  
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Appendix   B 

 
 

Privacy and Security Policies and Procedures for RHIOs 

and their Participants in New York State 

Version 2.0 

Introduction 

This  document ("RHIO Pr ivacy and Secur i ty  Pol ic ies and Procedures — V2.0 "  or  "Pol ic ies and Procedures")  sets forth Version 2.0 of 
the Pol ic ies and Procedures governing interoperable health information exchange via  t h e  S t a t e w i d e  H e a l t h  I n f o r m a t i o n  N e t w o r k  f o r  
N e w  Y o r k  ( " S H I N - N Y " )  f a c i l i t a t e d  b y  r e g i o n a l  h e a l t h  i n fo rmat ion  o rgan iza t ions  ( "RHIOs  " )  i n  New York  S ta te .  Vers ion  2 .0  
re f l ec ts  changes  f rom Vers ion  1 .1  result ing from the f i rst  biannual review of the Pol ic ies and Procedures conducted in Fal l  2009.  

The scope of  the Pol ic ies and Procedures inc ludes the fu l l  range of  pr ivacy and secur i ty  po l ic ies for  interoperable health 
information exchange, including: authorization, authentication, consent, access, audit,  breach and patient engagement polic ies.  

The New York  Sta te Depar tment  o f  Hea l th  ( "NYS DOH " )  has  par t ic ipated in  deve lop ing  the Pol ic ies  and  Procedures. I t  is  the 
opin ion of  the NYS DOH that the Pol ic ies and Procedures are compliant  with s tate and  federal laws.  

The Pol ic ies and Procedures were developed as part  of  a Statewide Col laborat ion Process ("SCP ") ,  the  participants in which include 
all recipients of grant funding under Phase 5 of the Health Care Efficiency and  Affordabi l i ty  Law for  New Yorkers  Capi ta l  Grant  Program 
("HEAL 5 " )  and other  in terested s takeholders in  the heal th care system of  New York State.  

The Pol ic ies  and Procedures  are components  of  a larger  State ef for t  to advance the development o f  the  SHIN-NY.  The SHIN-NY 
is  conceived o f  as  a "ne twork  of  networks"  des igned to  enable pa t ien t  hea l th  information to be exchanged in real t ime among 
disparate clinicians, other authorized entit ies and patients,  whi le ensur ing secur i ty ,  pr ivacy and other  protect ions.  The purpose of  
the SHIN-NY is  to prov ide the  technological underpinning so that:  

• Clinical information is in the hands of clinicians to guide medical decisions and improve care  coordination;  

• Med ica l  i n fo rmat ion  fo l l ows  the  consumer  so  they  a re  a t  t he  cen te r  o f  t he i r  ca re ;  

• Quality initiatives result in robust accountability based on the information needed to assess patient  outcomes; 

• Clinical information is accurately collected in a timely manner for population health reporting,  clinical trials and other 
research purposes; and  

• Clinical research and care delivery are linked together to measure and monitor longitudinal  outcomes. 

The SHIN-NY is intended to support New York's health care transformation agenda, including efforts to  improve health care qual i ty ,  
affordabi l i ty  and outcomes. 

 

11/13/09 
The Statewide Collaboration Process 
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The Statewide Collaboration Process: 
Policies and Procedures 

 
 

The Role of RHIOs 

The Pol ic ies  and Procedures  apply  only  to  heal th  in format ion exchange that  occurs as  par t  of  the SHIN-NY  and is  governed by  the 
New York  eHeal th  Col labora t ive ( "NYeC " ) ,  RHIOs or  s imi lar  en t i t ies  des ignated by  the Sta te .  A RHIO is  a  not - for -prof i t  
corpora t ion  that  ( i )  rece ives  fund ing under  and was des ignated as  a  RHIO under Phase 5 of the Healthcare Eff ic iency and 
Affordabi l i ty  Law for New Yorkers or ( i i)  is  otherwise  des igna ted  as  a  RHIO by  the  NYS DOH or  ( i i i )  meets  the  de f in i t i on  o f  a  RHIO 
as  se t  fo r th  i n  the  HEAL 5  Request  for  Grant  Appl icat ions and agrees in  wr i t ing wi th  NYeC to fo l low the Statewide Pol icy  Guidance  

appl icable to  RHIOs as developed through the SCP.  

RHIOs are compr ised of  heal th care organizat ions  whose miss ion is  to  govern the SHIN-NY in the publ ic 's  in teres t  and ensure  a l l  
prov iders  in  a  de f ined reg ion  are par t ic ipa t ing  in  and connected to  the SHIN-NY.  RHIOs are contractual ly  required by the State of  
New York to part ic ipate in the SCP and to comply wi th the  Statewide Pol icy  Guidance that  is  deve loped through tha t  process .  The 
deve lopment  o f ,  and compl iance  with, the Statewide Policy Guidance is essential to ensuring adherence to information policies and 
procedures,  s tandards  and  techn ica l  approaches  tha t  enab le  the  secure  and in te roperab le  exchange o f  hea l th  i n fo rmat ion—one o f  
the  pr inc ipa l  goa ls  o f  the  SHIN-NY and the  key  to  rea l i z ing  the  po ten t ia l  benef i t s  o f  publ ic  investment in heal th information 
technology ("heal th IT " )  infrastructure.  

The Statewide Collaboration Process 

At  the  present  t ime,  New York  S ta te  has  e lec ted  to  deve lop  Sta tewide  Po l icy  Gu idance th rough the  SCP,  rather than through 
legis lat ive or  regulatory mandates.  The SCP is  being fac i l i tated by NYeC under contract  with the NYS DOH. NYeC is  a  publ ic -pr ivate 
partnership and s tatewide governance body p lay ing an integra l  ro le  in  the development  o f  pol ic ies  through a mul t i -s takeholder ,  
consensus-based approach as par t  of  New  York's health IT strategy. NYeC's key responsibi l i t ies include (1) convening, educat ing and 
engaging key  const i tuenc ies ,  inc lud ing hea l th  care and hea l th  IT  leaders  across  the  s ta te ,  RHIOs,  Communi ty  Heal th  Information 
Technology Adoption Col laborat ives ("CHITAs "),  and other health IT ini t iat ives; (2) developing  Statewide Pol icy Guidance through a 
transparent governance process, and (3) evaluat ing and establ ishing  accountabi l i ty  measures for  New York 's heal th IT strategy.  

The SCP is designed to col laborat ively develop common pol ic ies and procedures, standards, technical  app roac hes  and  s e rv i c es  f o r  
New Yo rk ' s  hea l t h  i n fo rma t i on  i n f r as t r uc tu re .  Pa r t i c i pan ts  i nc l ude  rep resen ta t i ves  o f  a l l  t he  hea l th  IT  p ro jec ts  rece iv ing  
fund ing  under  HEAL 5  and  o the r  i n te res ted  stakeholders in the heal th  care system of  New York State.  With in  the SCP dec is ions 
are made and  recommendations advanced in a collaborative, consensus-based manner through a fully open, transparent  process. The 
SCP is largely dr iven by the efforts of i ts  four col laborat ive work groups, which recommend  pol ic ies and procedures, standards, 
technical approaches and services ini t ia l ly  to the NYeC Pol icy and  Opera t i ons  Counc i l ,  and  t he rea f t e r  t o  t he  NYeC  Boa rd  and  
NYS DOH.  The  f ou r  wo rk  g roups  a re :  ( 1 )  Clinical  Pr ior it ies; (2) Privacy and Securi ty; (3) Protocols and Services; and (4) EHR 
Col laborat ive.  

The SCP provides a framework where developing polic ies and standards for New York's health information  in f rastructure go hand in 
hand wi th f ie ld test ing them as part  of  HEAL 5 projects '  implementat ions.  This  f ramework al lows for  the val idat ion and ongoing 
re f inement  of  pol ic ies  and s tandards  to ensure heal th  information l iquidi ty and value real izat ion. This is  a crucial  process over the 
next few years.  

Process for Development of the Policies and Procedures 

 

The Pol ic ies and Procedures are the product of a long-standing development process that began in 2006 with  the Heal th Informat ion 
Secur i ty  and Pr ivacy Col laborat ion ("HISPC ") ,  a nat ional  in i t ia t ive that was funded by  the  federa l  Of f i ce o f  the  
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Nat iona l  Coord inator  for  Heal th  IT  and Agency for  Hea l thcare  Research and  Quality. HISPC was designed to examine how privacy 
and security laws impact business practices related to  electronic health information exchange.  

The HISPC project consisted of two phases. Phase I spanned from March 2006 to Apri l  2007 and involved a  comprehensive assessment 
of health pr ivacy legal and pol icy issues in New York. A central  f inding of Phase  

I of HISPC was that strong policies that protect the privacy and security of health information are crucial to  achieving interoperable health 
information exchange and that the electronic exchange of health information  through the state demands new approaches for protecting 
privacy and security, including polic ies addressing  the disclosure and use of health care information, and technologies that address 
consumer ident if ication,  

authentication, record location, identity management, and storage of special classes of information.  

T h e  N Y  H I S P C  P h a s e  I  p r o j e c t  a d v a n c e d  a n  " I m p l e m e n t a t i o n  F r a m e w o r k . "  O n e  o f  t h e  f o u r  p r i o r i t y  solution areas was 
consumer consent — ensuring that consumers are able to provide informed and meaningful  consent and that holders of health information 
adhere to state and federal privacy and security laws as they  exchange health information electronical ly .  

The second phase of  NY HISPC began in July  2007. This  phase focused on the development of  a consumer  consent solution through a 
standardized consent process that would be part of a comprehensive set of health  information privacy and security polic ies. The goal of 
this standardized process was to promote consistency  across  New York  S ta te  RHIOs  in  ob ta in ing  consen t  and  address ing  consumer  
p r i vacy  concerns  abou t  electronic exchange of health information.  

To engage in  a  s ta tewide d ia logue on consent ,  four  s takeholder  meet ings  were he ld  in  September  2007,  October  2007 and March 
2008 to ident i fy  consent- re la ted issues and to  ga in consensus on a s tandardized  approach.  The meet ings were at tended by consumer 
advocates,  heal th care prov iders,  RHIO execut ive and  c l in ical  leaders,  representat ives from the New York Ci ty  Department of Heal th,  
and others.  The f i rs t  meet ing  was dedicated to  understanding the current  s ta te of  RHIO pol icy  development regard ing consumer  
consent .  The second meet ing sought  to e l ic i t  d iscuss ion on the key pol icy  quest ions  that  a  new consent  po l icy  for  RHIOs would need 
to  address.  At  the th i rd  meet ing,  "s t raw model"  recommendat ions  were proposed and  discussed. At the fourth and f inal meeting, an 
analysis of the "straw model" recommendations was presented  and  d i s c uss ed  i n  t he  f o rm  o f  dev e loped  po l i c y  rec ommenda t i ons .  
Thes e  p r i v acy  and  s ec u r i t y  r e c o m m e nd a t i on s  w e r e  d oc um e n t e d  i n  a  W h i t e  P a p e r  e n t i t l e d  " R ec o m me n d a t i o ns  f o r  S t a n d a r d i z e d  

Consumer Consent Pol ic ies and Procedures for  RHIOs in New York State" ( the "Pr ivacy and Secur i ty White  Paper" ) ,  which  was 
subjec t  to  pub l ic  comment  in  March 2008 th rough a  process  overseen by  NYS DOH.  

Fol low ing the publ ic  comment  per iod on the  Pr ivacy  and Secur i ty  Whi te  Paper ,  the  Pr ivacy  and Secur i ty  Work Group of  the SCP 
was formed.  I t  is  charged w i th  the  deve lopment  o f  S tatew ide Pol icy  Guidance to  protect pr ivacy, strengthen securi ty,  ensure 
aff i rmative and informed consent,  and support the r ight of New  Yorkers  to  have greater  cont ro l  over  and access  to  the i r  Pro tec ted 
Hea l th  In format ion as  foundat iona l  requi rements  for  in teroperab le  heal th  in format ion exchange.  Over  a  per iod of  s ix  months  f rom 
June to  November, 2008, the Privacy and Securi ty Work Group further ref ined the recommendations set forth in the  Privacy and 
Secur i ty  Whi te Paper by specif ical ly  address ing a number of issues that  were ident i f ied through  the  pub l i c  comment  per iod  as  
requ i r ing  fu r ther  ana lys is .  Based on the  rev iew o f  b road and somet imes  conf l ic t ing sets of  comments f rom Work Group members,  
the Pr ivacy and Secur i ty  Work Group rev ised the  Pr ivacy and Secur i ty  White Paper  and developed the Pol ic ies and Procedures for  
consent ,  author izat ion,  access, authentication, audit, breach and patient engagement. 
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Who Must Comply with the Policies and Procedures 

A l l  p r o j e c t s  f u n d e d  a s  R H I O s  u n d e r  t h e  H E A L  N Y  P h a s e  5  H e a l t h  I T  g r a n t  p r o g r a m  o r  o t h e r w i s e  r ec o g n i z e d  a s  R H IO s  by  
t h e  N Y S  D O H  a r e  r e q u i r e d  t o  c om p ly  w i t h  t h e  P o l i c i es  a n d  P r oc e d u r e s .  I n  addi t ion,  a l l  RHIOs must  require  thei r  Part ic ipants  
to  comply wi th  the Pol ic ies  and Procedures.  CHITAs,  which are informal col laborat ions of health care providers that are recipients of 
funding under Phase 5 of  HEAL-NY, are not legal entit ies, but their participants wil l also be required to comply with the Policies and  

Procedures  when  exchang ing  hea l th  i n fo rmat ion  th rough  the  SHIN-NY governed  by  a  RHIO.  

The Pol ic ies  and Procedures  represent  the  minimum s tandards  w i th  which RHIOs must  comply  and must  require their Participants to 
satisfy. Where appropriate, or where required by the operational models and/or  governance s t ruc tures  of  the  RHIO,  a RHIO may 
de legate  cer ta in  o f  the respons ib i l i t ies  set  for th  in  the  Po l i c ies  and  Procedures  to  i t s  Par t i c ipan ts .  However ,  RHIOs  rema in  
respons ib le  fo r  requ i r i ng  the i r  Part ic ipants to comply with the minimum pol ic ies set for th herein.  

These Po l ic ies  and  Procedures  app ly  to  i n fo rmat ion  exchanged v ia  the  SHIN-NY governed by  a  RHIO,  as  defined herein. In order to 
avoid signif icant unintended consequences that could impact a range of electronic  health information activit ies that are adequately 
regulated and do not constitute community-wide or statewide  heal th  in format ion exchange,  One- to-One Exchanges,  inc lud ing those 
conducted v ia  the SHIN-NY governed  by a  RHIO,  are  exc luded f rom the requi rements  set  for th  in  these Pol ic ies  and Procedures .  
Whi le  One- to-One Exchanges are excluded from the requirements in the Policies and Procedures, they remain subject to all  applicable 
federal and state laws.  

Process for Amending the Policies and Procedures 

The Pol ic ies and Procedures are subject to a biannual amendment process (the "Pol ic ies and Procedures  Amendment Process"), in 
which proposed changes are solicited, evaluated, and implemented as appropriate  through the Statewide Col laborat ion Process. The 
f i rs t  phase of  the Pol ic ies and Procedures Amendment  Process takes place in the fal l  of each year. The second phase takes place in 
the spring of each year.  

Definitions: 

Affiliated Practitioner means ( i )  a Pract i t ioner  employed by  or  under  cont rac t  to  a Prov ider  Organizat ion to  render  hea l th  care  
serv ices  to  the  Prov ider  Organ iza t ion 's  pa t ien ts ;  ( i i )  a  Prac t i t ioner  on  a  Prov ider  Organizat ion's  formal  medica l  s taf f  or  ( i i i )  a  
Prac t i t ioner  prov id ing serv ices to a Prov ider  Organizat ion's  patients pursuant to a cross-coverage or on-call  arrangement.  

Affirmative Consent means the consent of a patient obtained through the patient 's execution of ( i) a Level 1  Consent  Form;  ( i i )  a  
Leve l  2  Consent  Form;  ( i i i )  a  consent  fo rm approved by  NYS DOH as  an  a l te rna t ive  to  a Leve l  1  Consent  Form or  a  Leve l  2  
Consent  Form under  Sect ion  1.4 ;  or  ( iv )  a  consent  form that  may be  re l ied upon under the Pat ient  Consent Transi t ion Rules set  for th 
in Sect ion 1.8.2.  

Approved Consent Form means an Af f i rmat ive Consent other than a consent form rel ied upon by a  Part ic ipant under the 
Pat ient Consent Transit ion Rules set forth in Sect ion 1.8.2.  

 

Audit Log means an e lec t ron ic  record of  the  access  o f  in format ion v ia  the SHIN-NY governed by  a  RHIO,  such as, for example, 
queries made by Author ized Users, type of information accessed, information f lows  between the RHIO and Part ic ipants,  and date and 
t ime markers for  those act iv i t ies. 
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Authorized User means an individual who has been authorized by a Part ic ipant or a RHIO to access patient  i n fo rmat ion  v ia  the  SHIN-
NY governed by  a  RHIO in  accordance w i th  the  Po l ic ies  and Procedures .  

Breach means the acquis i t ion,  access,  use,  or  d isc losure of  Protected Heal th Informat ion in a manner not  permi t ted  under  the  H IPAA 
Pr i vacy  Ru le ,  wh ich  compromises  the  secur i t y  o r  p r i vacy  o f  the  Pro tec ted  Heal th  In format ion.  For  purposes of  th is  def in i t ion,  
"compromises the secur i ty  or  pr ivacy  of  the Protected  Health Information" means poses a s ignif icant r isk of f inancial ,  reputat ional,  or 
other harm to the indiv idual.  Breach exc ludes:  ( i )  any  un inten t ional  acquis i t ion ,  access ,  or  use o f  Protec ted Hea l th  In format ion by  a  

work force member or  person act ing under  the author i ty  o f  a RHIO or  Par t ic ipant ,  i f  such acquis i t ion,  access,  or  use  was  made in  
good fa i th  and  w i th in  the  scope o f  au thor i ty  and  does  no t  resu l t  i n  fu r the r  use  or  disc losure in  a  manner  no t  permi t ted under  the  
HIPAA Pr ivacy  Rule ;  ( i i )  any inadver tent  d isc losure by a  person who is authorized to access Protected Health Information at a RHIO or 
Part ic ipant to another person  authorized to access Protected Health Information at the same RHIO or Participant, or organized health care  

arrangement in which a Part ic ipant part ic ipates, and the information received as a result  of  such disclosure is  not fur ther  used or  
d isc losed in a  manner  not  permi t ted under  the HIPAA Pr ivacy Rule;  or  ( i i i )  a  d isc losure  of  Protec ted Heal th  In format ion where a 
RHIO or  Par t ic ipant  has  a good fa i th  be l ie f  that  an  unauthor ized  person to whom the disclosure was made would not reasonably have 
been able to retain such information.  

Break the Glass means the abi l i ty  of an Authorized User to access a pat ient 's  Protected Health Information  without  obtain ing an 
Af f i rmat ive Consent in accordance with the prov is ions of  Sect ion 1.2.3.  

Business Associate Agreement means a wr i t ten s igned agreement  meet ing the HIPAA requi rements of  45  CFR § 164.504(e) .  

Care Management means ( i )  ass is t ing a pat ient  in obta in ing appropr ia te  medica l  care,  ( i i )  improv ing the  quality of health care 
services provided to a patient,  ( i i i )  coordinating the provision of mult iple health care  services to a pat ient or ( iv)  support ing a pat ient in 
fol lowing a plan of medical care. Care Management does  not include uti l izat ion review or other activ it ies carried out by a Payer 
Organization to determine whether  coverage should be extended or payment should be made for a health care service.  

Consent Implementation Date m e a n s  t h e  d a t e  by  w h i c h  t h e  N Y S  D O H  r eq u i r es  R H IO s  t o  b e g i n  t o  u t i l i z e  an Approved  
Consent  Form.  In  es tab l i sh ing  such da te ,  NYS DOH sha l l  take  in to  account  the  t ime tha t  w i l l  be  requ i red  fo r  i nd i v idua l  RHIOs  to  
come in to  comp l iance  w i th  the  po l i c ies  and  p rocedures  regard ing  consent set forth herein.  

Data Supplier means  an  ind iv idua l  o r  en t i t y  tha t  supp l ies  Pro tec ted  Hea l th  In fo rmat ion  to  o r  th rough a  RHIO. Data Suppliers 
include both Participants and entit ies that supply but do not access Protected Health  In format ion v ia  the SHIN-NY governed by  a RHIO 
(such as  c l in ica l  labora tor ies  and pharmac ies) .  

De-Identified Data means data that does not identify an individual and with respect to which there is no  reasonable bas is  to  
be l ieve that  the in format ion  can be used to  ident i fy  an  ind iv idual .  Data may be  considered de-ident i f ied i f  i t  satisf ies the 
requirements of 45 C.F.R. § 164.514(b).  

Demographic Information means a pat ient 's  name,  gender ,  address,  date of  b i r th ,  soc ia l  secur i ty  number ,  and other personal ly 
ident i f iable informat ion,  but  shal l  not inc lude any information regarding a pat ient 's  health or medical treatment or the names of any 
Data Suppl iers that maintain medical records about such  patient. 

Emancipated Minor means a minor who is  emancipated on the basis  of  being marr ied or  in the armed  serv ices, or  who is  
otherwise deemed emancipated under New York law. 
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Failed Access Attempt means an instance in which an Author ized User or  other indiv idual  at tempt ing to  access a RHIO is denied 
access due to use of an inaccurate log-in, password, or other security token.  

HIPAA means the Hea l th  Insurance Por tab i l i ty  and Accountab i l i ty  Ac t  o f  1996.  

HIPAA Privacy Rule means the federal regulat ions at  45 CFR Part  160 and Subparts A and E of  Part  164.  HITECH means  t he  

Hea l t h  I n fo rma t i on  Tec hno logy  f o r  Ec onomic  and  C l i n i ca l  Hea l t h  Ac t .  

Insurance Coverage Review  m e a n s  t h e  u s e  o f  i n f o r m a t i o n  b y  a  P a r t i c i p a n t  ( o t h e r  t h a n  a  P a y e r  Organization) to determine 
which health plan covers the patient or the scope of the patient's health insurance  benefits. 

Level 1 Consent Form means a  consent  in  the  form a t tached hereto as  Append ix  A .  

Level 2 Consent Form means a  consent  in  the  form a t tached hereto as  Append ix  B .  

Level 1 Uses mean Treatment ,  Qual i ty  Improvement ,  Care Management ,  and Insurance Coverage Rev iews.  

Level 2 Uses mean any uses of  Protected Heal th Informat ion other than Level 1 Uses,  inc luding but  not  l imi ted to Payment,  
Research and Market ing.  

Marketing has the meaning ascr ibed to this  term under the HIPAA Pr ivacy Rule as amended by Sect ion  13406  o f  H ITECH.  

Minor Consent Information means  P ro tec ted  Hea l t h  I n fo rma t i on  re l a t i ng  t o  med i c a l  t r ea tmen t  o f  a  m ino r  f o r  wh ich  the  m ino r  
p rov ided  h is  o r  he r  own  consen t  w i thou t  a  pa ren t ' s  o r  guard ian ' s  pe rm iss ion ,  as  permit ted by New York law for certain types of 
health services (e.g.,  reproduct ive health, HIV test ing, mental  health or substance abuse treatment) or services consented to by an 
Emancipated Minor.  

NYS DOH m e a n s  t h e  N ew  Y o r k  S t a t e  D ep a r t m e n t  o f  H e a l t h .  

New York eHealth Collaborative ("NYeC") m e a n s  t h e  N e w  Y o r k  n o t - f o r - p r o f i t  c o r p o r a t i o n  o r g a n i z e d  for  the purpose of  
(1)  convening,  educat ing and engaging key const i tuencies,  inc luding heal th care and health  IT  leaders  ac ross  New York  S ta te ,  
RHIOs ,  CHITAs  and o ther  hea l th  IT  in i t ia t i ves ;  (2 )  deve lop ing  common  heal th IT pol ic ies and procedures, s tandards, technical  
requirements and serv ice requirements through a  t ransparent  governance process and (3)  eva luat ing and es tab l ish ing accountabi l i ty  
measures for  New York  Sta te ' s  hea l th  IT  s t ra tegy .  NYeC is  under  cont rac t  to  the  NYS DOH to  admin is te r  the  SCP and th rough i t  

develop Statewide Pol icy Guidance.  

One-to-One Exchange m e a n s  a  d i s c l os u r e  o f  P r o t ec t e d  H e a l t h  I n fo r m a t i o n  by  on e  o f  t h e  p a t i e n t ' s  prov iders  to  one or  more 
other  prov iders  t reat ing the pat ien t  wi th  the pat ient 's  knowledge and impl ic i t  or  explicit  consent where no records other than those of 
the Part ic ipants jointly providing health care services to  t h e  p a t i e n t  a r e  ex c h a n g ed .  A  O n e - t o - O n e  E x c h a n g e  i s  a n  e l e c t r o n i c  
t r a ns f e r  o f  i n f o r m a t i o n  t h a t  i s  understood and predictable to a pat ient,  because i t  mirrors a paper-based exchange, such as a referral 
to a  special is t ,  a discharge summary sent to where the pat ient is  transferred or lab results sent to the Pract i t ioner  who ordered them. 
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Participant means a Provider Organizat ion, Payer Organizat ion, or Pract it ioner that has direct ly or indirect ly  entered  in to  a  
Par t i c ipa t ion  Agreement  w i th  a  RHIO and  accesses  Pro tec ted  Hea l th  In fo rmat ion  v ia  the  S H I N - N Y  g o v e r n e d  b y  a  R H I O .  

Participation Agreement means the agreement made by and between a RHIO and each of  i ts  Par t ic ipants ,  w h i c h  s e t  f o r t h  t h e  
t e r ms  a nd  c o nd i t i o ns  g ov e r n i n g  t h e  o p e r a t i o n  o f  t h e  R H IO  a n d  t h e  r i gh t s  a n d  responsib i l i t ies  of  the Par t ic ipants  and the RHIO 
wi th  respect  to  the RHIO.  

Patient Consent Transition Rules means  the  ru les  se t  fo r th  in  Sec t ion  1 .8 .  

Payment means the activities undertaken by (i) a health plan to obtain premiums or to determine or fulf il l its  responsibi l i ty  for  coverage 
and prov is ion of  benef i ts  under the heal th p lan or  ( i i )  a heal th care prov ider or  heal th  p lan  to  ob ta in  or  p rov ide re imbursement  for  
the prov is ion o f  hea l th  care .  Examples  o f  payment  are  set  for th  in  the HIPAA regu la t ions a t  45 C.F.R.  §  164.501.  

Payer Organization means  an  insu rance  company ,  hea l th  ma in tenanc e  o rgan iza t ion ,  emp loyee  hea l th  benefit plan established 
under ERISA or any other entity that is legally authorized to provide health insurance  coverage.  

Practitioner means a health care professional  l icensed under Ti t le 8 of the New York Educat ion Law or  a  resident or student 
acting under the supervision of such a professional.  

Personal Representative means a person who has the authority to consent to the disclosure of a patient 's  Protected Heal th  
In format ion under  Sect ion 18 of  the New York State Publ ic  Heal th  Law and any other  applicable state and federal laws and 
regulations.  

Privacy and Security White Paper means the f inal  draf t  o f  the pol icy  paper,  as approved by each of  the  NYeC Board  o f  
D i rec to rs  and  the  NYS DOH,  en t i t led  "Recommendat ions  fo r  S tandard ized Consumer  Consent  Pol ic ies  and Procedures  fo r  
RHIOs in  New York  Sta te . "  

Protected Health Information means individual ly ident i f iable health information (e.g.,  any oral  or recorded  information relating to the 
past, present, or future physical or mental health of an individual; the provision of  heal th care to the indiv idual ;  or  the payment for  
heal th care) of  the type that is  protected under the HIPAA  Privacy Rule.  

Provider Organization means an entity such as a hospital, nursing home, home health agency or  professional corporat ion 
legal ly authorized to provide health care services in New York State.  

Quality Improvement means  conduc t ing  qua l i t y  measurement ,  assessment  and improvement ,  inc lud ing  outcomes evaluation and 
development of clinical guidelines, population-based activit ies relating to improving  heal th and reducing heal th care costs , evaluat ing 
Pract i t ioner and prov ider  performance, c l in ical  dec is ion  suppor t  too ls ,  ev idence-based c l in ica l  pro tocol  development ,  case 
management  and care  coord ina t ion ,  contact ing of health care providers and pat ients with information about treatment al ternat ives and 
related  funct ions. Care management by payers may inc lude ( i )  ass ist ing a pat ient  in obtaining appropr iate medical  care, (i i) improving 
the quality of health care services provided to a patient, (i i i)  coordinating the provision of  mul t ip le heal th  care serv ices  to  a pat ient  or  
( iv )  suppor t ing a pat ient  in  fo l lowing a plan of  medica l  care;  provided, however, that no such activity may include uti l ization review or 
other tasks designed to determine  whether a payer should cover or make payment for a health care service. 
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Record Locator Service or Other Comparable Directory means  a  sys tem,  quer iab le  on ly  by  Au thor i zed  Users, that 
provides an electronic means for identifying and locating a patient's medical records across Data  Suppliers.  

Research means a systematic investigation, including research development, testing and evaluation  designated to develop or 
contribute to generalizable knowledge, including cl inical tr ials.  

RHIO means  a  no t - fo r -p ro f i t  co rpo ra t ion  t ha t  ( i )  rece ives  fund ing  and  was  des igna ted  as  a  RHIO under  Phase 5 of  the Heal thcare 
Ef f ic iency and Af fordabi l i ty  Law for  New Yorkers  or  ( i i )  is  otherwise des ignated as  a  R H I O  b y  t h e  N Y S  D O H  o r  ( i i i )  a n  o r g a n i z a t i o n  
t h a t  m e e t s  t h e  d e f i n i t i o n  o f  R H I O  a s  s e t  f o r t h  i n  t h e  HEAL 5  Reques t  fo r  Gran t  App l i ca t ions  and  ag rees  in  wr i t i ng  w i th  NYeC to  
fo l l ow  the  S ta tew ide  Po l i cy  Guidance appl icable to RHIOs as developed through the SCP.  

Sensitive Health Information means any informat ion subject  to specia l  pr ivacy protect ion under s tate or  f edera l  l aw ,  i nc l ud ing  
bu t  no t  l im i t ed  t o ,  H IV /A IDS ,  men ta l  hea l t h ,  a l c oho l  and  s ubs tanc e  abus e ,  reproductive health, sexually-transmitted disease, 
and genetic testing information.  

SHIN-NY means  a  "ne twork  o f  ne tworks "  ove rseen  by  NYS DOH and  governed  by  RHIOs ,  wh ich  enab les  patient health information 
to be exchanged in real t ime among disparate c l inic ians, other authorized ent i t ies,  and patients, while ensuring security, privacy and 
other protections.  

Statewide Collaborative Process ("SCP") means  t he  open ,  t r anspa ren t  p roc ess  t o  wh i c h  mu l t i p l e  stakeholders contribute, 
administered by NYeC, to develop Statewide Policy Guidance, to be adopted and  compl ied wi th by a l l  RHIOs and thei r  Par t ic ipants .  

Statewide Policy Guidance means the common pol ic ies and procedures, s tandards,  technical  requirements  and service 
requirements developed through the SCP.  

Treatment means  the  prov is ion ,  coord ina t ion ,  o r  management  o f  hea l th  care  and re la ted  serv ices  among  heal th care prov iders or  
by a s ingle heal th care prov ider,  and may inc lude providers shar ing informat ion wi th  a third party. Consultat ion between health care 
providers regarding a pat ient and the referral of a pat ient from  one heal th care prov ider  to another a lso are inc luded wi th in the 
def in i t ion of Treatment.  

Unsecured Protected Health Information means  Pro tec ted  Hea l th  In fo rmat ion  tha t  i s  no t  rendered  unusable, unreadable, 
or indecipherable to unauthorized individuals through the use of a technology or  methodology specif ied by the U.S. Department of 
Health and Human Services in guidance issued under  s ec t i on  13402 (h ) (2 )  o f  H ITECH.  
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SECTION 1: CONSENT 

Purpose/Principles 

The purpose of these Pol ic ies and Procedures is to ensure the pr ivacy and securi ty of pat ients'  Protected  Health Information whi le 
faci l i tat ing the sharing of such information to provide better qual i ty  health care.  

Current laws governing heal th informat ion exchange and the result ing business pract ices were developed in  the context of a paper-
based health care environment where decisions regarding what, how and to whom to  communicate were generally made on a one-to-one 
basis by cl inicians. Current laws attempt to serve patients'  privacy interests by restr ict ing what can and cannot be shared, and the terms 
on which sharing takes place.  Human judgment  and personal  re la t ionships p lay a major  ro le ,  as  c l in ic ians  at tempt  to  act  as  guard ians 
of  their  pat ients'  information.  

M o v i n g  f r o m  a  p a p e r  t o  a n  e l e c t r o n i c  h e a l t h  s y s t e m  c h a ng e s  t h e  i n f o r m a t i o n - s ha r i ng  d y n a m ic .  A n  interoperable health system 
facil itates a many-to-many relationship, enabling different information technology  systems and sof tware appl icat ions to  exchange 
in format ion accurate ly ,  e f fect ive ly  and cons is tent ly .  Th is  offers new opportunit ies to promote patient access to and control over health 
care information, as well as to  facil itate the safety, quality and eff iciency of health care.  

Requi r ing pat ien ts  to  consent  to  the exchange of  the i r  in fo rmat ion  v ia  the  SHIN-NY governed by  a RHIO  ensures that they know 
how their  information wi l l  be shared and used among RHIO Part ic ipants. I t  also lets  patients decide whether to al low their  information 
to be shared and used in this manner. The Pol ic ies and  Procedures set forth in this Section 1 prescribe minimum State requirements for 
obtaining patient consent to  exchange  hea l t h  i n fo rmat i on  v ia  the  SHIN-NY governed  by  a  RHIO.  

Patient consent is an important element in achieving informed and trusted interoperable health information  exchange as wel l  as 
sat is fy ing New York laws and regulat ions.  I t  is  important  to observe,  however,  that  consent policies alone are not enough and that 
such policies must be accompanied by privacy and security  protect ions relat ing to authorizat ion, authent icat ion, access, audit  and 
enforcement to earn consumer trust  and enable successful  health information exchange. Furthermore, i t  is  essent ial  that pat ient 
consent be  implemented in conjunct ion with a robust  consumer educat ion program to ensure the consent dec is ion is  well informed.  

Policies and Procedures 

 1.1 Requirement to Obtain Affirmative Consent. Ex c ep t  as  s e t  f o r t h  i n  Sec t i on  1 .2 ,  a  Pa r t i c i pan t  

sha l l  no t  access  a  pa t ien t ' s  Pro tec ted  Hea l th  In fo rmat ion  v ia  the  SHIN-NY governed by  a  RHIO  unless the patient has 
provided an Aff irmative Consent authorizing the Partic ipant to access such  Protec ted Hea l th  In format ion.  An Af f i rmat ive  
Consent  may be executed by  an  e lec t ron ic  s ignature  as permitted by Section 1.7.5.  

1.2 Exceptions to Affirmative Consent Requirement. N o tw i t hs t a n d in g  a ny t h i n g  t o  t h e  c o n t r a r y  s e t  

forth in this Sect ion 1, Aff i rmative Consent shal l  not be required under the circumstances set forth in  this Section 1.2.  

 

1.2.1  One-to-One Exchanges. A f f i r m a t i v e  C on s e n t  s h a l l  n o t  b e  r e q u i r e d  f o r  a  P a r t i c i p an t  t o  acc es s  a  
pa t i en t ' s  P ro tec ted  Hea l t h  In fo rma t i on  v i a  t he  SH IN -NY gov e rned  by  a  RHIO  f rom another Part ic ipant  
that  is  t reat ing the pat ient  in a One-to-One Exchange provided the Participants comply with existing federal and 
state laws and regulations requiring patient  consent for the disclosure and re-disclosure of information by health 
care providers.1  
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1.2.2  Public Health Reporting. I f  a  Da ta  Supp l i e r  i s  pe rm i t t ed  t o  d i sc l ose  P ro tec ted  Hea l t h  Informat ion to a 
government agency for  purposes of  publ ic  heal th report ing, inc luding  monitoring disease trends, conducting 
outbreak investigations, responding to public health  emergencies, assessing the comparative effectiveness of medical 
treatments (including  pharmaceuticals),  conduct ing adverse drug event report ing, and informing new payment  

reforms, without patient consent under applicable state and federal laws and regulations, a  RHIO may  mak e  t ha t  
d i sc l os ure  on  beha l f  o f  t he  Da ta  Supp l i e r  w i t hou t  A f f i rma t i v e  Consent. 

1.2.3  Breaking the Glass When Treating a Patient with an Emergency Condition.  

a. Af f i rmat ive Consent shal l  not be required for  a Pract i t ioner to access Pat ient  Heal th  

I n fo rmat ion  v ia  the  SHIN-NY governed  by  a  RHIO and  the  Prac t i t i one r  may  Break  the Glass i f  the 
fol lowing condit ions are met:  

i .  Treatment may be prov ided to  the pat ient  wi thout  informed consent  as  provided in Publ ic Health 
Law Sect ion 2504(4),  i .e. ,  in the Pract i t ioner 's  judgment an emergency condi t ion ex is ts  and the 
pat ient  is  in immediate  need of medical attention and an attempt to secure consent would result in  

delay of  t reatment  which would increase the r isk  to  the pat ient 's  l i fe or  health. 

i i .  The Prac t i t ioner  de termines,  in  h is  o r  her  reasonab le  judgment ,  that  in format ion that  may be 
held by  or  access ib le  v ia  the SHIN-NY governed  by a  RHIO may  be mater ia l  to  emergency 
t reatment .  

i i i .  No denial of consent to access the patient's information is currently in  effect with respect to the 
Part ic ipant with which the Pract i t ioner is  affiliated.  

iv .  The Practitioner attests that all of the foregoing conditions have been  sat isf ied, and the RHIO 
software maintains a record of this access.  

b. RHIOs shall  ensure, or shall  require their Part ic ipants to ensure, that access to  

i n fo rmat ion  v ia  the  SHIN-NY governed by  a  RHIO wi thou t  A f f i rmat ive  Consent  when t r ea t ing  a  pa t ien t  
pu rsuan t  to  th i s  Sec t ion  1 .2 .3  te rm ina tes  upon  the  complet ion of the emergency treatment.  

c. Notwi thstanding anything to the contrary  set for th in these pol ic ies,  a RHIO and i ts  

Partic ipants shall  not be required to exclude any Sensit ive Health Information from  access v ia the SHIN-NY 
governed by a RHIO where the c i rcumstances set  for th in  this Section 1.2.3 are met. 

 

1  New York  law curren t ly  requ i res  pa t ien t  consent  fo r  the  d isc losure  o f  in fo rmat ion by  hea l th  care  prov iders  fo r  non-emergency t reatment purposes. 
For general  medical  information, th is consent may be expl ic i t  or  impl ic i t ,  wr i t ten or  oral ,  depend ing  on the  c i rcumstances .  The d isc losure  o f  cer ta in  
types  o f  sens i t ive  hea l th  in fo rmat ion  may  requ i re  a  spec i f ic  wri t ten consent .  
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1.2.4  Converting Data. A f f i rma t i v e  Cons en t  sha l l  no t  be  requ i red  f o r  t he  c onv ers i on  o f  pape r  pat ien t  med ica l  
records  in to  e lec t ron ic  fo rm or  fo r  the  up load ing  o f  Pro tec ted  Hea l th  In format ion f rom the records  o f  a  Data  
Suppl ie r  to  a  RHIO,  prov ided tha t  ( i )  the RHIO is  serving as the Data Supplier 's Business Associate (as defined in 
45 C.F.R. § 160.103) and (i i)  t he  RHIO  does  no t  mak e  t he  i n fo rma t i on  acc es s ib l e  t o  Par t i c i pan ts  un t i l  
A f f i rma t i v e  Consent is obtained, except as otherwise permitted in these Pol icies and Procedures.  

1.2.5  Improvement and Evaluation of RHIO Operations .  A f f i r m a t i v e  C o n s e n t  s h a l l  n o t  b e  required for a 
RHIO, government agencies or their  contractors to access Protected Health  I n f o r m a t i o n  v i a  t h e  S H I N - N Y  g o v e r n e d  
b y  a  R H I O  f o r  t h e  p u r p o s e  o f  e v a l u a t i n g  a n d  imp rov ing  RHIO  ope ra t ions .  Cons is ten t  w i t h  H IPAA,  acc es s  t o  
PH I  s hou ld  be  l im i t ed  t o  the minimum amount necessary to accomplish the intended purpose of the use or disclosure.  

1.2.6  De-Identified Data. A f f i rma t i ve  Consen t  sha l l  no t  be  requ i red  fo r  access  to  De- iden t i f i ed  Data for specif ied 
uses as set forth in Section 1.6.  

1.3 Form of Patient Consent. Except  as  o therw ise  permi t ted  by  the  Pat ien t  Consent  T rans i t i on  Ru les  

set  fo r th  a t  Sec t ion  1 .8 ,  consents  sha l l  be  ob ta ined th rough an  Approved  Consent  Form.  A  RHIO  may request  approval  to  
use a consent  form other  than a Level  1 Consent  Form or  Level  2  Consent  F o r m  i f  i t  o b t a i n s  a p p r o v a l  f r o m  N Y S  D O H .  
S u c h  a p p r o v a l  w i l l  n o t  b e  g r a n t e d  u n l e s s  t h e  al ternat ive form is  substant ia l ly  s imi lar  to the Level  1 Consent Form or 
Level 2 Consent Form, as  applicable, and achieves the same basic purposes as such consent forms, as set forth in these policies.  

1.3.1  Level 1 Uses. C o ns en t  t o  ac c es s  i n f o r m a t i o n  v i a  t h e  S H IN - N Y  g ov e r n e d  by  a  R H IO  f o r  Leve l  1  Uses  sha l l  
be  ob ta ined  us ing  a  Leve l  1  Consen t  Fo rm o r  an  a l te rna t i ve  fo rm  approved by NYS DOH under  Sect ion 1.3,  
which shal l  inc lude the fo l lowing in format ion:  

a. The information to which the pat ient is  granting the Part ic ipant access, including  specific reference to HIV, 
mental health, alcohol and substance abuse, reproductive  health, sexually-transmitted disease, and genetic 
testing information;  

b. T h e  i n t e n d e d  u s e s  t o  w h i c h  t h e  i n f o r m a t i o n  w i l l  b e  p u t  b y  t h e  P a r t i c i p a n t ;  

c. The relationship between the Participant and the patient whose information will be  accessed;  

d. A l is t  of  or  reference to a l l  Data Suppl iers at  the t ime of  the pat ient 's  consent,  as  wel l  as  an  
acknowledgement  tha t  Da ta  Supp l ie rs  may  change  over  t ime  and  instruct ions for  pat ients to access an 
up-to-date l is t  of  Data Suppl iers  through a  RHIO webs i te  o r  o ther  means ;  the  consent  fo rm sha l l  a lso  
ident i f y  whether  the  RHIO is  par ty  to data shar ing agreements wi th  other  RHIOs and,  i f  so,  prov ide  

instructions for patients to access an up-to-date l ist of Data Suppliers from a RHIO  website or by other 
means;  

e. Certification that only those engaged in Level 1 Uses may access the patient's  information;  

f . Acknowledgement of the patient's right to revoke consent and assurance that  treatment wil l  not be 
affected as a result;  
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g .  W h e t h e r  a n d  t o  w h a t  e x t e n t  i n f o r m a t i o n  i s  s u b j e c t  t o  r e - d i s c l o s u r e ;  

h .  T h e  t i m e  p e r i o d  d u r i n g  w h i c h  t h e  c o n s e n t  i s  t o  b e  e f f e c t i v e ;  

i .  T h e  s i g n a t u r e  o f  t h e  p a t i e n t  o r  t h e  p a t i e n t ' s  P e r s o n a l  R e p r e s e n t a t i v e ;  a n d  

j .  T h e  d a t e  o f  e x e c u t i o n  o f  t h e  c o n s e n t .  

1.3.2  Level 2 Uses.  C o n s e n t  t o  a c c e s s  i n f o r m a t i o n  v i a  t h e  S H I N - N Y  g o v e r n e d  b y  a  R H I O  f o r  t he  pu rposes  o f  
Leve l  2  Uses  sha l l  be  ob ta ined  us ing  a  Leve l  2  Consen t  Form o r  an  al ternat ive  form approved by  NYS DOH 
under  Sect ion  1.3,  which sha l l  inc lude ( i )  the  information required of a Level 1 Consent pursuant to Sect ion 1.3.1 
and ( i i )  the fol lowing:  

a .  T h e  s p e c i f i c  p u r p o s e  f o r  w h i c h  i n f o r m a t i o n  i s  b e i n g  a c c e s s e d ;  

b .  Whether the RHIO and/or its Participants will benefit financially as a result of the  use/disclosure of the 
information to which the pat ient grant ing access;  

c .  T h e  d a t e  o r  e v e n t  u p o n  w h i c h  t h e  p a t i e n t ' s  c o n s e n t  e x p i r e s ;  

d .  Acknowledgement that  payers may not  condi t ion heal th p lan enrol lment and receipt  of benefi ts on a 
pat ient 's  decis ion to grant or withhold consent.  

1.3.3  Requirement for Separate Forms. Cons en t  f o r  Lev e l  1  Us es  and  c ons en t  f o r  Lev e l  2  Us es  shal l  not  be 
combined into  one form.  

1.4 Sensitive Health Information.  

1.4.1 General. An Af f i rmat ive Consent  may author ize the Part ic ipant(s)  l is ted on the consent  

form to access al l  Protected Health Information referenced on the consent form, including  Sensit ive Health 
Information.2

 

1.4.2  Withholding Sensitive Health Information.  R H I O s  a n d  P a r t i c i p a n t s  m a y ,  b u t  s h a l l  n o t  be required to ,  
subject  Sens i t ive Heal th In format ion to  cer ta in  addi t ional  requirements,  i nc lud ing but  no t  l imi ted to  prov id ing  
pat ien ts  the opt ion to  wi thho ld cer ta in  p ieces of  Sens i t i v e  Hea l t h  I n fo rma t i on  f r om access  v i a  t he  SH IN-NY 
gov e rned  by  a  RHIO .  I n  t he  event  that  a  RHIO or  a  Par t i c ipant  has  prov ided a pa t ien t  the opt ion  to  wi thhold 
cer ta in  p ieces of  Sens i t ive Hea l th  In format ion  f rom access v ia  the SHIN-NY governed by  a  RHIO,  and the pat ient 
has exerc ised that  opt ion,  the pat ient 's  record when accessed v ia the SHINNY governed by a RHIO may, but  is  not 
required to,  carry  an aler t  indicat ing that  data has  been wi thheld f rom the record.  

 

2  The disclosure of records of federal ly-assisted alcohol  and drug abuse programs is governed by federal  regulat ions. 42  C.F.R .  Pa r t  2 .  Wh i le  the  
Sta te  be l ieves  tha t  po l i c ies  se t  fo r th  he re in ,  inc lud ing  use  o f  the  Approved  Pat ien t  Consen t  Form, are cons is tent  wi th  the regulat ions '  consent  
requ i rements,  the State does not have author i ty  to  in terpret  these  regu la t ions .  SAMHSA,  wh ich  is  ves ted  w i th  such  au tho r i ty ,  has  no t  ye t  p rov ided  
c lea r  gu idance  on  th is  issue .  Thus ,  RHIOs  mus t  i nd i v idua l l y  asse ss  the  l ega l  r i sk  o f  exchang ing  s ubs tance  abuse  t rea tmen t  i n fo rma t ion  based  
on  the  af f i rmat ive consent  po l ic ies  set  for th  here in.  
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1.4.3  Re-disclosure of Sensitive Health Information. Pr ior  to  re-disc los ing Sensi t ive Heal th  Information, 
Participants shall implement systems to identify and denote Sensitive Health  Informat ion in  order  to ensure 
compl iance wi th appl icab le s tate  and federa l  laws and  regulat ions governing re-disc losure of  such informat ion,  
inc luding those appl icable to  HIV/AIDS and a lcoho l  and subs tance abuse  in fo rmat ion .  

 1.5 Special Provisions Relating to Minors.  

1.5.1  Exchange of Information for Minors under Ten Years of Age.  R H I O s  a n d  t h e i r  Partic ipants 
may permit the exchange of information about minors below ten years of age  based on an Aff i rmative Consent 
executed by the minor 's parent or legal guardian.  

1.5.2  Exchange of Minor Consent Information for Minors Ten Years of Age or Older. 

a .  R H IO s  a n d  t he i r  P a r t i c i p a n t s  s h a l l  p e r m i t  t h e  ex c h a n g e  o f  M i n o r  C o ns e n t  Information about minors 
ten years of age or older only when the minor has given  consent to such exchange.  

b .  RHIOs shal l  require  Par t ic ipants  to obta in a minor 's  consent  to  exchange Minor  Consent Information at the 
t ime the services to which the minor is  grant ing consent  are provided.  

c .  Notwi ths tand ing  the  fo rego ing ,  a  RHIO may  permi t  t he  exchange o f  Pro tec ted  Health Information about 
a minor without the minor's consent in accordance with  Sect ion 1.2.3 when t reat ing a minor wi th an 
emergency condi t ion.  

 1.6 De-Identified Data.  

1.6.1  Access of De-Identified Data for Specified Uses.  A f f i r m a t i v e  C o n s e n t  s h a l l  n o t  b e  required for  a  
RHIO,  a Par t ic ipant ,  or  a  government agency to access De- Ident i f ied Data v ia  t he  SH IN-NY  gov e rned  by  a  RHIO  
fo r  t he  f o l l ow ing  pu rpos es :  

a. Research approved by an Insti tut ional Review Board or Privacy Board organized  and operat ing in 
accordance with 45 C.F.R. § 164;  or  

b. Any purpose for which the RHIO, Participant, or government agency may access  Protected Heal th 
Informat ion under the Pol ic ies and Procedures.  

1.6.2  Creation of De-Identified Data for Specified Uses. RHIOs  may  access  Pro tec ted  Hea l th  I n fo rmat ion  to  
c rea te  and  va l i da te  the  accuracy  o f  De- Iden t i f i ed  Da ta  t ha t  i s  used  in  accordance with Section 1.6.1.  

1.6.3  Other Requirements.  

a .  A l l  o t h e r  u s e s  o f  D e - I d e n t i f i e d  D a t a  s h a l l  r e q u i r e  A f f i r m a t i v e  C o n s e n t .  

b .  A RHIO shall not condition a patient's participation in the RHIO on the patient's  decision to consent or deny 
access to De-Identif ied Data for purposes other than  those set forth in Section 1.6.1.  
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c. RHIOs shall, or shall require Participants to, comply with standards for the de-ident i f icat ion of data set  
for th in 45 C.F.R. § 164.514.  

d. RHIOs shal l ,  or shal l  require Part ic ipants  to,  subject  any use of  De-Ident i f ied Data  to adequate 
restr ict ions on the re-identif ication of such data.  

1.7 Other Policies and Procedures Related to Consent.  

1.7.1  Affiliated Practitioners. A n  A f f i r m a t i v e  C o ns e n t  o b ta i n e d  by  a  P a r t i c i pa n t  s h a l l  ap p l y  t o  an Aff i l iated 
Practit ioner of the Part ic ipant provided that ( i ) such Aff i l iated Practit ioner is  providing health care services to the 
patient at the Participant's facilities; (ii) such Affiliated  Pract i t ioner is  prov id ing heal th care serv ices to the pat ient  in 
h is or  her capaci ty as an  employee or  contractor  of  the Part ic ipant  or  ( i i i )  such Af f i l ia ted Prac t i t ioner  is  prov id ing  

health care services to the pat ient in the course of a cross-coverage or on-call  arrangement  with the Part ic ipant or 
one of i ts  Aff i l iated Pract i t ioners.  

1.7.2  Authorized Users.  An  A f f i rma t i ve  Consen t  ob ta ined  by  a  Par t i c ipan t  sha l l  pe rm i t  Authorized Users of 
the Part ic ipant to access information covered by the Aff irmative  Consent in accordance with Sect ions 2 and 4.  

1.7.3  Consent Forms Covering Multiple Participants.  A n  A f f i r m a t i v e  C o n s e n t  m a y  a p p l y  t o  more than one 
Par t ic ipant  prov ided that  the consent  form ( i )  l i s ts  each Par t ic ipant  w i th  sufficient specif icity to provide reasonable 
notice to the patient as to which Part icipant may  access  the  pa t ien t ' s  in fo rmat ion  v ia  the  SHIN-NY governed by  a  
RHIO pursuant  to  such  consent form and (i i)  provides the patient with the option to select which of the Part ic ipants  

l is ted on the consent  form may access the pat ient 's  in format ion v ia  the SHIN-NY governed  by  a  RHIO .  Any  
Pa r t i c i pan t  acc es s ing  i n fo rma t i on  bas ed  on  a  c ons en t  fo rm  c ov e r i ng  multiple Participants must be identified on 
such consent form at the time the patient grants  Aff i rmat ive Consent .  

1.7.4  Consent Obtained by RHIOs.  R H I O s  w i t h  t h e  c a p a c i t y  t o  d o  s o  ( t h r o u g h  t h e  p r o v i s i o n  o f  a  pe rs ona l  
hea l t h  r ec o rd  o r  o the rw is e )  may  ob ta in  c ons en ts  on  beha l f  o f  t he i r  Partic ipants, provided such consents meet al l  
of the requirements set forth in this Section 1.  

1.7.5  Electronic Signatures. A f f i rma t i v e  Cons en t  may  be  ob ta ined  e lec t ron ic a l l y  p rov ided  t ha t  there is an 
electronic signature that meets the requirements of the federal ESIGN statute, 15  U.S.C. § 7001 e t  seq. , or any other 
applicable New York State or federal laws or regulations.  

1.7.6  Denial of Consent.  C o n s e n t  f o r m s  s h a l l  g i v e  t h e  p a t i e n t  t h e  o p t i o n  o f  g r a n t i n g  o r  aff irmatively denying 
consent for Part ic ipants to access information about the patient via the  SHIN-NY gov e rned  by  a  RHIO .  A  pa t i en t ' s  
dec i s i on  no t  to  s i gn  a  c onsen t  f o rm  s ha l l  no t  be construed as a "denial of consent" under Section 1.2.3(a)(i i i ) .  

1.7.7  Durability. An  Af f i rmat ive  Consent  fo r  Leve l  1  Uses  does  no t  have to  be  t ime- l im i ted .  An  Af f i rmat i ve  Consent  
fo r  Leve l  2  Uses  sha l l  be  t ime- l im i ted  and sha l l  exp i re  no  more  than  two years  af ter  the date such Level  2  
Consent  Form is  executed,  except  to  the ex tent  a  longer durat ion is required to complete a Research protocol.  

1.7.8  Revocability.  P a t i e n t s  s h a l l  b e  e n t i t l e d  t o  r e v o k e  a n  A f f i r m a t i v e  C o n s e n t  a t  a n y  t i m e  provided that such 
revocation shall  not preclude any Participant that has accessed Protected  
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Health Informat ion v ia the SHIN-NY governed by a RHIO pr ior  to such revocat ion and  incorporated such 
Protected Heal th  In format ion in to i ts  records f rom retain ing such  information in i ts  records.  

1.7.9  Notification of a RHIO's Data Suppliers.  R H I O s  s h a l l  p r o v i d e ,  o r  s h a l l  r e q u i r e  t h e i r  Part ic ipants  to 
prov ide, pat ients with a l is t  of  or  reference to a l l  Data Suppl iers at  the t ime  t h e  R H I O  o r  P a r t i c i p a n t  o b t a i n s  t h e  
p a t i e n t ' s  A f f i r m a t i v e  C o n s e n t .  E a c h  R H I O  s h a l l  provide convenient access at all times thereafter, either through its 
website or otherwise, to a  complete and accurate updated l is t  of  Data Suppl iers.  

1.7.1 0  Compliance with Business Associate Agreements with Data Suppliers. A  R H I O  s h a l l  execute a 
Business Associate Agreement with each Data Suppl ier.  A RHIO shal l  not use or  disc lose Protec ted Heal th 
In format ion in any  manner  that  v io la tes the RHIO's  Bus iness  Associate Agreements.  

1.7.11  Disclosure to Vendors. A  R H I O ,  a c t i n g  u n d e r  t h e  a u t h o r i t y  o f  a  B u s i n e s s  A s s o c i a t e  Agreement with i ts  
Part ic ipants, may disclose Protected Health Information to vendors that  assis t  in  carry ing out  the RHIO's  author ized 
act iv i t ies  prov ided ( i )  the RHIO requires the  vendors  to  pro tec t  the conf ident ia l i ty  o f  the  Pro tec ted  Hea l th  
In format ion  in  accordance  with the  RHIO's  Bus iness  Assoc iate Agreements  w i th  i ts  Par t ic ipants  and ( i i )  the 
vendor  does not make such information available to a Part ic ipant that has not obtained Aff i rmative  Consent. 

1.7.12  Compliance with Existing Law.  A l l  a c c e s s  t o  P r o t e c t e d  H e a l t h  I n f o r m a t i o n  v i a  t h e  SHIN-NY governed 
by  a  RHIO sha l l  be  cons is ten t  w i th  app l icab le  federa l ,  s ta te  and loca l  laws and regulations. If applicable law 
requires that certain documentation exist or that other  condit ions be met prior to accessing Protected Health Information 
for a part icular purpose,  Par t ic ipants  sha l l  ensure that  they  have obta ined the requi red  documentat ion or  met  the  

requisite condit ions and shall provide evidence of such as applicable.  

1.7.13  Compliance with Requests for Restrictions on Disclosures to a Payer Organization.  RHIOs sha l l  
deve lop  processes  to  ensure  tha t  a  Payer  Organ iza t ion  does  no t  access  Protec ted Heal th In format ion through 
the RHIO i f  a  pat ient  has requested,  in  accordance  with the HIPAA Pr ivacy  Rule and HITECH, that  the Prov ider  
Organizat ion c reat ing such  i n f o rma t i on  no t  d i sc l os e  i t  t o  the  Pay e r  O rgan i z a t i on .  Wh i le  a  RHIO  may  u t i l i z e  
any  process that satisfies this requirement, a RHIO shall be deemed to have complied with the  requirement if:  

a. Upon a Provider Organization's receipt of a patient's request that Protected Health  Informat ion created by  the 
Prov ider  Organizat ion not  be disc losed to a Payer  Organ i za t i on ,  any  A f f i rma t i v e  Cons en t  p rev ious ly  
g ran ted  t o  s uch  Pay e r  Organizat ion is revoked and such revocat ion remains in effect permanently unless  

and unti l  the patient 's request is withdrawn; and  

b. Upon receipt of  an Aff irmative Consent covering a Payer Organization, the Payer  Organization or RHIO 
notif ies the patient in writ ing that his or her provision of the  Aff i rmat ive Consent  wi l l  revoke any pr ior  request 
for  a restr ic t ion on the disc losure  o f  P ro tec ted  Hea l t h  I n fo rma t i on  by  any  P rov ide r  O rgan i z a t i on  t o  the  
Paye r  Organizat ion,  and the Af f i rmat ive Consent is  re jected i f  the pat ient  indicates he or  she does not 
agree to the revocation of his or her prior request.  
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1.7.14  Development of Policies Governing Disclosures to Government Agencies for Health Oversight. 
RHIOs shal l  adopt  po l ic ies governing the RHIO's  response to  requests  f rom  government  agenc ies  fo r  access  to  
P ro tec ted  Hea l th  In fo rmat i on  fo r  hea l th  ove rs igh t  purposes, such as Medicaid audits,  professional l icensing 
reviews, and fraud and abuse  i nves t iga t ions .  Such po l i c ies  sha l l  address  whether  the  RHIO wi l l  d isc lose  
in fo rmat ion  without  Af f i rmat ive Consent in instances where disc losure is  permit ted but not  required by  law, and 
whether the RHIO wi l l  not i fy  i ts  Part ic ipants of  such requests.  

1 .7.15 Indication of Presence of Medical Order for Life Sustaining Treatment ("MOLST")  or Other 
Advance Directive. RH IOs  may  no te  whe the r  a  pa t i en t  has  s i gned  a  MOLST o r  other advance directive in a 
Record Locator Service or Other Comparable Directory without  Aff i rmat ive Consent .  

1.8 Patient Consent Transition Rules.  

1.8.1  Use of Approved Consent Form. Except  as  se t  fo r th  i n  Sec t ion  1 .8 .2 ,  each RHIO sha l l  be  requi red to ut i l ize 
an Approved Consent  Form wi th respect  to  a l l  pat ients  who consent  to  the  exchange o f  Protec ted Hea l th  
In format ion  v ia  the SHIN-NY governed by  a RHIO  on or after the Consent Implementat ion Date.  

1.8.2  Reliance on Existing Consent Forms Executed Prior to the Consent Implementation Date.  
E a c h  R H I O  t h a t  o b t a i n e d  p a t i e n t  c o n s e n t  u t i l i z i n g  a  p a t i e n t  c o n s e n t  f o r m  substantially similar to a Level 1 
Consent Form prior to the Consent Implementation Date (an  "Ex is t ing Consent  Form")  may cont inue to  re ly  on  such 
pat ien t  consent  so long as  such  Exist ing Consent Form ( i)  complies with al l  appl icable state and federal laws and 
regulat ions  and ( i i )  i f  such Exis t ing Consent  Form is  re l ied upon for  the re lease of  HIV-re la ted  

i n fo rmat ion ,  such Ex is t ing  Consent  Form has  been approved by  NYS DOH.  

1.8.3  Use of Existing Consent Form After Consent Implementation Date.  A  R H I O  m a y  continue to 
use an Exist ing Consent Form after the Consent Implementat ion Date i f  the  Ex is t i ng  Consen t  Fo rm i s  approved  
by  NYS DOH under  Sec t ion  1 .3 .  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



   28

 
 
 

The Statewide Collaboration Process: 
Policies and Procedures 

 

SECTION 2: AUTHORIZATION 

Purpose/Principles 

Author izat ion is  the process of  determining whether a part icular  indiv idual wi th in a Part ic ipant  has the r ight  t o  access  Pro tec ted  
Hea l th  In fo rmat ion  v ia  the  SHIN-NY governed  by  a  RHIO.  Au thor i za t ion  i s  based  on  role-based access standards that take into 
account an individual's job function and the information needed to  successfu l ly  car ry  out  a  ro le  w i th in  the  Par t ic ipant .  Th is  Sect ion  2  
sets  for th  min imum requ i rements  that  RHIOs and their  Part ic ipants shal l  fo l low when establ ishing ro le-based access standards and 
author iz ing  i nd iv idua ls  to  access  in fo rmat ion  about  a  pa t ien t  v ia  the  SHIN-NY governed by  a  RHIO.  They  are  des igned  to l imi t  
exchange of informat ion to the minimum necessary for  accompl ishing the intended purpose of  the  exchange, thereby al lowing patients 
to have confidence in the privacy of their health information as it  moves  among Par t i c ipants  in  a  RHIO.  

Policies and Procedures 

2.1 Role-Based Access Standards.  

2.1.1  RHIOs sha l l  es tab l ish and implement  po l ic ies  and procedures  that :  

a .  E s t a b l i s h  c a t e g o r i e s  o f  A u t h o r i z e d  U s e r s ;  

b .  Define the purposes for which Authorized Users in those categories may access  Pro tec ted  Hea l t h  
I n fo rma t i on  v ia  t he  SH IN -NY gov e rned  by  a  RHIO ;  and  

c .  Define the types of Protected Health Information that Authorized Users within  such categories may 
access (e.g., demographic data only, clinical data).  

2.1.2  T h e  p u r p os es  f o r  w h i c h  a n  A u t h o r i z e d  U s e r  m ay  ac c e s s  i n f o r m a t i o n  v i a  t h e  S H IN - N Y  governed by a RHIO 
and the types of information an Authorized User may access shal l  be  based, at a minimum, on the Authorized 
User 's job funct ion and relat ionship to the pat ient.  

2.1.3  At  a  min imum,  RHIOs sha l l  u t i l i ze  the fo l low ing ro le-based access s tandards  to  es tab l ish  appropr iate categor ies 
of  Author ized Users and to def ine the purposes for  which access may  be granted and the types of information that 
may be accessed:  

a .  Prac t i t i one r  w i t h  acc ess  t o  c l i n i c a l  i n f o rmat i on  and  B reak  t he  G lass  au tho r i t y ;  

b .  Pract i t ioner  w i th  access  to  c l in ica l  in format ion  but  no Break the Glass  author i ty ;  

c .  N o n - P r a c t i t i o n e r  w i t h  a c c e s s  t o  c l i n i c a l  i n f o r m a t i o n ;  

d .  N o n - P r a c t i t i o n e r  w i t h  a c c e s s  t o  n o n - c l i n i c a l  i n f o r m a t i o n ;  

e .  R H I O  a d m i n i s t r a t o r s  w i t h  a c c e s s  t o  n o n - c l i n i c a l  i n f o r m a t i o n ;  a n d  

f .  RHIO administrators with access to clinical information in order to engage in public  health report ing purposes 
in accordance with Section 1.2.2 of these Policies.  
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2 . 1 . 4   RHIOs shal l  require  Par t ic ipants  to des ignate the ind iv iduals  wi th in  the ir  organizat ions  who  w i l l  b e  a u t h o r i z e d  t o  
a c c es s  i n f o r ma t i o n  v i a  t h e  S H I N - N Y  g ov e r n e d  by  a  R H IO  a n d  t o  assign those individuals to the appropriate 
categories as l isted above.  
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SECTION 3: AUTHENTICATION  

Purpose/Principles 

Authentication is the process of verifying that an individual who has been authorized and is seeking to access  in format ion v ia  the SHIN-NY 
governed by a RHIO is  who he or  she c la ims to be.  Th is  is  accompl ished by  p r ov i d i n g  p r o o f  o f  i d e n t i t y .  T h i s  S ec t i on  3  s e t s  f o r t h  
m i n i m u m  r e q u i r e m e n ts  t h a t  R H IO s  a n d  t he i r  Partic ipants shall  fol low when authenticating individuals prior to al lowing them to access 
information via the  SHIN-NY governed by  a  RHIO.  These Pol ic ies  and Procedures  represent  an impor tant  techn ica l  secur i ty  

sa feguard  fo r  p ro tec t ing  a  pa t ien t ' s  i n fo rmat ion  f rom  va r ious  in te rna l  and  ex te rna l  r i sks ,  i nc lud ing  unauthorized access.  

Policies and Procedures 

3.1 Obligation to Ensure Authentication of Identity of Authorized User Prior to Access.  R H I O s  

shall  authent icate, or shall  require their Part ic ipants to authenticate, each Authorized User's identity  pr ior  to prov id ing such 
Author ized User w i th  access to Protec ted Heal th In format ion v ia the SHINNY governed by  a RHIO.  Such authent icat ion 
shal l  take p lace in accordance wi th  the prov is ions of  this Section 3.  

3.2 Authentication Requirements.  

3.2.1  Transitional Authentication Standard.  U n t i l  s u c h  t i m e  a s  a  d e t e r m i n a t i o n  i s  m a d e ,  pu rs uan t  t o  
Sec t i on  3 .2 .2 ,  t o  u t i l i z e  a  h ighe r  au then t i ca t i on  s tanda rd ,  RH IOs  s ha l l  authent ica te ,  o r  sha l l  requ i re  the i r  
Par t i c ipants  to  au then t ica te ,  each Au thor ized User  through an authentication methodology that meets the minimum 
technical requirements for  Authent icat ion Assurance Level  2 ("Level 2 " )  set  for th in Nat ional  Inst i tute of  Standards  

and Technology Spec ia l  Publ icat ion 800-63 (here inaf ter ,  "NIST SP 800-63 " ) .  

a. Level 2 wi l l  require, among other technical  specif icat ions,  RHIOs or their  Participants to authenticate each 
Authorized User's identity using only single-factor  authent icat ion,  which quer ies Author ized Users for  
something they know (e.g. ,  a  password) .  Under  Leve l  2 ,  RHIOs or  the i r  Par t ic ipants  wi l l  be  f ree  to  use 
on ly  a  password,  and need not  use i t  in  combinat ion  w i th  any  o ther  tokens,  prov ided i t  protec ts  against  
on l ine guess ing and replay  at tacks.  Level  2 wi l l  require RHIOs or  their  Part ic ipants  to implement ini t ia l  
ident i ty-proof ing procedures (e i ther remote or  i n -pe rson)  tha t  requ i re  Au tho r i zed  Users  to  p rov ide  
iden t i f y ing  ma te r ia l s  and  i n format ion upon appl icat ion for  access  to  in fo rmat ion  through the  RHIO.  

3 .2.2  Minimum Authentication Standard.  I n  l i g h t  o f  t h e  i m p o r t a n c e  o f  s t r o n g  s e c u r i t y  measures to the 
protect ion of pat ient  data and the trans it ion of  certa in organizat ions and  en t i t i es ,  i nc l u d in g  b u t  n o t  l i m i t e d  t o  t h e  
N ew  Y o r k  S t a te  M e d i c a i d  P r o g r a m ,  t ow a r d  ut i l izat ion of  an authent icat ion methodology that  meets the minimum 
technical  requirements  fo r  Authen t ica t ion  Assurance Leve l  3  ( "Leve l  3  " )  se t  fo r th  i n  NIST SP 800-63,  RHIOs  sha l l  

be required to authent icate,  or  require  their  Par t ic ipants  to  authent icate,  each Author ized  U s e r  t h r ou gh  a n  
a u t h e n t i c a t i o n  m e t h o d o l o gy  t h a t  m e e ts  t he  m i n i m u m  t ec h n i c a l  r e q u i r e m e n t s  f o r  L e v e l  3 .  N Y e C  s h a l l ,  t h r o u g h  
t h e  S C P ,  e s t a b l i s h  a  W o r k  G r o u p  t o  cons ider  the cos t ,  work f low,  and other  issues imp l ica ted by  a  t rans i t ion  to  
Leve l  3 ,  and  determine the implementat ion approach and t imetable for  t rans it ion to Level 3.  
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a. Level 3 wi l l  require, among other technical  specif icat ions,  RHIOs or their  

Part ic ipants to authent icate each Author ized User 's  ident i ty  using mult i factor  authent icat ion,  which quer ies 
Author ized Users for  something they know (e.g. ,  a  password) and  something they have (e.g. ,  an ID 
badge or a cryptographic  key).  R H IO s  o r  t he i r  P a r t i c i p a n t s  w i l l  b e  f r e e  t o  us e  a  c o m b i n a t i o n  o f  t ok e n s  

(authent icat ion secrets to which an Authorized User 's identi ty  is  bound), including  soft cryptographic tokens 
with the key stored on a general-purpose computer, hard  cryptographic tokens, which have the key stored on a 
special hardware device l ike a  key FOB, or  one- t ime password dev ice tokens,  which have a symmetr ic  key 
s tored  on a personal hardware device (e.g., a cell phone) in a manner that protects against  pro toco l  th rea ts ,  
inc lud ing  eavesdropper ,  rep lay ,  on l ine  guess ing ,  ver i f i e r  impersonat ion, and man- in- the-middle at tacks. 
In addi t ion to use of  mult i factor  authentication, Level 3 wil l  require RHIOs or their Part ic ipants to implement 
init ial  ident i ty -proof ing procedures (e i ther  remote or  in  person)  that  require Author ized  Users to provide 
identifying materials and information (e.g., a valid current primary  Government  P ic tu re  ID  and  e i the r  address  
o f  record  o r  na t iona l i t y ,  such  as  a  driver's l icense or passport) upon appl ication for access to information 
through the  RHIO,  though these requ i rements  w i l l  be  more  s t r ingent  than  those se t  fo r th  a t  Level 2. 

3.2.3  Choice of Technical Solution. I n  mee t ing  the  requ i rements  se t  fo r th  i n  th i s  Sec t ion  3 .2 ,  RHIOs and their  
Part ic ipants may select the best avai lable authent icat ion methodology,  consistent with guidance set forth in NIST 
SP 800-63, based on indiv idual assessments of  their technical architectures, network sizes, and policies.  

 3.3 Compliance with Policies Resulting from Statewide Risk Analysis.  I n  t h e  e v e n t  t h a t  N e w  Y o r k  

State conducts a statewide risk analysis of the potential harm and l ikel ihood of adverse impacts that  

c ou ld  res u l t  f r om an  e r ro r  i n  i den t i t y  au then t i c a t i on  w i t h in  t he  SH IN -NY tha t  i nd i c a tes  t ha t  authenticat ion pol ic ies and 
procedures that di f fer from, or are in addit ion to, those set forth in this  Section 3, should be adopted, any such authentication 
policies and procedures shall be developed and  approved through the SCP before adopt ion.  

3.4 Option to Rely on Statewide Authentication Service. I n  t he  ev en t  t ha t  New Yo rk  S ta te  deve lops  

statewide services for the authentication of Authorized Users, RHIOs may uti l ize such statewide  services to authenticate an 
Authorized User in accordance with the provisions of this Section 3.  
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SECTION 4: ACCESS 

Purpose/Principles 

Access contro ls  govern when and how a pat ient 's  informat ion may be accessed by  indiv iduals  w i th in a  RHIO 's  Par t i c ipan t .  Th is  
Sec t ion  4  se ts  fo r th  m in imum behav io ra l  c on t ro l s  RHIOs  sha l l  imp lement  to  ensure that :  1 . )  on ly  Author ized Users  access  
in format ion  v ia  the SHIN-NY governed by  a RHIO;  and 2. )  they do so only in accordance with patient consent and with other 
requirements (specif ied herein) that l imit  thei r  access to speci f ied informat ion (e.g. ,  that  which is  re levant to a pat ient 's  t reatment) .  
These access  policies, coupled with informed patient consent, are designed to reduce unauthorized access and ensure  information is 
used for authorized purposes.  

Policies and Procedures 

4.1 General. RHIOs shal l ,  or  shal l  require their  Part ic ipants  to,  ensure that  each Author ized User is  

assigned a unique user name and password to provide such Authorized User with access to patient  i n fo rma t ion  v ia  t he  SHIN-
NY governed  by  a  RHIO.  In  do ing  so ,  RHIOs  and /o r  the i r  Par t i c ipan ts  shal l  comply wi th the fo l lowing minimum 
standards:  

4.1.1  Author ized Users shal l  be authent icated in  accordance wi th the prov is ions of  Sect ion 3. 

4.1.2  Passwords  shal l  meet  the  password s t rength requ i rements  set  fo r th  in  NIST SP 800-63 (e.g.  the probability of 
success of an online password guessing attack shall not exceed 1 in 16,384  over the l i fe of the password).  

4.1.3  Group  o r  tempora ry  user  names  sha l l  be  p roh ib i ted .  

4.1.4  Authorized Users shal l  be required to change their  passwords at least every 90 calendar days  and shall be 
prohibited from reusing passwords.  

4.1.5  Author ized Users shal l  be prohib i ted f rom shar ing the ir  user  names and/or  passwords wi th  others and f rom us ing 
the user  names and/or  passwords of others.  

 4.2 Authorized Purposes. RHIOs and the i r  Par t ic ipants  sha l l  permi t  Author ized Users  to  access  

Protected Health Information of  a pat ient v ia the SHIN-NY governed by a RHIO only for  purposes  consistent with a pat ient 's  
Aff i rmative Consent.  

 4.3 Failed Access Attempts. RHIOs sha l l  enforce a l imi t  o f  consecut ive  Fa i led  Access At tempts  by  an  

Author ized User .  Upon a f i f th  Fai led Access At tempt ,  RHIOs shal l  ensure tha t  sa id  Author ized  

Us er ' s  acc ess  t o  t he  RHIO  i s  d i s ab led  e i the r  by  l ock ing  t he  acc oun t  un t i l  r e l eas e  by  a  RHIO  adminis trator  or  by lock ing 
the account for  a speci f ic  per iod of  t ime as specif ied by the RHIO, af ter  which the Authorized User may reestablish access using 
appropriate identification and authentication  p roc edu res .  I f  Au tho r i z ed  Us e rs  acc es s  t he  SH IN -NY gov erned  by  a  RHIO  by  
l ogg ing  on  t o  a  Par t ic ipant 's  in format ion  sys tem (wi thout  the  need for  a  separate RHIO log-on) ,  the RHIO may  

delegate to the Part ic ipant responsibi l i ty  for enforc ing this Fai led Access Attempt l imitat ion.  

4.4 Periods of Inactivity. RHIOs sha l l  ensure that  an  Author ized User  is  au tomat ica l ly  logged out  o f  

t he  RHIO a f te r  a  pe r iod  o f  i nac t i v i t y  by  such  Au thor i zed  User .  The  te rm ina t ion  sha l l  rema in  in  ef fec t  un t i l  the  
Author ized User  rees tab l i shes  access  us ing  appropr ia te  ident i f i ca t ion  and  authent icat ion procedures. RHIOs shal l  
establ ish the length of periods of inact iv i ty  that wi l l  t r igger  
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such termination based on their internal risk analyses as well organizational factors such as current  technical infrastructure, 
hardware and software security capabil i t ies.  

4.5 Access Limited to Minimum Necessary Information. RH IOs  s ha l l ,  and  s ha l l  r equ i re  t he i r  

Participants to, ensure that reasonable efforts are made, except in the case of access for Treatment, to  l i m i t  t h e  i n f o r m a t i o n  
a c c es s e d  v i a  t h e  S H IN - N Y  g o v e r n e d  by  a  R H IO  to  t h e  m i n i m u m  a m ou n t  necessary to accomplish the intended purpose for 
which the information is accessed.  

4.6 Record Locator Service and Other Comparable Directories. I n  opera t ing  a  Record  Loca to r  

Serv ice or  Other Comparable Directory,  RHIOs shal l ,  or  shal l  require their  Part ic ipants  to:  

4.6.1  Implement  reasonable safeguards to  min imize unauthor ized inc idental  d isc losures of  Protected Health 
Information during the process of identifying a patient and locating a  patient's medical records.  

4.6.2  Prohibi t  Author ized Users f rom accessing Protected Health Informat ion in any manner  inconsistent with these 
Policies and Procedures.  

4.7 Training. The behavioral  and organizat ional  access contro ls set  for th above wi l l  only be ef fect ive i f  

1) a RHIO's heal th informat ion access pol ic ies and procedures are c lear;  and 2)  Author ized Users  understand the polic ies and 
procedures and their responsibi l i t ies within such polic ies and procedures.  As such ,  RHIOs  sha l l  deve lop  and  imp lement ,  
e i the r  d i rec t l y  o r  th rough  Par t i c ipan ts ,  m in imum  t ra in ing requirements for  educat ing ind iv iduals  about  the po l ic ies and 
procedures for  access ing  P r o t e c t e d  H e a l t h  I n f o r m a t i o n  v i a  t h e  S H I N - N Y  g ov e r n e d  by  a  R H IO .  

4.7.1  RHIOs shal l ,  or shal l  require their  Part ic ipants to, provide either on-si te training, web-based  t ra in ing ,  o r  comparab le  
t ra in ing  too ls  so  tha t  Au tho r i zed  Users  a re  fami l i a r  w i th  t he  operat ion of the RHIO and the pol ic ies and 
procedures governing access to informat ion v ia  t h e  S H I N - N Y  g o v e r n e d  b y  a  R H I O .  

4.7.2  RHIOs shal l ,  or  shal l  require  the ir  Par t ic ipants  to,  ensure that  each Author ized User  undergoes such training 
prior to being granted access to information via the SHIN-NY  gov e rned  by  a  RH IO .  

4.7.3  RHIOs shall ,  or shall  require their Part ic ipants to, ensure that each Authorized User signs a  cert i f icat ion that  he or  
she has received t rain ing and wi l l  comply with the RHIO's pol ic ies  and procedures.  Such cert i f icat ion shal l  be 
reta ined by RHIOs or  their  Part ic ipants  for  at  least six years.  

4.7.4  RHIOs may,  but  shal l  not  be required to ,  ensure that  each Author ized User undergo  continuing and/or 
refresher training on a periodic basis as a condition of maintaining  author iza t ion  to  access  pa t ien t  in fo rmat ion  
v ia  the  SHIN-NY governed by  a  RHIO.  

4.8 Termination of Access and Other Sanctions. RHIOs  sha l l  deve lop  po l i c ies  and procedures  to  

terminate, or to require their Participants to terminate, the access of Authorized Users and/or to impose sanctions as 
necessary.  

4.8.1  RHIOs shal l  ensure that  access to the RHIO of  a  Par t ic ipant  (and al l  o f  the Par t ic ipant 's  Authorized Users, i f  
applicable) is terminated in the fol lowing situations and in accordance  with the processes described:  
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a. Immediately or as promptly as reasonably practicable but in any event within one  business day of 
terminat ion of a Part ic ipant 's  Part ic ipat ion Agreement with the  RHIO;  and /o r  

b. Immediately or as promptly as reasonably practicable but in any event within one  business day of notif ication 
of termination of an Authorized User's employment or  aff i l iat ion with the Part ic ipant.  

4 .8 .2   In order to comply with Sect ion 4.8.1(b) ,  RHIOs shal l  require their  Part ic ipants to not i fy  the  RHIO upon  o f  
t e rm ina t i on  o f  an  Au tho r i z ed  Us er ' s  emp loy men t  o r  a f f i l i a t i on  w i t h  t he  Participant immediately or as promptly as 
reasonably practicable but in any event within one  business day of termination.  

4 .8 .3   RHIOs shall  establish sanctions to redress policy or procedural violations. Sanctions could  inc lude temporary access 
prohib i t ions ,  re- t ra in ing requirements,  terminat ion,  or  other  processes the RHIO deems necessary in accordance 
with i ts internal r isk analyses.  

4 . 8 . 4   The  SCP sha l l  cons ide r  deve lop ing  gu idance  on  the  f o l l ow ing  to  be  inc l uded  in  f u tu re  versions of these Policies 
and Procedures: Whether state level sanctions should be developed  and  imp l emen ted  by  RHIOs .  
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SECTION 5: PATIENT ENGAGEMENT AND ACCESS  

Purpose/Principles 

RHIOs present  an  oppor tun i t y  fo r  pa t ien ts  to  ga in  access  to  the i r  hea l th  in fo rmat ion  th rough a  s ing le  elec tron ic  por ta l ,  thereby 
el iminat ing many of  the bureaucrat ic  hurdles  pat ients  current ly  endure when  attempting to obtain copies of their medical records. 
Openness about policies, procedures, technology, and  prac t ices  among Par t ic ipants  exchanging hea l th  in format ion v ia  the SHIN-NY 
governed by  a  RHIO is  a  foundat ional  pr inc ip le  essent ia l  to protec t ing pat ient  pr ivacy and to  real iz ing the potent ia l  for  RHIOs to  

marked ly  improve pa t ien t  access  to  the i r  own hea l th  in fo rmat ion .  Th is  Sec t ion  5  se ts  fo r th  min imum  requirement RHIOs and their  
Part ic ipants shal l  fol low to ensure that pat ients are able to understand what  information exists about them, how that information is 
used, and whether and how they can access such  information.  

Policies and Procedures 

 5.1 RHIOs shal l  be required to educate pat ients with respect to the consent process and the terms and  

condi t ions  upon which the ir  Protec ted Heal th Informat ion can be shared wi th  Author ized Users ,  

inc luding conforming to any pat ient  educat ion program standards developed through the SCP.  

 5.2 RHIOs shal l ,  or shal l  require their  Part ic ipants to, develop and educate pat ients with respect to  

policies related to patients'  r ights to access their own Protected Health Information. RHIOs are not  required to prov ide pat ients  
wi th access to their  own Protected Heal th Informat ion,  but  they are  encouraged to do so and are required to inform pat ients 
as to whether such access is  avai lable to  them. 

 5.3 To fac i l i tate informed consent and to ensure that  pat ients  know where informat ion about them is  

being generated,  RHIOs shal l  prov ide, or  shal l  require their  Part ic ipants to prov ide, pat ients with a  l ist of or reference to al l  
Data Suppliers (consistent with Section 1.7.9) and information about how to  contact said Data Suppliers.  

 5.4 I f  pa t ien t  access to  Protected Hea l th  In format ion  is  prov ided by a  RHIO,  the  RHIO sha l l  in form the  

patient as to al l  mater ial  terms and condit ions relat ing to such access. Pat ient access to Protected  Health Information must be 
in accordance with al l  appl icable laws and regulations, including but not  l imi ted to  PHL §18,  MHL § 33.16 and 10 NYCCR § 
58-1.8.  For  example,  pat ient  access must  be in  accordance with federal and state laws permitt ing denial  of access to medical 
information if ,  in the  

exercise of professional judgment, a l icensed health care professional believes that the access  requested is reasonably 
likely to endanger the life or physical safety of the individual or another  person. 

 5.5 Each RHIO shal l  develop a p lan and process for  assur ing meaningfu l  pat ient /consumer input  and pa r t i c i pa t i on  in  R H IO  
ope ra t i ons  and  dec is i on  mak ing .  Eac h  RHIO  i s  s t r ong ly  enc ou raged  t o  inc lude various consumer perspect ives on i ts  Board 
of Directors, and to use such methods as  Patient/Consumer Advisory Committees to generate broad input and participation in the 
design and  i m p l e m e n t a t i o n  o f  R H I O  p o l i c i e s  a n d  p r o c e d u r e s .  A t  a  m i n i m u m ,  e a c h  R H I O  s h a l l  a p p o i n t  a t  least  one 
pat ient  representat ive to i ts  Board of  Directors .  A pat ient  representat ive is def ined as a  person whose interest in the RHIO is 
as a pat ient  or  representat ive of  pat ients  and who does not  otherwise part ic ipate in or have a f inancial  interest in the RHIO or 
one of i ts  Part ic ipants. 
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[Note: The SCP's Consumer Advisor~ Council will consider whether additional patient/consumer education policies should be included in future versions of the 
Policies and Procedures" 
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SECTION 6: AUDIT 

Purpose/Principles 

Audi ts  are useful  overs ight  tools  for  record ing and examin ing access to in format ion through a RHIO (e.g. ,  who accessed what data 
and when) and are necessary for verifying compliance with access controls, like those  speci f ied in Sect ion 4,  developed to  prevent / l imi t  
inappropr ia te  access to  informat ion.  Th is  Sect ion 6 sets  for th  min imum requirement that  RHIOs and thei r  Par t ic ipants  shal l  fo l low 
when logging and audi t ing access  t o  hea l t h  i n fo rma t i on  v ia  t he  SH IN -NY gov e rned  by  a  RHIO .  

Policies and Procedures 

 6.1 Maintenance of Audit Logs. Each  RHIO sha l l  ma in ta in  Aud i t  Logs  tha t  documen t  a l l  access  o f  

P r o te c t e d  H e a l t h  I n f o r m a t i on  v i a  t h e  S H IN - N Y  g ov e r n ed  b y  a  R H IO .  

6.1.1  Aud i t  Logs  sha l l ,  a t  a  m in imum,  inc lude the  fo l low ing  in fo rmat ion :  

a .  T h e  i d e n t i t y  o f  t h e  p a t i e n t  w h o s e  P r o t e c t e d  H e a l t h  I n f o r m a t i o n  w a s  a c c e s s e d ;  

b .  The  iden t i t y  o f  the  Au thor i zed  User  access ing  the  Pro tec ted  Hea l th  In fo rmat ion ;  

c .  T h e  i d e n t i t y  o f  t h e  P a r t i c i p a n t  w i t h  w h i c h  s u c h  A u t h o r i z e d  U s e r  i s  a f f i l i a t e d ;  

d .  The type of Protected Health Information or record accessed (e.g.,  pharmacy data,  

laboratory data, etc.);  

e .  T h e  d a t e  a n d  t i m e  o f  a c c e s s ;  

f .  The source of the Protected Heal th Informat ion ( i .e. ,  the ident i ty  of  the Part ic ipant  

f rom whose records the accessed Protected Heal th Informat ion was der ived);  and  

g .  U n s u c c e s s f u l  a c c e s s  ( l o g - i n )  a t t e m p t s .  

6.1.2   A u d i t  L o g s  s h a l l  b e  i m m u t a b l e .  A n  i m m u t a b l e  A u d i t  L o g  r e q u i r e s  e i t h e r  t h a t  l o g  information cannot be 
altered by anyone regardless of access privi lege or that any alterations  are tamper evident.  

6.1.3  Audit Logs shal l  be maintained for a period of at least six years from the date on which  information is 
accessed.  

 6.2 Obligation to Conduct Periodic Audits. Each  RHIO sha l l  conduc t ,  o r  sha l l  requ i re  each  o f  i t s  

Par t ic ipants  to  conduc t ,  per iod ic  aud i ts  to  mon i to r  use  o f  the  RHIO by  Par t i c ipants  and the i r  Author ized Users and 
ensure compliance with Policies and Procedures and al l  applicable laws, rules  and regulations.  

6.2.1  A t  a  m in imum,  the  RHIO sha l l  aud i t ,  o r  requ i re  i t s  Par t i c ipants  to  aud i t ,  the  fo l low ing :  
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a .  Tha t  A f f i rma t i ve  Consen ts  are  on  f i l e  fo r  pa t ien ts  whose  Pro tec ted  Hea l th  

In format ion is  accessed v ia  the SHIN-NY governed by  a RHIO,  other  than in  Break the Glass 
situations;  

b.  That  Author ized Users  who access  Pro tec ted  Hea l th  In fo rmat ion  v ia  the  SHIN-NY  

governed by  a RHIO do so  for  Author ized Purposes;  and  

c .  That appl icable requirements were met where Protected Heal th Informat ion was  

accessed through the Break the Glass function.  

6 . 2 .2   The activit ies of all  or a statist ically signif icant subset of a RHIO's Participants shall be  audited.  

6 . 2 . 3   Per iodic  audits shal l  be conducted at  least  on an annual  bas is .  RHIOs shal l  cons ider  their  own r isk  analyses and 
organizat ional  factors,  such as current  technical infrastructure,  hardware and software security capabilit ies, to 
determine the reasonable and appropriate  f requency with which to conduct  audi ts  more often than annual ly .  

6 . 2 . 4   Per iodic  audits shal l  be conducted us ing a s tat is t ical ly  s ignif icant  sample s ize.   

6 . 2 . 5   I f  aud i ts  are conducted by  Par t ic ipants  ra ther  than by  the RHIO,  the  RHIO sha l l :  

a. Require each Participant to conduct the audit within such time period as reasonably  reques ted  by  the  RHIO;  
and  

b. Require each Part ic ipant to report the results of the audit to the RHIO within such  t ime per iod and in such 
format as reasonably  requested by the RHIO.  

 6.3 Participant Access to Audit Logs.  

6 . 3 . 1   A  RHIO  s ha l l  p rov ide  t he  Pa r t i c i pan t ,  upon  reques t ,  w i th  t he  f o l l ow ing  i n fo rma t i on  regarding any pat ient of 
the Part ic ipant whose Protected Health Information was accessed  v i a  t h e  S H I N - N Y  g o v e r n e d  b y  a  R H I O :  

a. The name of each Authorized User who accessed such pat ient 's  Protected Health  

In format ion in the pr ior  6-year  per iod;  

b. T h e  t i m e  a n d  d a t e  o f  s u c h  a c c e s s ;  a n d  

c. The type of  Protected Health Informat ion or  record that was accessed (e.g. ,  c l inical  

data, laboratory data, etc.).  

6 . 3 . 2   A Part ic ipant  shal l  only  be ent i t led to receive audi t  log informat ion pursuant to Sect ion 6.3.1  for patients who have 
provided Aff irmative Consent for that Participant to access his or her  Protec ted  Hea l th  In fo rmat ion .  

6 . 3 . 3   RHIOs shal l  prov ide such informat ion as prompt ly  as reasonably pract icable but  in no event  more than 10 calendar 
days after receipt of the request  

6.4 Patient Access to Audit Information. 
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6.4 .1   Each RHIO shall ,  or shall  require i ts Part ic ipants to, provide patients, upon request, with the  fo l lowing informat ion:  

a. The name and role (e.g., physician) of each Authorized User who accessed a  pat ient 's  Protected 
Heal th Informat ion in the pr ior  6-year per iod;  

b. The Participant through which such Authorized User accessed such Protected  Heal th  In fo rmat ion ;  

c. T h e  t i m e  a n d  d a t e  o f  s u c h  a c c e s s ;  a n d  

d. The type of Protected Health Information or record that was accessed (e.g., cl inical  data, laboratory data, 
etc.).  

6 .4 .2   RHIOs shall ,  or shall  require their Part ic ipants to provide such information as promptly as  reasonab ly  prac t icab le  
bu t  in  no  event  more  than ten  ca lendar  days  af ter  rece ipt  o f  the  request.  

6 .4 .3   I f  requested, RHIOs shall ,  or shall  require their Part ic ipants to, provide such information to  pat ien ts  a t  no cost  once 
in  every  12-month per iod.  RHIOs may es tab l ish a  reasonab le fee  for  any  addi t iona l  requests  wi th in  a  g iven 12-
month per iod;  prov ided that  the  RHIO shal l  waive any such fee where such addit ional request is  based on a 
reasonable suspic ion of  u n a u th o r i z e d  ac c es s  t o  t h e  p a t i en t ' s  P r o t ec t ed  H e a l t h  I n f o r ma t i o n  v i a  t h e  S H I N - N Y  

gov e rned  by  a  RH IO .  

6 .4 .4   If applicable, RHIOs shall, or shall require their Participants to, provide notice of the  availabil ity of such 
information on any patient portals maintained by the RHIO or its  Participants. 

6.5 Publ ic  Avai labi l i ty of  Audits.  Each RHIO shall make the results of its periodic audit available on  

the RHIO's website. Such results shall  be made available as promptly as reasonably practicable, but in  any event not  more than 
30 days after  complet ion of  the audi t .  

[Note: 'Fork Group agreed to consider inclusion of a search audit requirement in future versions of the Policies and Procedures" 
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SECTION 7: BREACH 

Purpose/Principles 

While the consent,  author izat ion,  authent icat ion,  access, and audi t  pol ic ies above are designed to protect  pa t i en t s  f r om p r i v acy  
b reac hes ,  t hey  hav e  l i t t l e  we igh t  i f  RH IOs  and  t he i r  Pa r t i c i pan ts  a re  no t  he ld  accountable and to  cer ta in behav iora l  s tandards 
when pr ivacy v io lat ions  occur .  Th is  Sect ion 7 sets  for th  minimum standards RHIOs and their  Part ic ipants  shal l  fo l low in the event of 
a breach.  They are des igned to  ho ld  v io la to rs  accountab le  fo r  v io la t i ons ,  assure  pa t ien ts  abou t  the  RHIO's  commi tment  to  p r ivacy ,  
and  mitigate any harm that privacy violations may cause.  

Policies and Procedures 

 7.1 Obligation of Participants to Report Actual or Suspected Breaches. Eac h  RHIO  s ha l l  r equ i re  

i ts  Part ic ipants to not i fy  the RHIO in the event that a Part ic ipant becomes aware of any actual or  suspected Breach of  
Unsecured Protec ted Heal th  Informat ion accessed v ia the SHIN-NY governed  by a RHIO.  

7.1.1  Not i f icat ion shal l  be made in the most  expedient  t ime poss ib le and wi thout unreasonable  delay.  

7.1.2  No t i f i c a t i on  s ha l l  be  made  i n  w r i t i ng .  

 7.2 Responsibilities of the RHIO. RHIOs  sha l l  be  requ i red  to  deve lop  a  Breach p lan  as  par t  o f  the i r  pol ic ies and 
procedures. The plan shal l  provide that,  in the event the RHIO becomes aware of any  actual  or suspected Breach of 
Unsecured Protected Health Information,  e i ther through not i f icat ion  by a Par t ic ipant  or  o therw ise,  the  RHIO must ,  a t  a  
min imum:  

7.2.1  Not i fy  any Par t ic ipants  whose data  is  a f fec ted  by  the Breach.  

7.2.2  In the most  expedient  t ime poss ible and without  unreasonable delay,  invest igate (or  require  the  app l i cab le  
Par t i c ipant  to  i nves t iga te)  the  scope and magn i tude o f  such ac tua l  o r  suspected Breach, and identify the root 
cause of the Breach.  

7.2.3  Mi t igate (or  requ i re  the appl icab le  Par t ic ipant  to  mi t igate)  to  the ex ten t  p rac t icab le ,  any  h a r m f u l  e f f ec t  o f  s uc h  
B r e ac h  t h a t  i s  k n o w n  t o  t he  R H IO  o r  t he  P a r t i c i pa n t .  R H IO s '  mitigation efforts shall  correspond with and be 
dependent upon their internal r isk analyses.  

7.2.4  No t i f y  (o r  requ i re  the  app l i cab le  Par t i c ipan t  to  no t i f y )  the  pa t ien t  and  any  app l i cab le  regulatory agencies as 
required by and in accordance with applicable federal, state and local  l aws and regu la t ions ,  inc lud ing  but  no t  l im i ted  
to  H ITECH.  

 7.3 Sanctions. Each RHIO shal l  establ ish appropr iate sanct ions that  shal l  apply to Part ic ipants and the i r  Author ized Users  in  
the event  o f  a  Breach of  Unsecured Pro tec ted  Heal th  In format ion  and  shall apply, or require its Participants to apply, such 
sanctions. Such sanctions may include but shall no t  be  l im i t ed  to  tempora r i l y  res t r i c t i ng  an  Au thor i zed  User ' s  access  to  
the  RHIO;  requ i r i ng  Authorized Users to undergo additional training in the use of the RHIO; terminating the access of an  

Author ized User  to the RHIO; terminat ing a Par t ic ipant 's  par t ic ipat ion in the RHIO;  or  such other  remedies as the RHIO may 
reasonably deem necessary in accordance with i ts internal r isk analysis.  
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APPENDIX A: MODEL LEVEL 1 CONSENT FORMS  

See approved Level 1 Single Prov ider  Consent Form, Level  1 Mul t i -Prov ider  Consent Form, and Level  1  Payer  Consen t  Form 
ava i lab le  on  the  NYeC webs i te  a t  h t tp : / /www.nyehea l th .o rg /SCP-po l ic ies .  
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APPENDIX B: MODEL LEVEL 2 CONSENT FORMS 

See approved model Level 2 Payer Consent Form for Payment available on the NYeC website at 
h t tp : / /www.nyehea l th .o rg /SCP-po l i c ies .  
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