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Guiding Principles

The following principles in conjunction with the NYeC Statewide Policy Guidelines inform much of the efforts
of the Rrhio to craft a set of policies to promote consumer control of their own health information while
considering the operational needs of a health information exchange to provide value to the greater
community.

The NYeC: SCP Privacy and Security Policies and Procedures for RHIOs and their Participants in NYS, can
be found at:
http://www.nyehealth.org/files/File_Repositoryl6/heal5/PrivSec_PPs_V2.pdf

1. Openness and Transparency. Openness about developments, procedures, policies, technology, and
practices with respect to the treatment of personal health data is essential to protecting privacy. Individuals
should be able to understand what information exists about them, how that information is used, and how
they can exercise reasonable control over that information. This transparency helps promote privacy
practices and instills confidence in individuals with regard to data privacy which in turn can help increase
participation in health data networks.

2. Purpose Specification and Minimization. Data use must be limited to the amount necessary to
accomplish specified purposes. Minimization of use will help reduce privacy violations which can easily occur
when data is collected for one legitimate reason and then reused for different or unauthorized purposes.

3. Collection Limitation. Personal health data should be obtained only by fair and lawful means, and, if
applicable, with the knowledge or consent of the pertinent individual or their legal representative. In an
electronic networked environment, it is particularly important for individuals to understand how information
concerning them is being collected.

4. Use Limitation. The use and disclosure of health information should be limited to those purposes
specified by the data recipient. Certain exceptions such as law enforcement or security may warrant reuse
of data for other purposes. However, when data is used for purposes other than those originally specified,
prior de-identification of the data can help protect individual privacy while enabling important benefits to be
derived from the information.

5. Individual Participation and Control. Every individual should retain the right to request and receive,
in a timely and intelligible manner, information regarding who has that individual's health data and what
specific data the party has. Every individual should also retain the right to know any reason for a denial of
such request, and to challenge or amend any personal information. Because individuals have a vital stake in
their own personal health information, such rights enable them to be participants in the collection and use
of their data. Individual participation promotes data quality, privacy and confidence in privacy practices.

6. Data Integrity and Quality. Health data should be accurate, complete, relevant, and up-to-date to
ensure its usefulness. The quality of health care depends on the existence of accurate health information.
Moreover, individuals can be adversely affected by inaccurate health information in other arenas like
insurance and employment. Thus, the integrity of health data must be maintained and individuals must be
permitted to view information about them and amend such health information so that it is accurate and
complete.

7. Security Safeguards and Controls. Security safeguards are essential to privacy protection because
they help prevent data loss, corruption, unauthorized use, modification, and disclosure. With increasing
levels of cyber-crime, networked environments may be particularly susceptible without adequate security
controls. Design and implementation of various technical security precautions such as identity management
tools, data scrubbing, hashing, auditing, authenticating, and other tools can strengthen information
Privacy.



8. Accountability and Oversight. Privacy protections have little weight if privacy violators are not held
accountable for compliance failures. Employee training, privacy audits, and other oversight tools can help to
identify and address privacy violations and security breaches by holding accountable those who violate
privacy requirements, and identifying and correcting weaknesses in their security systems.

9. Remedies. The maintenance of privacy protection depends upon legal and financial means to remedy
any privacy or security breaches. Such remedies should hold violators accountable for compliance failures,
reassure individuals about the Organization’s commitment to information privacy, and mitigate any harm
that privacy violations may cause individuals.

10. Applicability: The following Policies apply to all Participants that have registered with and are
participating in the Rrhio, the Record Locator Service (RLS), the Virtual Health Record (VHR) and that may
provide or make available health information through Rrhio and the VHR.

Rrhio Policy 100: Compliance with Law and Policy

Scope: This Policy stipulates compliance with all applicable laws and Rrhio policies, while requiring
Participants to establish efforts to comply with all Rrhio policies and applicable laws.

Policy:

1. Laws. Each Participant shall, at all times, comply with all applicable federal, state, and local laws and
regulations; and if applicable the NYeC Statewide Policy Guidelines found at,
http://www.nyehealth.org/files/File_Repositoryl6/heal5/PrivSec_PPs V2.pdf including,
but not limited to, those protecting the confidentiality and security of individually identifiable health
information and establishing certain individual privacy rights. Each Participant shall use reasonable
efforts to stay abreast of any changes or updates to and interpretations of, such laws and regulations
to ensure compliance.

2. Rrhio Policies. Each Participant shall, at all times, comply with all applicable Rrhio policies and
procedures (“Rrhio Policies”).These Rrhio Policies may be revised and updated from time to time upon
reasonable written notice to Participants. Each Participant is responsible for ensuring it has, and is in
compliance with, the most recent version of these Rrhio Policies.

3. Participant Policies. Each Participant is responsible for ensuring that it has the requisite, appropriate,
and necessary internal policies for compliance with applicable laws and Rrhio Policies. In the event of a
conflict between the Rrhio Policies and an institution’s own policies and procedures, the Participant shall
comply with the policy that is more protective of individual privacy and security.

Rrhio Policy 200: Notice of Privacy Practices

Scope: This Policy relates to the maintenance of privacy notices.

Policy:
Each Participant shall develop and maintain a Notice of Privacy Practices (the “Notice”) that complies with all
applicable laws and this Policy.

1. Content. The Notice shall meet the content requirements set forth under the HIPAA Privacy Rule and
comply with all applicable laws and regulations.

2. Provision to Individuals. Each Participant shall have its own policies and procedures governing
distribution of the Notice to individuals, which policies and procedures shall be consistent with this
Policy and comply with applicable laws and regulations.

e For Participants that are health care providers, the Notice shall be: (1) available to the public upon
request; (2) posted on all web sites of the Participant and available electronically through such
sites; (3) provided to a patient at the date of first service delivery; (4) available at the institution;
and (5) posted in a clear and prominent location where it is reasonable to expect individuals
seeking service to be able to read the Notice.



e  For Participants that are health plans, the Notice shall be: (1) available to the public upon request;
(2) provided to new enrollees at the time of plan enrollment; (3) provided to current plan enrollees
within 60 days of a material revision; and (4) posted on the plan’s web sites and available
electronically through such sites. Participating health plan institutions also shall notify individuals
covered by the plan of the availability of the Notice and how to obtain a copy at least once every
three years.

3. Individual Acknowledgement. Each Participant that is a health care provider shall make a good faith
effort to obtain the individual’'s written acknowledgement of receipt of the Notice or to document their
efforts and/or failure to do so. The acknowledgement of the Notice shall comply with all applicable laws
and regulations. Each Participant shall have its own policies and procedures governing obtaining an
acknowledgement, which policies and procedures shall be consistent with this Policy and comply with
applicable laws and regulations.

4. Participant Choice. Participants may choose to supplement the Notice distribution process which is
described herein.

Rrhio Policy 300: Individual
Participation and Control of
Information in the Community Virtual Health Record (VHR)

Scope: This Policy addresses an individual's choice to participate in Rrhio and Participants’ efforts to
support such decisions.

Policy:
1. Granting Consent. All individuals must specifically consent to have clinical information about them
accessed through the VHR.

2. Effect of Choice. An individual's choice to have information about him or her accessed through the VHR
shall be exercised through the Rrhio or Participant as described in the Rochester RHIO patient consent
form. If an individual has explicitly chosen not to participate with the organization listed on the consent
form, that individual's clinical results will not be accessed through the VHR. Rrhio shall implement
appropriate mechanisms to securely prevent access to clinical information about an individual if the
individual does not choose to have such information be made available in the VHR.

w

Revocation. An individual, who has chosen to make information concerning him or her accessible
through the VHR, subsequently may be excluded from the VHR only if the individual specifically revokes
his or her decision in writing. For patients who have elected not to share their clinical results through
the VHR, only first name, last name, gender, date of birth and their consent status will be displayed if
data is entered by a user and an exact match is found.

4. Reinstatement. An individual who has chosen not to make their clinical results accessible through the
VHR may allow providers to whom they have granted consent, to view information through the VHR
only if they subsequently provide specific consent for such access to be granted.

5. Documentation. Each Participant shall document and maintain documentation of all patients’ decisions
to consent to have information about them accessible through the VHR using the RHIO’s consistent and
standard NYS approved patient consent form.

o

Participant's Role. Participants shall establish reasonable and appropriate processes to enable the
exercise of a patient’s choice not to have information about him or her be accessed through the VHR.
Each Participant retains the authority to decide whether and when to make information accessible
through the VHR consistent with Rrhio policies and the Data Sharing Agreement signed between the
Participant and the Rochester RHIO.

7. Provision of Coverage or Care. Participants shall provide care or coverage to an individual regardless
of the individual's decision to make their information accessible through the VHR.



8. Complaint. All individuals, regardless of their consent status, may file a written complaint to the Rrhio
at any time. A formal complaint must include a detailed explanation of the individual's concern as well
as detailed contact information. Contact information shall include: name, address and phone number
as well as the individual's preferred method for the Rrhio to contact them. All formal complaints shall
be sent to:

Rochester RHIO
Support Services
150 State Street
Rochester, New York 14614

Rrhio Policy 400: Uses and
Disclosures of Health Information

Scope: This Policy addresses issues of use limitation, purpose specification, minimization, accountability and
oversight, while integrating general HIPAA frameworks for privacy.

Policy:

1. Compliance with Law. All disclosures of health information through the Rrhio and the use of
information obtained from the Rrhio shall be consistent with all applicable federal, state, and local laws
and regulations and the NYeC State Policy Guidelines, and shall not be used for any unlawful
discriminatory purpose. If applicable law requires that certain documentation exist or that other
conditions be met prior to using or disclosing health information for a particular purpose, the requesting
institution shall ensure that it has obtained the required documentation or met the requisite conditions
and shall provide evidence of such at the request of the disclosing institution.

2. Purposes. A Participant may request health information through the RLS or Rrhio only for purposes
permitted by applicable law. Each Participant shall provide or request health information through the
RLS or Rrhio only to the extent necessary and only for those purposes that are permitted by applicable
federal, state, and local laws and regulations and these Policies.

¢ In some cases information may not be requested without additional specific patient authorization,
e.g. Fundraising, Marketing, and Research. Under no circumstances may information be requested
for a discriminatory purpose. In the absence of a permissible purpose, a Participant may not request
information through the RLS or from the Rrhio.

3. Rrhio Policies. Uses and disclosures of and requests for health information
via the Rrhio shall comply with all Rrhio Policies, including, but not limited to, the Rrhio Policy on
Minimum Necessary and the Rrhio Policy on Information Subject to Special Protection.

4. Participant Policies. Each Participant shall refer to and comply with its own internal policies and
procedures regarding disclosures of health information and the conditions that shall be met and
documentation that shall be obtained, if any, prior to making such disclosures.

5. Accounting of Disclosures.

An individual has the right to request an accounting of disclosures as defined by the HIPAA privacy rule
and if applicable, the NYeC Statewide Policy Guidelines. Each Participant is responsible for ensuring its
compliance with such requirement and may choose to provide individuals with more information in the
accounting than is required. Each requesting institution shall provide information required for the
disclosing institution to meet its obligations under the HIPAA Privacy Rule’s accounting of disclosures
requirement.

6. Audit Logs. The Rrhio shall maintain an audit log documenting which Participants accessed the
information about an individual through the VHR and when such information was accessed. Rrhio will
provide an audit reporting mechanism for Participants, detailing access requests for information
exchange facilitated by the Rrhio's RLS services. Participants and Rrhio shall consider and work towards



implementing a system wherein, upon request, patients have a means of seeing who has accessed
information about them through the VHR and when such information was accessed.

7. Access. Rrhio should have a formal process through which clinical information in the VHR can be
requested by a patient or other authorized personal representative on a patient’s behalf. Participants
and Rrhio shall consider and work towards providing patients access to the information contained in the
VHR that is about them.

Rrhio Policy 500: Information
Subject to Special Protection

Scope and Applicability: This Policy facilitates individualized privacy protections by requiring Participants
to heed any special protections of certain information set forth under applicable law.

Policy:

Some health information may be subject to special protection under federal, state, and/or local laws and
regulations (e.g., substance abuse, mental health, and HIV). Each Participant shall determine and identify
what information is subject to special protection under applicable law prior to disclosing any information
through the Rrhio. Each Participant is responsible for complying with all applicable laws and regulations.

Rrhio Policy 600:
Minimum Necessary

Scope and Applicability: This Policy incorporates the HIPAA Privacy Rule requirements that entities may
disclose only the amount of information reasonably necessary to achieve a particular purpose.

Policy:

1. Uses. Each Participant shall use only the minimum amount of health information obtained through
Rrhio as is necessary for the purpose of such use. Each Participant shall share health information
obtained through Rrhio with and allow access to such information by only those workforce
members, agents, and contractors who need the information in connection with their job function
or duties.

2. Disclosures. Each Participant shall disclose through Rrhio only the minimum amount of health
information as is necessary for the purpose of the disclosure. Disclosures to a health care provider
for treatment purposes and disclosures required by law are not subject to this Minimum Necessary
Policy.

3. Requests. Each Participant shall request only the minimum amount of health information through
Rrhio as is necessary for the intended purpose of the request. This Minimum Necessary Policy does
not apply to requests by health care providers for treatment purposes.

Rrhio Policy 700: Workforce, Agents, and Contractors

Scope and Applicability: These Access Policies, coupled with informed patient consent, are designed to
reduce unauthorized access and promote the proper use of information for authorized purposes.

Policy:
1. Access to System. Each Participant shall allow access to the Rrhio with unique logon IDs only by
those workforce members, and contractors who have a legitimate and appropriate need to use the
Rrhio and/or to release or obtain information through Rrhio. No workforce member, agent, or
contractor shall be granted access to Rrhio without first having been trained on these Policies.

2. Authentication. Each Participant shall follow uniform minimum authentication requirements as per
State and Federal Regulations; and if applicable, NYeC Statewide Policy Guidelines and the Rrhio
Data Sharing Agreement for verifying and authenticating those within their institutions who shall have
access to, as well as other Participants who request access to information through the Rrhio and/or
the RLS.



3. Training. Training shall include at a minimum, a web-based training tool provided by Rrhio with a
review of applicable Policies. Each Participant shall develop and implement a training program for its
workforce members;-agents, and contractors who will have access to the Rrhio to ensure compliance
with these Policies. Each trained workforce member, agent, and contractor shall attest to training as
required by the NYeC State Guidance Process.

4. Discipline for Non-Compliance. Each Participant shall implement procedures to discipline and hold
workforce members, agents, and contractors accountable for ensuring that they do not use, disclose,
or request health information except as permitted by these Policies and that they comply with these
Policies. Such discipline measures may include, but are not limited to, verbal or written warnings,
demotion, termination and provide for retraining where appropriate. The Rrhio reserves the right to
terminate individual user-access based on non-compliance with stated policies.

5. Reporting of Non-Compliance. Each Participant shall have a mechanism for reporting any non-
compliance with these policies, and shall encourage all workforce members, agents, and contractors
to report any non-compliance with these Policies to the Participant. Each Participant also shall
establish a process for individuals whose health information is included in the RLS to report any non-
compliance with these Policies or concerns about improper disclosures of information about them.
Participants should notify Rrhio regarding instances of significant non-compliance that lead to
disciplinary action.

Rrhio Policy 800: Amendment of Data

Scope and Applicability: This policy integrates the rights granted by the HIPAA Privacy Rule for
individuals to request an amendment of their health information under certain circumstances.

Policy:

The Participant shall make reasonable efforts to inform other Participants that accessed or received such
information through the Rrhio if the recipient institution may have relied on or could foreseeably rely on the
information to the detriment of the individual. The Rrhio does not have the ability to make amendments but
can assist Participants in determining who may have reviewed the results through the HIE.

Rrhio Policy 900: Requests
For Restrictions

Scope and Applicability: This policy requires Participants who agree to individual requests for restrictions
in accordance with the HIPAA Privacy Rule, to comply with such requests with regard to the release of
information to Rrhio.

Policy:

If a Participant agrees to implement an individual’'s request for restrictions as permitted under the HIPAA
Privacy Rule, such Participant shall ensure that it complies with the restrictions when releasing information
through the Rrhio.

Rrhio Policy 1000: Mitigation

Scope and Applicability: This Policy applies to all institutions that have registered with and is participating
in the Rrhio and that may provide, make available, or request health information through the Rrhio.

Policy:

Participants and the Rrhio shall collaborate to mitigate and take appropriate remedial action to the extent
practicable, of any known harmful effect that is known to the institution of a use or disclosure of health
information through the Rrhio in violation of applicable laws and/or regulations and/or these Policies by the
institution, or its workforce, members, Participants, Provider Organizations, and Payer Organizations. Steps
to mitigate could include, among other things: Participant notification to the individual of the disclosure of
information about them or Participant request to the party who received such information to return and/or
destroy the impermissibly disclosed information.



Glossary

MPI......... Master Patient Index: A way to identify patients. In medical systems the Master Patient Index
(MPI) is an index referencing all patients known to an area, enterprise or organization. The terms Patient
Master Index (PMI) and Master Person Index are used interchangeably.

HIE......... Health Information Exchange: A system to exchange health care information between
institutions and health care providers.

Participant.....A healthcare provider or institution, participating in and bound by the terms of the RHIO
data sharing agreement.

RLS........ Record Locator Service: A system to find clinical results for a given patient across institutions.
VHR....... Virtual Health Record: A summarized view of patient health care information as it has been

provided across institutions. These clinical results are made available only as Participants make them
available to the HIE.



Appendix A

Acknowledgements

Greater Rochester Regional Health Information Organization
Privacy Work Group

Patricia A. Beato, RHIT, CHP
Privacy Officer, University of Rochester Medical Center

Ted Kremer, MPH
Executive Director, Greater Rochester Regional Health Information Organization

Lisa M. Santelli, Esq.
Legal Coursel, Excellus

Aileen Shinaman, Esq.
Attorney, University of Rochester Medical Center

Toni Teumer, RHIA, CHP
Corporate Risk & Compliance Officer, Unity Health System

Cindy Bileschi, RN, BSN
Director, Regulatory Affairs and Chief Privacy Officer, Rochester General Health System

The Markle Foundation
Connecting for Health Policy Subcommittee

William Braithwaite, MD, eHealth Hank Fanberg, Christus Health
Initiative, (Co-Chair)
Linda Fischetti*, RN, MS, Veterans Health
Mark Frisse, MD, MBA, MSc, Vanderbilt Administration
Center for Better Health, (Co-Chair)

Laura Adams, Rhode Island Quality Seth Foldy, MD, City of Milwaukee
Institute Health Department

Phyllis Borzi, JD, George Washington Janlori Goldman, JD, Columbia College of
University Medical Center Physicians and Surgeons

Susan Christensen*, JD, Agency for Ken Goodman, PhD, University of Miami
Healthcare Research and Quality,

United States Department of Health and John Halamka, MD, CareGroup

Human Services Healthcare System

Art Davidson, MD, MSHP, Denver Joseph Heyman, MD, American

Public Health Medical Association

Mary Jo Deering*, PhD, National Cancer Gerry Hinkley, JD, Davis, Wright,
Institute/National Institutes of Health, Tremaine LLP

United States Department of Health and

Human Services Charles Jaffe, MD, PhD, Intel Corporation
Jim Dempsey, JD, Center for Democracy Jim Keese, Eastman Kodak Company

and Technology

10



Linda Kloss, RHIA, CAE, American Health
Information Management Association

Gil Kuperman, MD, PhD, New York-
Presbyterian Hospital

Ned McCulloch, JD, IBM Corporation
Patrick McMahon, Microsoft Corporation
Omid Moghadam, Intel Corporation

Joyce Niland, PhD, City of Hope National
Medical Center

Louise Novotny, Communication Workers
of America

Michele O'Connor, MPA, RHIA, MPI
Services Initiate

Victoria Prescott, JD, Regenstrief Institute
for Healthcare

Marc A. Rodwin, JD, PhD, Suffolk
University Law School

Kristen B. Rosati, JD, Coppersmith Gordon
Schermer Owens & Nelson PLC

Sara Rosenbaum, JD, George Washington
University Medical Center

David A. Ross, ScD, Public Health
Informatics Institute

Clay Shirky, New York University (Chair,
Technical Subcommittee)

Don Simborg, MD, American Medical
Informatics Association

11

Michael Skinner, Santa Barbara Care
Data Exchange

Joel Slackman, BlueCross/BlueShield
Association

Peter P. Swire, JD, Moritz College of Law,
Ohio State University

Paul Tang, MD, Palo Alto Medical
Foundation

Micky Tripathi, Massachusetts eHealth
Collaborative

Cynthia Wark*, CAPT, United States
Public Health Service Commissioned Corps,
Centers for Medicare and Medicaid Services,
United States Department of Health and
Human Services

John C. Wiesendanger, MHS, West
Virginia Medical Institute/Quality Insights of
Delaware/Quality Insights of Pennsylvania
Marcy Wilder, JD, Hogan & Hartson LLP
Scott Williams, MD, MPH, HealthInsight
Robert B. Williams, MD, MIS, Deloitte

Joy Wilson, National Conference of
State Legislatures

Rochelle Woolley, RxHub

Amy Zimmerman-Levitan, MPH, Rhode
Island State Department of Health



Appendix B

1113109 : ) _
NY®Health The Statewide Collaboration Process

Privacy and Security Policies and Procedures for RHIOs
and their Participants in New York State

Version 2.0
Introduction

This document ("RHIO Privacy and Security Policies and Procedures — V2.0 " or "Policies and Procedures") sets forth Version 2.0 of
the Policies and Procedures governing interoperable health information exchange viathe Statewide Health Information Network for
New York ("SHIN-NY") facilitated by regional health information organizations ("RHIOs ") in New York State. Version 2.0
reflects changes from Version 1.1 resulting from the first biannual review of the Policies and Procedures conducted in Fall 2009.

The scope of the Policies and Procedures includes the full range of privacy and security policies for interoperable health
information exchange, including: authorization, authentication, consent, access, audit, breach and patient engagement policies.

The New York State Department of Health ("NYS DOH ") has participated in developing the Policies and Procedures. It is the
opinion of the NYS DOH that the Policies and Procedures are compliant with state and federal laws.

The Policies and Procedures were developed as part of a Statewide Collaboration Process ("SCP "), the participants in which include
all recipients of grant funding under Phase 5 of the Health Care Efficiency and Affordability Law for New Yorkers Capital Grant Program
("HEAL 5 ") and other interested stakeholders in the health care system of New York State.

The Policies and Procedures are components of a larger State effort to advance the development of the SHIN-NY. The SHIN-NY
is conceived of as a "network of networks" designed to enable patient health information to be exchanged in real time among
disparate clinicians, other authorized entities and patients, while ensuring security, privacy and other protections. The purpose of
the SHIN-NY is to provide the technological underpinning so that:

. Clinical information is in the hands of clinicians to guide medical decisions and improve care coordination;

o Medical information follows the consumer so they are at the center of their care;

. Quality initiatives result in robust accountability based on the information needed to assess patient outcomes;

. Clinical information is accurately collected in a timely manner for population health reporting, clinical trials and other

research purposes; and

. Clinical research and care delivery are linked together to measure and monitor longitudinal outcomes.

The SHIN-NY is intended to support New York's health care transformation agenda, including efforts to improve health care quality,
affordability and outcomes.
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The Statewide Collaboration Process:
Policies and Procedures

The Role of RHIOs

The Policies and Procedures apply only to health information exchange that occurs as part of the SHIN-NY and is governed by the
New York eHealth Collaborative ("NYeC "), RHIOs or similar entities designated by the State. A RHIO is a not-for-profit
corporation that (i) receives funding under and was designated as a RHIO under Phase 5 of the Healthcare Efficiency and
Affordability Law for New Yorkers or (ii) is otherwise designated as a RHIO by the NYS DOH or (iii) meets the definition of a RHIO
as set forth in the HEAL 5 Request for Grant Applications and agrees in writing with NYeC to follow the Statewide Policy Guidance
applicable to RHIOs as developed through the SCP.

RHIOs are comprised of health care organizations whose mission is to govern the SHIN-NY in the public's interest and ensure all
providers in a defined region are participating in and connected to the SHIN-NY. RHIOs are contractually required by the State of
New York to participate in the SCP and to comply with the Statewide Policy Guidance that is developed through that process. The
development of, and compliance with, the Statewide Policy Guidance is essential to ensuring adherence to information policies and
procedures, standards and technical approaches that enable the secure and interoperable exchange of health information—one of
the principal goals of the SHIN-NY and the key to realizing the potential benefits of public investment in health information
technology ("health IT ") infrastructure.

The Statewide Collaboration Process

At the present time, New York State has elected to develop Statewide Policy Guidance through the SCP, rather than through
legislative or regulatory mandates. The SCP is being facilitated by NYeC under contract with the NYS DOH. NYeC is a public-private
partnership and statewide governance body playing an integral role in the development of policies through a multi-stakeholder,
consensus-based approach as part of New York's health IT strategy. NYeC's key responsibilities include (1) convening, educating and
engaging key constituencies, including health care and health IT leaders across the state, RHIOs, Community Health Information
Technology Adoption Collaboratives ("CHITAs "), and other health IT initiatives; (2) developing Statewide Policy Guidance through a
transparent governance process, and (3) evaluating and establishing accountability measures for New York's health IT strategy.

The SCP is designed to collaboratively develop common policies and procedures, standards, technical approaches and services for
New York's health information infrastructure. Participants include representatives of all the health IT projects receiving
funding under HEAL 5 and other interested stakeholders in the health care system of New York State. Within the SCP decisions
are made and recommendations advanced in a collaborative, consensus-based manner through a fully open, transparent process. The
SCP is largely driven by the efforts of its four collaborative work groups, which recommend policies and procedures, standards,
technical approaches and services initially to the NYeC Policy and Operations Council, and thereafter to the NYeC Board and
NYS DOH. The four work groups are: (1) Clinical Priorities; (2) Privacy and Security; (3) Protocols and Services; and (4) EHR
Collaborative.

The SCP provides a framework where developing policies and standards for New York's health information infrastructure go hand in
hand with field testing them as part of HEAL 5 projects' implementations. This framework allows for the validation and ongoing
refinement of policies and standards to ensure health information liquidity and value realization. This is a crucial process over the

next few years.

Process for Development of the Policies and Procedures

The Policies and Procedures are the product of a long-standing development process that began in 2006 with the Health Information
Security and Privacy Collaboration ("HISPC "), a national initiative that was funded by the federal Office of the
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The Statewide Collaboration Process:
Policies and Procedures

National Coordinator for Health IT and Agency for Healthcare Research and Quality. HISPC was designed to examine how privacy
and security laws impact business practices related to electronic health information exchange.

The HISPC project consisted of two phases. Phase | spanned from March 2006 to April 2007 and involved a comprehensive assessment
of health privacy legal and policy issues in New York. A central finding of Phase

| of HISPC was that strong policies that protect the privacy and security of health information are crucial to achieving interoperable health
information exchange and that the electronic exchange of health information through the state demands new approaches for protecting
privacy and security, including policies addressing the disclosure and use of health care information, and technologies that address
consumer identification,

authentication, record location, identity management, and storage of special classes of information.

The NY HISPC Phase | project advanced an "Implementation Framework." One of the four priority solution areas was
consumer consent — ensuring that consumers are able to provide informed and meaningful consent and that holders of health information
adhere to state and federal privacy and security laws as they exchange health information electronically.

The second phase of NY HISPC began in July 2007. This phase focused on the development of a consumer consent solution through a
standardized consent process that would be part of a comprehensive set of health information privacy and security policies. The goal of
this standardized process was to promote consistency across New York State RHIOs in obtaining consent and addressing consumer
privacy concerns about electronic exchange of health information.

To engage in a statewide dialogue on consent, four stakeholder meetings were held in September 2007, October 2007 and March
2008 to identify consent-related issues and to gain consensus on a standardized approach. The meetings were attended by consumer
advocates, health care providers, RHIO executive and clinical leaders, representatives from the New York City Department of Health,
and others. The first meeting was dedicated to understanding the current state of RHIO policy development regarding consumer
consent. The second meeting sought to elicit discussion on the key policy questions that a new consent policy for RHIOs would need
to address. At the third meeting, "straw model" recommendations were proposed and discussed. At the fourth and final meeting, an
analysis of the "straw model" recommendations was presented and discussed in the form of developed policy recommendations.
These privacy and security recommendations were documented in a White Paper entitled "Recommendations for Standardized
Consumer Consent Policies and Procedures for RHIOs in New York State" (the "Privacy and Security White Paper"), which was
subject to public comment in March 2008 through a process overseen by NYS DOH.

Following the public comment period on the Privacy and Security White Paper, the Privacy and Security Work Group of the SCP
was formed. It is charged with the development of Statewide Policy Guidance to protect privacy, strengthen security, ensure
affirmative and informed consent, and support the right of New Yorkers to have greater control over and access to their Protected
Health Information as foundational requirements for interoperable health information exchange. Over a period of six months from
June to November, 2008, the Privacy and Security Work Group further refined the recommendations set forth in the Privacy and
Security White Paper by specifically addressing a number of issues that were identified through the public comment period as
requiring further analysis. Based on the review of broad and sometimes conflicting sets of comments from Work Group members,
the Privacy and Security Work Group revised the Privacy and Security White Paper and developed the Policies and Procedures for
consent, authorization, access, authentication, audit, breach and patient engagement.
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Who Must Comply with the Policies and Procedures

All projects funded as RHIOs under the HEAL NY Phase 5 Health IT grant program or otherwise recognized as RHIOs by
the NYS DOH are required to comply with the Policies and Procedures. In addition, all RHIOs must require their Participants
to comply with the Policies and Procedures. CHITAs, which are informal collaborations of health care providers that are recipients of
funding under Phase 5 of HEAL-NY, are not legal entities, but their participants will also be required to comply with the Policies and
Procedures when exchanging health information through the SHIN-NY governed by a RHIO.

The Policies and Procedures represent the minmum standards with which RHIOs must comply and must require their Participants to
satisfy. Where appropriate, or where required by the operational models and/or governance structures of the RHIO, a RHIO may
delegate certain of the responsibilities set forth in the Policies and Procedures to its Participants. However, RHIOs remain
responsible for requiring their Participants to comply with the minimum policies set forth herein.

These Policies and Procedures apply to information exchanged via the SHIN-NY governed by a RHIO, as defined herein. In order to
avoid significant unintended consequences that could impact a range of electronic health information activities that are adequately
regulated and do not constitute community-wide or statewide health information exchange, One-to-One Exchanges, including those
conducted via the SHIN-NY governed by a RHIO, are excluded from the requirements set forth in these Policies and Procedures.
While One-to-One Exchanges are excluded from the requirements in the Policies and Procedures, they remain subject to all applicable
federal and state laws.

Process for Amending the Policies and Procedures

The Policies and Procedures are subject to a biannual amendment process (the "Policies and Procedures Amendment Process"), in
which proposed changes are solicited, evaluated, and implemented as appropriate through the Statewide Collaboration Process. The
first phase of the Policies and Procedures Amendment Process takes place in the fall of each year. The second phase takes place in
the spring of each year.

Definitions:

Affiliated Practitioner means (i) a Practitioner employed by or under contract to a Provider Organization to render health care
services to the Provider Organization's patients; (ii) a Practitioner on a Provider Organization's formal medical staff or (iii) a
Practitioner providing services to a Provider Organization's patients pursuant to a cross-coverage or on-call arrangement.

Affirmative Consent means the consent of a patient obtained through the patient's execution of (i) a Level 1 Consent Form; (ii) a
Level 2 Consent Form; (iii) a consent form approved by NYS DOH as an alternative to a Level 1 Consent Form or a Level 2
Consent Form under Section 1.4; or (iv) a consent form that may be relied upon under the Patient Consent Transition Rules set forth
in Section 1.8.2.

Approved Consent Form means an Affirmative Consent other than a consent form relied upon by a Participant under the
Patient Consent Transition Rules set forth in Section 1.8.2.

Audit Log means an electronic record of the access of information via the SHIN-NY governed by a RHIO, such as, for example,
queries made by Authorized Users, type of information accessed, information flows between the RHIO and Participants, and date and
time markers for those activities.
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Authorized User means an individual who has been authorized by a Participant or a RHIO to access patientinformation via the SHIN-
NY governed by a RHIO in accordance with the Policies and Procedures.

Breach means the acquisition, access, use, or disclosure of Protected Health Information in a manner not permitted under the HIPAA
Privacy Rule, which compromises the security or privacy of the Protected Health Information. For purposes of this definition,
"compromises the security or privacy of the Protected Health Information” means poses a significant risk of financial, reputational, or
other harm to the individual. Breach excludes: (i) any unintentional acquisition, access, or use of Protected Health Information by a
workforce member or person acting under the authority of a RHIO or Participant, if such acquisition, access, or use was made in
good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted under the
HIPAA Privacy Rule; (ii) any inadvertent disclosure by a person who is authorized to access Protected Health Information at a RHIO or
Participant to another person authorized to access Protected Health Information at the same RHIO or Participant, or organized health care
arrangement in which a Participant participates, and the information received as a result of such disclosure is not further used or
disclosed in a manner not permitted under the HIPAA Privacy Rule; or (iii) a disclosure of Protected Health Information where a
RHIO or Participant has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have
been able to retain such information.

Break the Glass means the ability of an Authorized User to access a patient's Protected Health Information without obtaining an
Affirmative Consent in accordance with the provisions of Section 1.2.3.

Business Associate Agreement means a written signed agreement meeting the HIPAA requirements of 45 CFR § 164.504(e).

Care Management means (i) assisting a patient in obtaining appropriate medical care, (ii) improving the quality of health care
services provided to a patient, (iii) coordinating the provision of multiple health care services to a patient or (iv) supporting a patient in
following a plan of medical care. Care Management does not include utilization review or other activities carried out by a Payer
Organization to determine whether coverage should be extended or payment should be made for a health care service.

Consent Implementation Date means the date by which the NYS DOH requires RHIOs to begin to utilize an Approved
Consent Form. In establishing such date, NYS DOH shall take into account the time that will be required for individual RHIOs to
come into compliance with the policies and procedures regarding consent set forth herein.

Data Supplier means an individual or entity that supplies Protected Health Information to or through a RHIO. Data Suppliers
include both Participants and entities that supply but do not access Protected Health Information via the SHIN-NY governed by a RHIO
(such as clinical laboratories and pharmacies).

De-ldentified Data means data that does not identify an individual and with respect to which there is no reasonable basis to
believe that the information can be used to identify an individual. Data may be considered de-identified if it satisfies the
requirements of 45 C.F.R. § 164.514(b).

Demographic Information means a patient's name, gender, address, date of hirth, social security number, and other personally
identifiable information, but shall not include any information regarding a patient's health or medical treatment or the names of any
Data Suppliers that maintain medical records about such patient.

Emancipated Minor means a minor who is emancipated on the basis of being married or in the armed services, or who is
otherwise deemed emancipated under New York law.
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Failed Access Attempt means an instance in which an Authorized User or other individual attempting to access a RHIO is denied
access due to use of an inaccurate log-in, password, or other security token.

HIPAA means the Health Insurance Portability and Accountability Act of 1996.
HIPAA Privacy Rule means the federal regulations at 45 CFR Part 160 and Subparts A and E of Part 164. HITECH means the

Health Information Technology for Economic and Clinical Health Act.

Insurance Coverage Review means the use of information by a Participant (other than a Payer Organization) to determine
which health plan covers the patient or the scope of the patient's health insurance benefits.

Level 1 Consent Form means a consent in the form attached hereto as Appendix A.
Level 2 Consent Form means a consent in the form attached hereto as Appendix B.

Level 1 Uses mean Treatment, Quality Improvement, Care Management, and Insurance Coverage Reviews.

Level 2 Uses mean any uses of Protected Health Information other than Level 1 Uses, including but not limited to Payment,
Research and Marketing.

Marketing has the meaning ascribed to this term under the HIPAA Privacy Rule as amended by Section 13406 of HITECH.

Minor Consent Information means Protected Health Information relating to medical treatment of a minor for which the minor
provided his or her own consent without a parent's or guardian's permission, as permitted by New York law for certain types of
health services (e.g., reproductive health, HIV testing, mental health or substance abuse treatment) or services consented to by an
Emancipated Minor.

NYS DOH means the New York State Department of Health.

New York eHealth Collaborative ("NYeC") means the New York not-for-profit corporation organized for the purpose of
(1) convening, educating and engaging key constituencies, including health care and health IT leaders across New York State,
RHIOs, CHITAs and other health IT initiatives; (2) developing common health IT policies and procedures, standards, technical
requirements and service requirements through a transparent governance process and (3) evaluating and establishing accountability
measures for New York State's health IT strategy. NYeC is under contract to the NYS DOH to administer the SCP and through it
develop Statewide Policy Guidance.

One-to-One Exchange means a disclosure of Protected Health Information by one of the patient's providers to one or more
other providers treating the patient with the patient's knowledge and implicit or explicit consent where no records other than those of
the Participants jointly providing health care services to the patient are exchanged. A One-to-One Exchange is an electronic
transfer of information that is understood and predictable to a patient, because it mirrors a paper-based exchange, such as a referral
to a specialist, a discharge summary sent to where the patient is transferred or lab results sent to the Practitioner who ordered them.
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Participant means a Provider Organization, Payer Organization, or Practitioner that has directly or indirectly entered into a
Participation Agreement with a RHIO and accesses Protected Health Information via the SHIN-NY governed by a RHIO.

Participation Agreement means the agreement made by and between a RHIO and each of its Participants, which set forth the
terms and conditions governing the operation of the RHIO and the rights and responsibilities of the Participants and the RHIO
with respect to the RHIO.

Patient Consent Transition Rules means the rules set forth in Section 1.8.

Payment means the activities undertaken by (i) a health plan to obtain premiums or to determine or fulfill its responsibility for coverage
and provision of benefits under the health plan or (ii) a health care provider or health plan to obtain or provide reimbursement for
the provision of health care. Examples of payment are set forth in the HIPAA regulations at 45 C.F.R. § 164.501.

Payer Organization means an insurance company, health maintenance organization, employee health benefit plan established
under ERISA or any other entity that is legally authorized to provide health insurance coverage.

Practitioner means a health care professional licensed under Title 8 of the New York Education Law or a resident or student
acting under the supervision of such a professional.

Personal Representative means a person who has the authority to consent to the disclosure of a patient's Protected Health
Information under Section 18 of the New York State Public Health Law and any other applicable state and federal laws and
regulations.

Privacy and Security White Paper means the final draft of the policy paper, as approved by each of the NYeC Board of
Directors and the NYS DOH, entitled "Recommendations for Standardized Consumer Consent Policies and Procedures for
RHIOs in New York State."

Protected Health Information means individually identifiable health information (e.g., any oral or recorded information relating to the
past, present, or future physical or mental health of an individual; the provision of health care to the individual; or the payment for
health care) of the type that is protected under the HIPAA Privacy Rule.

Provider Organization means an entity such as a hospital, nursing home, home health agency or professional corporation
legally authorized to provide health care services in New York State.

Quality Improvement means conducting quality measurement, assessment and improvement, including outcomes evaluation and
development of clinical guidelines, population-based activities relating to improving health and reducing health care costs, evaluating
Practitioner and provider performance, clinical decision support tools, evidence-based clinical protocol development, case
management and care coordination, contacting of health care providers and patients with information about treatment alternatives and
related functions. Care management by payers may include (i) assisting a patient in obtaining appropriate medical care, (ii) improving
the quality of health care services provided to a patient, (iii) coordinating the provision of multiple health care services to a patient or
(iv) supporting a patient in following a plan of medical care; provided, however, that no such activity may include utilization review or
other tasks designed to determine whether a payer should cover or make payment for a health care service.
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Record Locator Service or Other Comparable Directory means a system, queriable only by Authorized Users, that
provides an electronic means for identifying and locating a patient's medical records across Data Suppliers.

Research means a systematic investigation, including research development, testing and evaluation designated to develop or
contribute to generalizable knowledge, including clinical trials.

RHIO means a not-for-profit corporation that (i) receives funding and was designated as a RHIO under Phase 5 of the Healthcare
Efficiency and Affordability Law for New Yorkers or (ii) is otherwise designated as a RHIO by the NYS DOH or (iii) an organization
that meets the definition of RHIO as set forth in the HEAL 5 Request for Grant Applications and agrees in writing with NYeC to
follow the Statewide Policy Guidance applicable to RHIOs as developed through the SCP.

Sensitive Health Information means any information subject to special privacy protection under state or federal law, including
but not limited to, HIV/AIDS, mental health, alcohol and substance abuse, reproductive health, sexually-transmitted disease,
and genetic testing information.

SHIN-NY means a "network of networks" overseen by NYS DOH and governed by RHIOs, which enables patient health information
to be exchanged in real time among disparate clinicians, other authorized entities, and patients, while ensuring security, privacy and
other protections.

Statewide Collaborative Process ("SCP") means the open, transparent process to which multiple stakeholders contribute,
administered by NYeC, to develop Statewide Policy Guidance, to be adopted and complied with by all RHIOs and their Participants.

Statewide Policy Guidance means the common policies and procedures, standards, technical requirements and service
requirements developed through the SCP.

Treatment means the provision, coordination, or management of health care and related services among health care providers or
by a single health care provider, and may include providers sharing information with a third party. Consultation between health care
providers regarding a patient and the referral of a patient from one health care provider to another also are included within the
definition of Treatment.

Unsecured Protected Health Information means Protected Health Information that is not rendered unusable, unreadable,
or indecipherable to unauthorized individuals through the use of a technology or methodology specified by the U.S. Department of
Health and Human Services in guidance issued under section 13402(h)(2) of HITECH.
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SECTION 1: CONSENT
Purpose/Principles

The purpose of these Policies and Procedures is to ensure the privacy and security of patients' Protected Health Information while
facilitating the sharing of such information to provide better quality health care.

Current laws governing health information exchange and the resulting business practices were developed in the context of a paper-
based health care environment where decisions regarding what, how and to whom to communicate were generally made on a one-to-one
basis by clinicians. Current laws attempt to serve patients' privacy interests by restricting what can and cannot be shared, and the terms
on which sharing takes place. Human judgment and personal relationships play a major role, as clinicians attempt to act as guardians
of their patients' information.

Moving from a paper to an electronic health system changes the information-sharing dynamic. An interoperable health system
facilitates a many-to-many relationship, enabling different information technology systems and software applications to exchange
information accurately, effectively and consistently. This offers new opportunities to promote patient access to and control over health
care information, as well as to facilitate the safety, quality and efficiency of health care.

Requiring patients to consent to the exchange of their information via the SHIN-NY governed by a RHIO ensures that they know
how their information will be shared and used among RHIO Participants. It also lets patients decide whether to allow their information
to be shared and used in this manner. The Policies and Procedures set forth in this Section 1 prescribe minimum State requirements for
obtaining patient consent to exchange health information via the SHIN-NY governed by a RHIO.

Patient consent is an important element in achieving informed and trusted interoperable health information exchange as well as
satisfying New York laws and regulations. It is important to observe, however, that consent policies alone are not enough and that
such policies must be accompanied by privacy and security protections relating to authorization, authentication, access, audit and
enforcement to earn consumer trust and enable successful health information exchange. Furthermore, it is essential that patient
consent be implemented in conjunction with a robust consumer education program to ensure the consent decision is well informed.

Policies and Procedures

11 Requirement to Obtain Affirmative Consent. Except as set forth in Section 1.2, a Participant
shall not access a patient's Protected Health Information via the SHIN-NY governed by a RHIO unless the patient has
provided an Affirmative Consent authorizing the Participant to access such Protected Health Information. An Affirmative
Consent may be executed by an electronic signature as permitted by Section 1.7.5.

12 Exceptions to Affirmative Consent Requirement. Notwithstanding anything to the contrary set
forth in this Section 1, Affirmative Consent shall not be required under the circumstances set forth in this Section 1.2.

1.2.1 One-to-One Exchanges. Affirmative Consent shall not be required for a Participant to access a
patient's Protected Health Information via the SHIN-NY governed by a RHIO from another Participant
that is treating the patient in a One-to-One Exchange provided the Participants comply with existing federal and
state laws and regulations requiring patient consent for the disclosure and re-disclosure of information by health
care providers.1
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1.2.2 Public Health Reporting. If a Data Supplier is permitted to disclose Protected Health Information to a
government agency for purposes of public health reporting, including monitoring disease trends, conducting
outbreak investigations, responding to public health emergencies, assessing the comparative effectiveness of medical
treatments (including pharmaceuticals), conducting adverse drug event reporting, and informing new payment
reforms, without patient consent under applicable state and federal laws and regulations, a RHIO may make that
disclosure on behalf of the Data Supplier without Affirmative Consent.

1.2.3 Breaking the Glass When Treating a Patient with an Emergency Condition.

a Affirmative Consent shall not be required for a Practitioner to access Patient Health
Information via the SHIN-NY governed by a RHIO and the Practitioner may Break the Glass if the
following conditions are met:

Treatment may be provided to the patient without informed consent as provided in Public Health
Law Section 2504(4), i.e., in the Practitioner's judgment an emergency condition exists and the

patient is in immediate need of medical attention and an attempt to secure consent would result in
delay of treatment which would increase the risk to the patient's life or health.

The Practitioner determines, in his or her reasonable judgment, that information that may be
held by or accessible via the SHIN-NY governed by a RHIO may be material to emergency
treatment.

No denial of consent to access the patient's information is currently in effect with respect to the
Participant with which the Practitioner is affiliated.

iv. The Practitioner attests that all of the foregoing conditions have been satisfied, and the RHIO
software maintains a record of this access.
b. RHIOs shall ensure, or shall require their Participants to ensure, that access to

information via the SHIN-NY governed by a RHIO without Affirmative Consent when treating a patient
pursuant to this Section 1.2.3 terminates upon the completion of the emergency treatment.

C. Notwithstanding anything to the contrary set forth in these policies, a RHIO and its
Participants shall not be required to exclude any Sensitive Health Information from access via the SHIN-NY
governed by a RHIO where the circumstances set forth in this Section 1.2.3 are met.

+ New York law currently requires patient consent for the disclosure of information by health care providers for non-emergency treatment purposes.
For general medical information, this consent may be explicit or implicit, written or oral, depending on the circumstances. The disclosure of certain
types of sensitive health information may require a specific written consent.
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1.2.4 Converting Data. Affirmative Consent shall not be required for the conversion of paper patient medical
records into electronic form or for the uploading of Protected Health Information from the records of a Data
Supplier to a RHIO, provided that (i) the RHIO is serving as the Data Supplier's Business Associate (as defined in
45 C.F.R. § 160.103) and (ii) the RHIO does not make the information accessible to Participants until
Affirmative Consent is obtained, except as otherwise permitted in these Policies and Procedures.

1.2.5 Improvement and Evaluation of RHIO Operations. Affirmative Consent shall not be required for a
RHIO, government agencies or their contractors to access Protected Health Information via the SHIN-NY governed
by a RHIO for the purpose of evaluating and improving RHIO operations. Consistent with HIPAA, access to
PHI should be limited to the minimum amount necessary to accomplish the intended purpose of the use or disclosure.

1.2.6 De-ldentified Data. Affirmative Consent shall not be required for access to De-identified Data for specified
uses as set forth in Section 1.6.

Form of Patient Consent. Except as otherwise permitted by the Patient Consent Transition Rules

set forth at Section 1.8, consents shall be obtained through an Approved Consent Form. A RHIO may request approval to
use a consent form other than a Level 1 Consent Form or Level 2 Consent Form if it obtains approval from NYS DOH.
Such approval will not be granted unless the alternative form is substantially similar to the Level 1 Consent Form or
Level 2 Consent Form, as applicable, and achieves the same basic purposes as such consent forms, as set forth in these policies.

1.3.1 Level 1 Uses. Consent to access information via the SHIN-NY governed by a RHIO for Level 1 Uses shall
be obtained using a Level 1 Consent Form or an alternative form approved by NYS DOH under Section 1.3,
which shall include the following information:

a. The information to which the patient is granting the Participant access, including specific reference to HIV,
mental health, alcohol and substance abuse, reproductive health, sexually-transmitted disease, and genetic
testing information;

b. The intended uses to which the information will be put by the Participant;
c. The relationship between the Participant and the patient whose information will be accessed;
d. A list of or reference to all Data Suppliers at the time of the patient's consent, as well as an

acknowledgement that Data Suppliers may change over time and instructions for patients to access an
up-to-date list of Data Suppliers through a RHIO website or other means; the consent form shall also
identify whether the RHIO is party to data sharing agreements with other RHIOs and, if so, provide
instructions for patients to access an up-to-date list of Data Suppliers from a RHIO website or by other

means;
e. Certification that only those engaged in Level 1 Uses may access the patient's information;
f. Acknowledgement of the patient's right to revoke consent and assurance that treatment will not be

affected as a result;
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g. Whether and to what extent information is subject to re-disclosure;

h. The time period during which the consent is to be effective;
i. The signature of the patient or the patient's Personal Representative; and

j- The date of execution of the consent.

Level 2 Uses. Consent to access information via the SHIN-NY governed by a RHIO for the purposes of
Level 2 Uses shall be obtained using a Level 2 Consent Form or an alternative form approved by NYS DOH
under Section 1.3, which shall include (i) the information required of a Level 1 Consent pursuant to Section 1.3.1
and (ii) the following:

a. The specific purpose for which information is being accessed,;

b. Whether the RHIO and/or its Participants will benefit financially as a result of the use/disclosure of the
information to which the patient granting access;

C. The date or event upon which the patient's consent expires;

d. Acknowledgement that payers may not condition health plan enroliment and receipt of benefits on a
patient's decision to grant or withhold consent.

Requirement for Separate Forms. Consent for Level 1 Uses and consent for Level 2 Uses shall not be
combined into one form.

14 Sensitive Health Information.

1.4.1

1.4.2

General. An Affirmative Consent may authorize the Participant(s) listed on the consent
form to access all Protected Health Information referenced on the consent form, including Sensitive Health
Information.2

Withholding Sensitive Health Information. RHIOs and Participants may, but shall not be required to,
subject Sensitive Health Information to certain additional requirements, including but not limited to providing
patients the option to withhold certain pieces of Sensitive Health Information from access via the SHIN-NY
governed by a RHIO. In the event that a RHIO or a Participant has provided a patient the option to withhold
certain pieces of Sensitive Health Information from access via the SHIN-NY governed by a RHIO, and the patient
has exercised that option, the patient's record when accessed via the SHINNY governed by a RHIO may, but is not
required to, carry an alert indicating that data has been withheld from the record.

2 The disclosure of records of federally-assisted alcohol and drug abuse programs is governed by federal regulations. 42 C.F.R. Part 2. While the
State believes that policies set forth herein, including use of the Approved Patient Consent Form, are consistent with the regulations' consent
requirements, the State does not have authority to interpret these regulations. SAMHSA, which is vested with such authority, has not yet provided
clear guidance on this issue. Thus, RHIOs must individually assess the legal risk of exchanging substance abuse treatment information based
on the affirmative consent policies set forth herein.
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1.4.3 Re-disclosure of Sensitive Health Information. Prior to re-disclosing Sensitive Health Information,
Participants shall implement systems to identify and denote Sensitive Health Information in order to ensure
compliance with applicable state and federal laws and regulations governing re-disclosure of such information,
including those applicable to HIV/AIDS and alcohol and substance abuse information.

Special Provisions Relating to Minors.

1.5.1 Exchange of Information for Minors under Ten Years of Age. RHIOs and their Participants
may permit the exchange of information about minors below ten years of age based on an Affirmative Consent
executed by the minor's parent or legal guardian.

1.5.2 Exchange of Minor Consent Information for Minors Ten Years of Age or Older.

a. RHIOs and their Participants shall permit the exchange of Minor Consent Information about minors
ten years of age or older only when the minor has given consent to such exchange.

b. RHIOs shall require Participants to obtain a minor's consent to exchange Minor Consent Information at the
time the services to which the minor is granting consent are provided.

c. Notwithstanding the foregoing, a RHIO may permit the exchange of Protected Health Information about
a minor without the minor's consent in accordance with Section 1.2.3 when treating a minor with an
emergency condition.

De-ldentified Data.
1.6.1 Access of De-ldentified Data for Specified Uses. Affirmative Consent shall not be required for a
RHIO, a Participant, or a government agency to access De-ldentified Data viathe SHIN-NY governed by a RHIO

for the following purposes:

a. Research approved by an Institutional Review Board or Privacy Board organized and operating in
accordance with 45 C.F.R. § 164; or

b. Any purpose for which the RHIO, Participant, or government agency may access Protected Health
Information under the Policies and Procedures.

1.6.2 Creation of De-ldentified Data for Specified Uses. RHIOs may access Protected Health Information to
create and validate the accuracy of De-ldentified Data that is used in accordance with Section 1.6.1.

1.6.3 Other Requirements.

a. All other uses of De-ldentified Data shall require Affirmative Consent.

b. A RHIO shall not condition a patient's participation in the RHIO on the patient's decision to consent or deny
access to De-ldentified Data for purposes other than those set forth in Section 1.6.1.
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c. RHIOs shall, or shall require Participants to, comply with standards for the de-identification of data set
forth in 45 C.F.R. § 164.514.

d. RHIOs shall, or shall require Participants to, subject any use of De-ldentified Data to adequate
restrictions on the re-identification of such data.

17 Other Policies and Procedures Related to Consent.

1.7.1

1.7.2

1.7.3

1.7.4

1.7.5

1.7.6

1.7.7

1.7.8

Affiliated Practitioners. An Affirmative Consent obtained by a Participant shall apply to an Affiliated
Practitioner of the Participant provided that (i) such Affiliated Practitioner is providing health care services to the
patient at the Participant's facilities; (ii) such Affiliated Practitioner is providing health care services to the patient in
his or her capacity as an employee or contractor of the Participant or (iii) such Affiliated Practitioner is providing
health care services to the patient in the course of a cross-coverage or on-call arrangement with the Participant or
one of its Affiliated Practitioners.

Authorized Users. An Affirmative Consent obtained by a Participant shall permit Authorized Users of
the Participant to access information covered by the Affirmative Consent in accordance with Sections 2 and 4.

Consent Forms Covering Multiple Participants. An Affirmative Consent may apply to more than one
Participant provided that the consent form (i) lists each Participant with sufficient specificity to provide reasonable
notice to the patient as to which Participant may access the patient's information via the SHIN-NY governed by a
RHIO pursuant to such consent form and (ii) provides the patient with the option to select which of the Participants
listed on the consent form may access the patient's information via the SHIN-NY governed by a RHIO. Any
Participant accessing information based on a consent form covering multiple Participants must be identified on
such consent form at the time the patient grants Affirmative Consent.

Consent Obtained by RHIOs. RHIOs with the capacity to do so (through the provision of a personal
health record or otherwise) may obtain consents on behalf of their Participants, provided such consents meet all
of the requirements set forth in this Section 1.

Electronic Signatures. Affirmative Consent may be obtained electronically provided that there is an
electronic signature that meets the requirements of the federal ESIGN statute, 15 U.S.C. § 7001 et seq., or any other
applicable New York State or federal laws or regulations.

Denial of Consent. Consent forms shall give the patient the option of granting or affirmatively denying
consent for Participants to access information about the patient via the SHIN-NY governed by a RHIO. A patient's
decision not to sign a consent form shall not be construed as a "denial of consent" under Section 1.2.3(a)(iii).

Durability. An Affirmative Consent for Level 1 Uses does not have to be time-limited. An Affirmative Consent
for Level 2 Uses shall be time-limited and shall expire no more than two years after the date such Level 2
Consent Form is executed, except to the extent a longer duration is required to complete a Research protocol.

Revocability. Patients shall be entitled to revoke an Affirmative Consent at any time provided that such
revocation shall not preclude any Participant that has accessed Protected
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Health Information via the SHIN-NY governed by a RHIO prior to such revocation and incorporated such
Protected Health Information into its records from retaining such information in its records.

Notification of a RHIO's Data Suppliers. RHIOs shall provide, or shall require their Participants to
provide, patients with a list of or reference to all Data Suppliers at the time the RHIO or Participant obtains the
patient's Affirmative Consent. Each RHIO shall provide convenient access at all times thereafter, either through its
website or otherwise, to a complete and accurate updated list of Data Suppliers.

Compliance with Business Associate Agreements with Data Suppliers. A RHIO shall execute a
Business Associate Agreement with each Data Supplier. A RHIO shall not use or disclose Protected Health
Information in any manner that violates the RHIO's Business Associate Agreements.

Disclosure to Vendors. A RHIO, acting under the authority of a Business Associate Agreement with its
Participants, may disclose Protected Health Information to vendors that assist in carrying out the RHIO's authorized
activities provided (i) the RHIO requires the vendors to protect the confidentiality of the Protected Health
Information in accordance with the RHIO's Business Associate Agreements with its Participants and (ii) the
vendor does not make such information available to a Participant that has not obtained Affirmative Consent.

Compliance with Existing Law. All access to Protected Health Information via the SHIN-NY governed
by a RHIO shall be consistent with applicable federal, state and local laws and regulations. If applicable law
requires that certain documentation exist or that other conditions be met prior to accessing Protected Health Information
for a particular purpose, Participants shall ensure that they have obtained the required documentation or met the
requisite conditions and shall provide evidence of such as applicable.

Compliance with Requests for Restrictions on Disclosures to a Payer Organization. RHIOs shall
develop processes to ensure that a Payer Organization does not access Protected Health Information through
the RHIO if a patient has requested, in accordance with the HIPAA Privacy Rule and HITECH, that the Provider
Organization creating such information not disclose it to the Payer Organization. While a RHIO may utilize
any process that satisfies this requirement, a RHIO shall be deemed to have complied with the requirement if:

a. Upon a Provider Organization's receipt of a patient's request that Protected Health Information created by the
Provider Organization not be disclosed to a Payer Organization, any Affirmative Consent previously
granted to such Payer Organization is revoked and such revocation remains in effect permanently unless
and until the patient's request is withdrawn; and

b. Upon receipt of an Affirmative Consent covering a Payer Organization, the Payer Organization or RHIO
notifies the patient in writing that his or her provision of the Affirmative Consent will revoke any prior request
for a restriction on the disclosure of Protected Health Information by any Provider Organization to the
Payer Organization, and the Affirmative Consent is rejected if the patient indicates he or she does not
agree to the revocation of his or her prior request.
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1.7.14 Development of Policies Governing Disclosures to Government Agencies for Health Oversight.

RHIOs shall adopt policies governing the RHIO's response to requests from government agencies for access to
Protected Health Information for health oversight purposes, such as Medicaid audits, professional licensing
reviews, and fraud and abuse investigations. Such policies shall address whether the RHIO will disclose
information without Affirmative Consent in instances where disclosure is permitted but not required by law, and
whether the RHIO will notify its Participants of such requests.

1.7.15 Indication of Presence of Medical Order for Life Sustaining Treatment ("MOLST") or Other

Advance Directive. RHIOs may note whether a patient has signed a MOLST or other advance directive in a
Record Locator Service or Other Comparable Directory without Affirmative Consent.

18 Patient Consent Transition Rules.

181

1.8.2

1.8.3

Use of Approved Consent Form. Except as set forth in Section 1.8.2, each RHIO shall be required to utilize
an Approved Consent Form with respect to all patients who consent to the exchange of Protected Health
Information via the SHIN-NY governed by a RHIO on or after the Consent Implementation Date.

Reliance on Existing Consent Forms Executed Prior to the Consent Implementation Date.
Each RHIO that obtained patient consent utilizing a patient consent form substantially similar to a Level 1
Consent Form prior to the Consent Implementation Date (an "Existing Consent Form") may continue to rely on such
patient consent so long as such Existing Consent Form (i) complies with all applicable state and federal laws and
regulations and (ii) if such Existing Consent Form is relied upon for the release of HIV-related

information, such Existing Consent Form has been approved by NYS DOH.

Use of Existing Consent Form After Consent Implementation Date. A RHIO may continue to
use an Existing Consent Form after the Consent Implementation Date if the Existing Consent Form is approved
by NYS DOH under Section 1.3.
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SECTION 2: AUTHORIZATION
Purpose/Principles

Authorization is the process of determining whether a particular individual within a Participant has the right to access Protected
Health Information via the SHIN-NY governed by a RHIO. Authorization is based on role-based access standards that take into
account an individual's job function and the information needed to successfully carry out a role within the Participant. This Section 2
sets forth minimum requirements that RHIOs and their Participants shall follow when establishing role-based access standards and
authorizing individuals to access information about a patient via the SHIN-NY governed by a RHIO. They are designed to limit
exchange of information to the minimum necessary for accomplishing the intended purpose of the exchange, thereby allowing patients
to have confidence in the privacy of their health information as it moves among Participants in a RHIO.

Policies and Procedures

21 Role-Based Access Standards.

2.1.1 RHIOs shall establish and implement policies and procedures that:
a. Establish categories of Authorized Users;
b. Define the purposes for which Authorized Users in those categories may access Protected Health

Information via the SHIN-NY governed by a RHIO; and

C. Define the types of Protected Health Information that Authorized Users within such categories may
access (e.g., demographic data only, clinical data).

2.1.2 The purposes for which an Authorized User may access information via the SHIN-NY governed by a RHIO
and the types of information an Authorized User may access shall be based, at a minimum, on the Authorized
User's job function and relationship to the patient.

2.1.3 At a minimum, RHIOs shall utilize the following role-based access standards to establish appropriate categories
of Authorized Users and to define the purposes for which access may be granted and the types of information that
may be accessed:

a. Practitioner with access to clinical information and Break the Glass authority;

b. Practitioner with access to clinical information but no Break the Glass authority;

C. Non-Practitioner with access to clinical information;

d. Non-Practitioner with access to non-clinical information;

e. RHIO administrators with access to non-clinical information; and

f. RHIO administrators with access to clinical information in order to engage in public health reporting purposes

in accordance with Section 1.2.2 of these Policies.
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2.1.4 RHIOs shall require Participants to designate the individuals within their organizations who will be authorized to
access information via the SHIN-NY governed by a RHIO and to assign those individuals to the appropriate
categories as listed above.
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SECTION 3: AUTHENTICATION
Purpose/Principles

Authentication is the process of verifying that an individual who has been authorized and is seeking to access information via the SHIN-NY
governed by a RHIO is who he or she claims to be. This is accomplished by providing proof of identity. This Section 3 sets forth
minimum requirements that RHIOs and their Participants shall follow when authenticating individuals prior to allowing them to access
information via the SHIN-NY governed by a RHIO. These Policies and Procedures represent an important technical security
safeguard for protecting a patient's information from various internal and external risks, including unauthorized access.

Policies and Procedures

31 Obligation to Ensure Authentication of Identity of Authorized User Prior to Access. RHIOs
shall authenticate, or shall require their Participants to authenticate, each Authorized User's identity prior to providing such
Authorized User with access to Protected Health Information via the SHINNY governed by a RHIO. Such authentication
shall take place in accordance with the provisions of this Section 3.

32 Authentication Requirements.

3.2.1 Transitional Authentication Standard. Until such time as a determination is made, pursuant to
Section 3.2.2, to utilize a higher authentication standard, RHIOs shall authenticate, or shall require their
Participants to authenticate, each Authorized User through an authentication methodology that meets the minimum
technical requirements for Authentication Assurance Level 2 ("Level 2 ") set forth in National Institute of Standards
and Technology Special Publication 800-63 (hereinafter, "NIST SP 800-63 ").

a Level 2 will require, among other technical specifications, RHIOs or their Participants to authenticate each
Authorized User's identity using only single-factor authentication, which queries Authorized Users for
something they know (e.g., a password). Under Level 2, RHIOs or their Participants will be free to use
only a password, and need not use it in combination with any other tokens, provided it protects against
online guessing and replay attacks. Level 2 will require RHIOs or their Participants to implement initial
identity-proofing procedures (either remote or in-person) that require Authorized Users to provide
identifying materials and information upon application for access to information through the RHIO.

3.2.2 Minimum Authentication Standard. In light of the importance of strong security measures to the
protection of patient data and the transition of certain organizations and entities, including but not limited to the
New York State Medicaid Program, toward utilization of an authentication methodology that meets the minimum
technical requirements for Authentication Assurance Level 3 ("Level 3 ") set forth in NIST SP 800-63, RHIOs shall
be required to authenticate, or require their Participants to authenticate, each Authorized User through an
authentication methodology that meets the minimum technical requirements for Level 3. NYeC shall, through
the SCP, establish a Work Group to consider the cost, workflow, and other issues implicated by a transition to
Level 3, and determine the implementation approach and timetable for transition to Level 3.
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a Level 3 will require, among other technical specifications, RHIOs or their
Participants to authenticate each Authorized User's identity using multifactor authentication, which queries
Authorized Users for something they know (e.g., a password) and something they have (e.g., an ID
badge or a cryptographic key). RHIOs or their Participants will be free to use a combination of tokens
(authentication secrets to which an Authorized User's identity is bound), including soft cryptographic tokens
with the key stored on a general-purpose computer, hard cryptographic tokens, which have the key stored on a
special hardware device like a key FOB, or one-time password device tokens, which have a symmetric key
stored on a personal hardware device (e.g., a cell phone) in a manner that protects against protocol threats,
including eavesdropper, replay, online guessing, verifier impersonation, and man-in-the-middle attacks.
In addition to use of multifactor authentication, Level 3 will require RHIOs or their Participants to implement
initial identity-proofing procedures (either remote or in person) that require Authorized Users to provide
identifying materials and information (e.g., a valid current primary Government Picture ID and either address
of record or nationality, such as a driver's license or passport) upon application for access to information
through the RHIO, though these requirements will be more stringent than those set forth at Level 2.

3.2.3 Choice of Technical Solution. In meeting the requirements set forth in this Section 3.2, RHIOs and their
Participants may select the best available authentication methodology, consistent with guidance set forth in NIST
SP 800-63, based on individual assessments of their technical architectures, network sizes, and policies.

Compliance with Policies Resulting from Statewide Risk Analysis. In the event that New York

State conducts a statewide risk analysis of the potential harm and likelihood of adverse impacts that

could result from an error in identity authentication within the SHIN-NY that indicates that authentication policies and
procedures that differ from, or are in addition to, those set forth in this Section 3, should be adopted, any such authentication
policies and procedures shall be developed and approved through the SCP before adoption.

Option to Rely on Statewide Authentication Service. In the event that New York State develops
statewide services for the authentication of Authorized Users, RHIOs may utilize such statewide services to authenticate an
Authorized User in accordance with the provisions of this Section 3.
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SECTION 4: ACCESS

Purpose/Principles

Access controls govern when and how a patient's information may be accessed by individuals within a RHIO's Participant. This
Section 4 sets forth minimum behavioral controls RHIOs shall implement to ensure that: 1.) only Authorized Users access
information via the SHIN-NY governed by a RHIO; and 2.) they do so only in accordance with patient consent and with other
requirements (specified herein) that limit their access to specified information (e.g., that which is relevant to a patient's treatment).
These access policies, coupled with informed patient consent, are designed to reduce unauthorized access and ensure information is
used for authorized purposes.

Policies and Procedures

41

42

43

44

General. RHIOs shall, or shall require their Participants to, ensure that each Authorized User is

assigned a unique user name and password to provide such Authorized User with access to patient information via the SHIN-
NY governed by a RHIO. In doing so, RHIOs and/or their Participants shall comply with the following minimum
standards:

4.1.1 Authorized Users shall be authenticated in accordance with the provisions of Section 3.

4.1.2 Passwords shall meet the password strength requirements set forth in NIST SP 800-63 (e.g. the probability of
success of an online password guessing attack shall not exceed 1 in 16,384 over the life of the password).

4.1.3 Group or temporary user names shall be prohibited.

4.1.4  Authorized Users shall be required to change their passwords at least every 90 calendar days and shall be
prohibited from reusing passwords.

4.1.5 Authorized Users shall be prohibited from sharing their user names and/or passwords with others and from using
the user names and/or passwords of others.

Authorized Purposes. RHIOs and their Participants shall permit Authorized Users to access
Protected Health Information of a patient via the SHIN-NY governed by a RHIO only for purposes consistent with a patient's
Affirmative Consent.

Failed Access Attempts. RHIOs shall enforce a limit of consecutive Failed Access Attempts by an

Authorized User. Upon a fifth Failed Access Attempt, RHIOs shall ensure that said Authorized

User's access to the RHIO is disabled either by locking the account until release by a RHIO administrator or by locking
the account for a specific period of time as specified by the RHIO, after which the Authorized User may reestablish access using
appropriate identification and authentication procedures. If Authorized Users access the SHIN-NY governed by a RHIO by
logging on to a Participant's information system (without the need for a separate RHIO log-on), the RHIO may

delegate to the Participant responsibility for enforcing this Failed Access Attempt limitation.

Periods of Inactivity. RHIOs shall ensure that an Authorized User is automatically logged out of

the RHIO after a period of inactivity by such Authorized User. The termination shall remain in effect until the
Authorized User reestablishes access using appropriate identification and authentication procedures. RHIOs shall
establish the length of periods of inactivity that will trigger
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such termination based on their internal risk analyses as well organizational factors such as current technical infrastructure,
hardware and software security capabilities.

Access Limited to Minimum Necessary Information. RHIOs shall, and shall require their

Participants to, ensure that reasonable efforts are made, except in the case of access for Treatment, to limit the information
accessed via the SHIN-NY governed by a RHIO to the minimum amount necessary to accomplish the intended purpose for
which the information is accessed.

Record Locator Service and Other Comparable Directories. In operating a Record Locator
Service or Other Comparable Directory, RHIOs shall, or shall require their Participants to:

4.6.1 Implement reasonable safeguards to minimize unauthorized incidental disclosures of Protected Health
Information during the process of identifying a patient and locating a patient's medical records.

4.6.2  Prohibit Authorized Users from accessing Protected Health Information in any manner inconsistent with these
Policies and Procedures.

Training. The behavioral and organizational access controls set forth above will only be effective if

1) a RHIO's health information access policies and procedures are clear; and 2) Authorized Users understand the policies and
procedures and their responsibilities within such policies and procedures. As such, RHIOs shall develop and implement,
either directly or through Participants, minimum training requirements for educating individuals about the policies and
procedures for accessing Protected Health Information via the SHIN-NY governed by a RHIO.

4.7.1 RHIOs shall, or shall require their Participants to, provide either on-site training, web-based training, or comparable
training tools so that Authorized Users are familiar with the operation of the RHIO and the policies and
procedures governing access to information viathe SHIN-NY governed by a RHIO.

4.7.2 RHIOs shall, or shall require their Participants to, ensure that each Authorized User undergoes such training
prior to being granted access to information via the SHIN-NY governed by a RHIO.

4.7.3 RHIOs shall, or shall require their Participants to, ensure that each Authorized User signs a certification that he or
she has received training and will comply with the RHIO's policies and procedures. Such certification shall be
retained by RHIOs or their Participants for at least six years.

4.7.4 RHIOs may, but shall not be required to, ensure that each Authorized User undergo continuing and/or
refresher training on a periodic basis as a condition of maintaining authorization to access patient information
via the SHIN-NY governed by a RHIO.

Termination of Access and Other Sanctions. RHIOs shall develop policies and procedures to
terminate, or to require their Participants to terminate, the access of Authorized Users and/or to impose sanctions as
necessary.

4.8.1 RHIOs shall ensure that access to the RHIO of a Participant (and all of the Participant's Authorized Users, if
applicable) is terminated in the following situations and in accordance with the processes described:
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a. Immediately or as promptly as reasonably practicable but in any event within one business day of
termination of a Participant's Participation Agreement with the RHIO; and/or

b. Immediately or as promptly as reasonably practicable but in any event within one business day of notification
of termination of an Authorized User's employment or affiliation with the Participant.

4.8.2 In order to comply with Section 4.8.1(b), RHIOs shall require their Participants to notify the RHIO upon of
termination of an Authorized User's employment or affiliation with the Participant immediately or as promptly as
reasonably practicable but in any event within one business day of termination.

4.8.3 RHIOs shall establish sanctions to redress policy or procedural violations. Sanctions could include temporary access
prohibitions, re-training requirements, termination, or other processes the RHIO deems necessary in accordance
with its internal risk analyses.

4.8.4 The SCP shall consider developing guidance on the following to be included in future versions of these Policies
and Procedures: Whether state level sanctions should be developed and implemented by RHIOs.
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SECTION 5: PATIENT ENGAGEMENT AND ACCESS

Purpose/Principles

RHIOs present an opportunity for patients to gain access to their health information through a single electronic portal, thereby
eliminating many of the bureaucratic hurdles patients currently endure when attempting to obtain copies of their medical records.
Openness about policies, procedures, technology, and practices among Participants exchanging health information via the SHIN-NY
governed by a RHIO is a foundational principle essential to protecting patient privacy and to realizing the potential for RHIOs to
markedly improve patient access to their own health information. This Section 5 sets forth minimum requirement RHIOs and their
Participants shall follow to ensure that patients are able to understand what information exists about them, how that information is
used, and whether and how they can access such information.

Policies and Procedures

5.1

5.2

5.3

5.4

5.5

RHIOs shall be required to educate patients with respect to the consent process and the terms and
conditions upon which their Protected Health Information can be shared with Authorized Users,
including conforming to any patient education program standards developed through the SCP.

RHIOs shall, or shall require their Participants to, develop and educate patients with respect to

policies related to patients' rights to access their own Protected Health Information. RHIOs are not required to provide patients
with access to their own Protected Health Information, but they are encouraged to do so and are required to inform patients
as to whether such access is available to them.

To facilitate informed consent and to ensure that patients know where information about them is
being generated, RHIOs shall provide, or shall require their Participants to provide, patients with a list of or reference to all
Data Suppliers (consistent with Section 1.7.9) and information about how to contact said Data Suppliers.

If patient access to Protected Health Information is provided by a RHIO, the RHIO shall inform the

patient as to all material terms and conditions relating to such access. Patient access to Protected Health Information must be
in accordance with all applicable laws and regulations, including but not limited to PHL §18, MHL § 33.16 and 10 NYCCR §
58-1.8. For example, patient access must be in accordance with federal and state laws permitting denial of access to medical
information if, in the

exercise of professional judgment, a licensed health care professional believes that the access requested is reasonably

likely to endanger the life or physical safety of the individual or another person.

Each RHIO shall develop a plan and process for assuring meaningful patient/consumer input and participation in RHIO
operations and decision making. Each RHIO is strongly encouraged to include various consumer perspectives on its Board
of Directors, and to use such methods as Patient/Consumer Advisory Committees to generate broad input and participation in the
design and implementation of RHIO policies and procedures. At a minimum, each RHIO shall appoint at least one
patient representative to its Board of Directors. A patient representative is defined as a person whose interest in the RHIO is
as a patient or representative of patients and who does not otherwise participate in or have a financial interest in the RHIO or
one of its Participants.
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[Note: The SCP's Consumer Advisor~ Council will consider whether additional patient/consumer education policies should beincluded in future versions of the
Poalicies and Procedures”
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SECTION 6: AUDIT

Purpose/Principles

Audits are useful oversight tools for recording and examining access to information through a RHIO (e.g., who accessed what data
and when) and are necessary for verifying compliance with access controls, like those specified in Section 4, developed to prevent/limit
inappropriate access to information. This Section 6 sets forth minimum requirement that RHIOs and their Participants shall follow
when logging and auditing access to health information via the SHIN-NY governed by a RHIO.

Policies and Procedures

6.1 Maintenance of Audit Logs. Each RHIO shall maintain Audit Logs that document all access of
Protected Health Information via the SHIN-NY governed by a RHIO.

6.1.1 Audit Logs shall, at a minimum, include the following information:
a. The identity of the patient whose Protected Health Information was accessed;
b. The identity of the Authorized User accessing the Protected Health Information;
c. The identity of the Participant with which such Authorized User is affiliated;
d. The type of Protected Health Information or record accessed (e.g., pharmacy data,

laboratory data, etc.);

e. The date and time of access;

f. The source of the Protected Health Information (i.e., the identity of the Participant
from whose records the accessed Protected Health Information was derived); and

g. Unsuccessful access (log-in) attempts.

6.1.2 Audit Logs shall be immutable. An immutable Audit Log requires either that log information cannot be
altered by anyone regardless of access privilege or that any alterations are tamper evident.

6.1.3 Audit Logs shall be maintained for a period of at least six years from the date on which information is
accessed.

62 Obligation to Conduct Periodic Audits. Each RHIO shall conduct, or shall require each of its

Participants to conduct, periodic audits to monitor use of the RHIO by Participants and their Authorized Users and
ensure compliance with Policies and Procedures and all applicable laws, rules and regulations.

6.2.1 At a minimum, the RHIO shall audit, or require its Participants to audit, the following:
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a. That Affirmative Consents are on file for patients whose Protected Health
Information is accessed via the SHIN-NY governed by a RHIO, other than in Break the Glass
situations;

b. That Authorized Users who access Protected Health Information via the SHIN-NY

governed by a RHIO do so for Authorized Purposes; and

c. That applicable requirements were met where Protected Health Information was
accessed through the Break the Glass function.

6.2.2 The activities of all or a statistically significant subset of a RHIO's Participants shall be audited.
6.2.3 Periodic audits shall be conducted at least on an annual basis. RHIOs shall consider their own risk analyses and

organizational factors, such as current technical infrastructure, hardware and software security capabilities, to
determine the reasonable and appropriate frequency with which to conduct audits more often than annually.

6.2.4 Periodic audits shall be conducted using a statistically significant sample size.

6.2.5 If audits are conducted by Participants rather than by the RHIO, the RHIO shall:

a. Require each Participant to conduct the audit within such time period as reasonably requested by the RHIO;
and
b. Require each Participant to report the results of the audit to the RHIO within such time period and in such

format as reasonably requested by the RHIO.

6.3 Participant Access to Audit Logs.

6.3.1 A RHIO shall provide the Participant, upon request, with the following information regarding any patient of
the Participant whose Protected Health Information was accessed via the SHIN-NY governed by a RHIO:

a. The name of each Authorized User who accessed such patient's Protected Health
Information in the prior 6-year period;

b. The time and date of such access; and

c. The type of Protected Health Information or record that was accessed (e.g., clinical
data, laboratory data, etc.).

6.3.2 A Participant shall only be entitled to receive audit log information pursuant to Section 6.3.1 for patients who have
provided Affirmative Consent for that Participant to access his or her Protected Health Information.

6.3.3 RHIOs shall provide such information as promptly as reasonably practicable but in no event more than 10 calendar
days after receipt of the request

6.4 Patient Access to Audit Information.
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6.4.1 Each RHIO shall, or shall require its Participants to, provide patients, upon request, with the following information:

a. The name and role (e.g., physician) of each Authorized User who accessed a patient's Protected
Health Information in the prior 6-year period;

b. The Participant through which such Authorized User accessed such Protected Health Information;

c. The time and date of such access; and

d. The type of Protected Health Information or record that was accessed (e.g., clinical data, laboratory data,
etc.).

6.4.2 RHIOs shall, or shall require their Participants to provide such information as promptly as reasonably practicable
but in no event more than ten calendar days after receipt of the request.

6.4.3 |If requested, RHIOs shall, or shall require their Participants to, provide such information to patients at no cost once
in every 12-month period. RHIOs may establish a reasonable fee for any additional requests within a given 12-
month period; provided that the RHIO shall waive any such fee where such additional request is based on a
reasonable suspicion of unauthorized access to the patient's Protected Health Information via the SHIN-NY
governed by a RHIO.

6.4.4 If applicable, RHIOs shall, or shall require their Participants to, provide notice of the availability of such
information on any patient portals maintained by the RHIO or its Participants.

Public Availability of Audits. Each RHIO shall make the results of its periodic audit available on

the RHIO's website. Such results shall be made available as promptly as reasonably practicable, but in any event not more than
30 days after completion of the audit.

[Note: 'Fork Group agreed to consider inclusion of a search audit requirement in future versions of the Policies and Procedures”
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SECTION 7: BREACH

Purpose/Principles

While the consent, authorization, authentication, access, and audit policies above are designed to protect patients from privacy
breaches, they have little weight if RHIOs and their Participants are not held accountable and to certain behavioral standards
when privacy violations occur. This Section 7 sets forth minimum standards RHIOs and their Participants shall follow in the event of
a breach. They are designed to hold violators accountable for violations, assure patients about the RHIO's commitment to privacy,
and mitigate any harm that privacy violations may cause.

Policies and Procedures

71

72

73

Obligation of Participants to Report Actual or Suspected Breaches. Each RHIO shall require

its Participants to notify the RHIO in the event that a Participant becomes aware of any actual or suspected Breach of
Unsecured Protected Health Information accessed via the SHIN-NY governed by a RHIO.

7.1.1 Notification shall be made in the most expedient time possible and without unreasonable delay.
7.1.2 Notification shall be made in writing.

Responsibilities of the RHIO. RHIOs shall be required to develop a Breach plan as part of their policies and
procedures. The plan shall provide that, in the event the RHIO becomes aware of any actual or suspected Breach of
Unsecured Protected Health Information, either through notification by a Participant or otherwise, the RHIO must, at a
minimum:

7.2.1 Notify any Participants whose data is affected by the Breach.

7.2.2 In the most expedient time possible and without unreasonahble delay, investigate (or require the applicable
Participant to investigate) the scope and magnitude of such actual or suspected Breach, and identify the root
cause of the Breach.

7.2.3 Mitigate (or require the applicable Participant to mitigate) to the extent practicable, any harmful effect of such
Breach that is known to the RHIO or the Participant. RHIOs' mitigation efforts shall correspond with and be
dependent upon their internal risk analyses.

7.2.4 Notify (or require the applicable Participant to notify) the patient and any applicable regulatory agencies as
required by and in accordance with applicable federal, state and local laws and regulations, including but not limited
to HITECH.

Sanctions. Each RHIO shall establish appropriate sanctions that shall apply to Participants and their Authorized Users in
the event of a Breach of Unsecured Protected Health Information and shall apply, or require its Participants to apply, such
sanctions. Such sanctions may include but shall not be limited to temporarily restricting an Authorized User's access to
the RHIO; requiring Authorized Users to undergo additional training in the use of the RHIO; terminating the access of an
Authorized User to the RHIO; terminating a Participant's participation in the RHIO; or such other remedies as the RHIO may
reasonably deem necessary in accordance with its internal risk analysis.
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APPENDIX A;: MODEL LEVEL 1 CONSENT FORMS

See approved Level 1 Single Provider Consent Form, Level 1 Multi-Provider Consent Form, and Level 1 Payer Consent Form
available on the NYeC website at http://www.nyehealth.org/SCP-policies.

41



NY (" Health

The Statewide Collaboration Process:
Policies and Procedures

APPENDIX B: MODEL LEVEL 2 CONSENT FORMS

See approved model Level 2 Payer Consent Form for Payment available on the NYeC website at
http://www.nyehealth.org/SCP-policies.
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