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Guiding Principles

The following nine principles inform
much of the efforts of the Rrhio to
craft a set of policies to promote
consumer control of their own health
information while considering the
operational needs of a health
information exchange to provide
value to the greater community.

1. Openness and Transparency.
Openness about developments,
procedures, policies, technology, and
practices with respect to the
treatment of personal health data is
essential to protecting privacy.
Individuals should be able to
understand what information exists
about them, how that information is
used, and how they can exercise
reasonable control over that
information. This transparency helps
promote privacy practices and instills
confidence in individuals with regard
to data privacy, which in turn can
help increase

participation in health data networks.

2. Purpose Specification and
Minimization. Data use must be
limited to the amount necessary to
accomplish specified purposes.
Minimization of use will help reduce
privacy violations, which can easily
occur when data is collected for one
legitimate reason and then reused
for different or unauthorized
purposes.

3. Collection Limitation. Personal
health data should be obtained only

by fair and lawful means, and, if
applicable, with the knowledge or
consent of the pertinent individual or
their legal representative. In an
electronic networked environment, it
is particularly important for
individuals to understand how
information concerning them is being
collected.

4. Use Limitation. The use and
disclosure of health information
should be limited to those purposes
specified by the data recipient.
Certain exceptions such as law
enforcement or security may warrant
reuse of data for other purposes.
However, when data is used for
purposes other than those originally
specified, prior de-identification of
the data can help protect individual
privacy while enabling important
benefits to be derived from the
information.

5. Individual Participation and
Control. Every individual should
retain the right to request and
receive in a timely and intelligible
manner information regarding who
has that individual’'s health data and
what specific data the party has, to
know any reason for a denial of such
request, and to challenge or amend
any personal information. Because
individuals have a vital stake in their
own personal health information,
such rights enable them to be
participants in the collection and use
of their data. Individual participation
promotes data quality, privacy, and
confidence in privacy practices.



6. Data Integrity and Quality.
Health data should be accurate,
complete, relevant, and up-to-date
to ensure its usefulness. The quality
of health care depends on the
existence of accurate health
information. Moreover, individuals
can be adversely affected by
inaccurate health information in
other arenas like insurance and
employment. Thus, the integrity of
health data must be maintained and
individuals must be permitted to
view information about them and
amend such health information so
that it is accurate and complete.

7. Security Safeguards and
Controls. Security safeguards are
essential to privacy protection
because they help prevent data loss,
corruption, unauthorized use,
modification, and disclosure. With
increasing levels of cyber-crime,
networked environments may be
particularly susceptible without
adequate security controls. Design
and implementation of various
technical security precautions such
as identity management tools, data
scrubbing, hashing, auditing,
authenticating, another tools can
strengthen information

Privacy

8. Accountability and Oversight.
Privacy protections have little weight
if privacy violators are not held
accountable for compliance failures.
Employee training, privacy audits,
and other oversight tools can help to
identify and address privacy
violations and security breaches by

holding accountable those who
violate privacy requirements and
identifying and correcting
weaknesses in their security
systems.

9. Remedies. The maintenance of
privacy protection depends upon
legal and financial means to remedy
any privacy or security breaches.
Such remedies should hold violators
accountable for compliance failures,
reassure individuals about the
Organization’s commitment to
information privacy, and mitigate any
harm that privacy violations may
cause individuals.

10. Applicability: The following
Policies apply to all Participants that
have registered with and are
participating in the Rrhio, the Record
Locator Service (RLS), the Virtual
Health Record (VHR) and that may
provide or make available health
information through Rrhio and the
VHR.

Rrhio Policy 100: Compliance
with Law and Policy

Scope: This Policy stipulates
compliance with all applicable laws
and Rrhio policies, while requiring
Participants to establish efforts to
comply with Rrhio policies and laws.

Policy:

1. Laws. Each Participant shall, at
all times, comply with all
applicable federal, state, and
local laws and regulations,
including, but not limited to,
those protecting the



confidentiality and security of
individually identifiable health
information and establishing
certain individual privacy rights.

Each Participant shall develop and
maintain a notice of privacy practices
(the “Notice”) that complies with
applicable law and this Policy.

Each Participant shall use
reasonable efforts to stay abreast
of any changes or updates to and
interpretations of such laws and
regulations to ensure compliance.

2. Rrhio Policies. Each Participant
shall, at all times, comply with all
applicable Rrhio policies and
procedures (“Rrhio
Policies™).These Rrhio Policies
may be revised and updated from
time to time upon reasonable
written notice to Participant. Each
Participant is responsible for
ensuring it has, and is in
compliance with, the most recent
version of these Rrhio Policies.

3. Participant Policies. Each
Participant is responsible for
ensuring that it has the requisite,
appropriate, and necessary
internal policies for compliance
with applicable laws and these
Rrhio Policies. In the event of a
conflict between these Rrhio
Policies and an institution’s own
policies and procedures, the
Participant shall comply with the
policy that is more protective of
individual privacy and security.

Rrhio Policy 200:

Notice of Privacy Practices
Scope: This Policy relates to the
maintenance of privacy notices.

Policy:

1. Content. The Notice shall
meet the content
requirements set forth under
the HIPAA Privacy Rule and
comply with all applicable
laws and regulations.

2. Provision to Individuals.

Each Participant shall have its
own policies and procedures
governing distribution of the
Notice to individuals, which
policies and procedures shall
be consistent with this Policy
and comply with applicable
laws and regulations.

e For Participants that are
health care providers, the
Notice shall be: (1) available
to the public upon request;
(2) posted on all web sites of
the Participant and available
electronically through such
sites;(3) provided to a
patient at the date of first
service delivery; (4) available
at the institution; and (5)
posted in a clear and
prominent location where it is
reasonable to expect
individuals seeking service to
be able to read the Notice.

e For Participants that are
health plans, the Notice shall
be: (1) available to the public
upon request; (2) provided to
new enrollees at the time of



3.

plan enrollment; (3) provided
to current plan enrollees
within 60 days of a material
revision; and (4) posted on
the plan’s web sites and
available electronically
through such sites.
Participating health plan
institutions also shall notify
individuals covered by the
plan of the availability of the
Notice and how to obtain a
copy at least once every
three years.

Individual Acknowledgement.

Each Participant that is a health
care provider shall make a good
faith effort to obtain the
individual’s written
acknowledgement of receipt of
the Notice or to document their
efforts and/or failure to do so.
The acknowledgement of the
Notice shall comply with all
applicable laws and regulations.
Each Participant shall have its
own policies and procedures
governing obtaining an
acknowledgement, which policies
and procedures shall be
consistent with this Policy and
comply with applicable laws and
regulations.

Participant Choice. Participants
may choose to supplement the
notice distribution process which
is described herein.

Rrhio Policy 300: Individual

Participation and Control of

Information in the Community

Virtual Health Record (VHR)

Scope: This Policy addresses an
individual's choice to participate in
Rrhio and Participants efforts to
support such decisions.

Policy:

1. Granting Consent. All
individuals must specifically
consent to have clinical
information about them made
available through the VHR.

2. Effect of Choice. An individual’s
choice to have information about
him or her made available
through the VHR shall be
exercised through the Rrhio or
Participant as described in the
Rochester RHIO patient consent
form. If an individual has
explicitly chosen not to
participate, that individual’s
clinical results will not be made
available through the VHR. Rrhio
shall implement appropriate
mechanisms to securely prevent
access to clinical information
about an individual if the
individual does not choose to
have such information included in
the VHR.

3. Revocation. An individual, who
has chosen to make information
concerning him or her available
through the VHR, subsequently
may be excluded from the VHR
only if the individual specifically
revokes his or her decision. For
patients who have elected not to
share their clinical results through
the VHR, only first name, last
name, gender, date of birth and
their consent status will be



displayed if data is entered by a
user and an exact match is
found.

4. Reinstatement. An individual

who has chosen not to make
their clinical results available
through the VHR may be included
in the VHR only if they
subsequently provide specific
consent for such access to be
granted.

. Documentation. Each

Participant shall document and
maintain documentation of all
patients’ decisions to consent to
have information about them
included in the VHR using the
Rrhio’s consistent and standard
patient consent form.

. Participant's Role. Participants
shall establish reasonable and

. Complaint. All individuals,

regardless of their consent
status, may file a written
complaint to Rrhio at any time. A
formal complaint must include a
detailed explanation of the
individual's concern as well as
detailed contact information.
Contact information should
include: name, address and
phone number as well as the
individual's preferred method for
the Rrhio to contact them. All
formal complaints should be sent
to:

Rochester RHIO
Support Services

150 State St.
Rochester, NY 14614

Rrhio Policy 400: Uses and
Disclosures of Health
Information

Scope: This Policy addresses issues
of use limitation, purpose
specification, minimization,
accountability and oversight, while
integrating general HIPAA
frameworks for privacy.

appropriate processes to enable
the exercise of a patient’s choice
not to have information about
him or her included in the VHR.
Each Participant retains the
authority to decide whether and
when to make information
available through the VHR
consistent with Rrhio policies and
the Data Sharing Agreement

signed between the Participant Policy:
and the Rochester RHIO. 1. Compliance with Law. All

disclosures of health information
through the Rrhio and the use of
information obtained from the

Rrhio shall be consistent with all

7. Provision of Coverage or
Care. Participants shall provide
care or coverage to an individual

regardless of the individual's
decision to make their
information available through the
VHR.

applicable federal, state, and
local laws and regulations and
shall not be used for any unlawful
discriminatory purpose. If



applicable law requires that
certain documentation exist or
that other conditions be met prior
to using or disclosing health
information for a particular
purpose, the requesting
institution shall ensure that it has
obtained the required
documentation or met the
requisite conditions and shall
provide evidence of such at the
request of the disclosing
institution.

. Purposes. A Participant may
request health information
through the RLS or Rrhio only for
purposes permitted by applicable
law. Each Participant shall
provide or request health
information through the RLS or
Rrhio only to the extent
necessary and only for those
purposes that are permitted by
applicable federal, state, and
local laws and regulations and
these Policies. In some cases
information may not be
requested without additional
specific patient authorization e.qg.
Fundraising, Marketing, Research.
Under no circumstances may
information be requested for a
discriminatory purpose. In the
absence of a permissible
purpose, a Participant may not
request information through the
RLS or from the Rrhio.

. Rrhio Policies. Uses and

disclosures of and requests for
health information

via the Rrhio shall comply with all
Rrhio Policies, including, but not

5.

limited to, the Rrhio Policy on
Minimum Necessary and the
Rrhio Policy on Information
Subject to Special Protection.

Participant Policies. Each
Participant shall refer to and
comply with its own internal
policies and procedures regarding
disclosures of health information
and the conditions that shall be
met and documentation that shall
be obtained, if any, prior to
making such disclosures.

Accounting of Disclosures.
An individual has the right to
request an accounting of
disclosures as defined by the
HIPAA privacy rule. Each
Participant is responsible for
ensuring its compliance with such
requirement and may choose to
provide individuals with more
information in the accounting
than is required. Each requesting
institution shall provide
information required for the
disclosing institution to meet its
obligations under the HIPAA
Privacy Rule’s accounting of
disclosures requirement.

Audit Logs. The Rrhio shall
maintain an audit log
documenting which Participants
posted and accessed the
information about an individual
through the VHR and when such
information was posted and
accessed. Rrhio will provide an
audit reporting mechanism for
participants, detailing access
requests for information



exchange facilitated by the
Rrhio's RLS services. Participants
and Rrhio shall consider and work
towards implementing a

system wherein, upon request,
patients have a means of seeing
who has posted and who has
accessed information about them
through the VHR and when such
information was accessed.

7. Access. Rrhio should have a
formal process through which
clinical information in the VHR
can be requested by a patient or
other authorized personal
representative on a patient’s
behalf. Participants and Rrhio
shall consider and work towards
providing patients direct access
to the information contained in
the VHR that is about them.

Rrhio Policy 500: Information
Subject to Special Protection
Scope and Applicability: This
Policy facilitates individualized
privacy protections by requiring
Participants to heed any special
protections of certain information set
forth under applicable law.

Policy:

Some health information may be
subject to special protection under
federal, state, and/or local laws and
regulations (e.g., substance abuse,
mental health, and HIV). Each
Participant shall determine and
identify what information is subject
to special protection under applicable
law prior to disclosing any

information through the Rrhio. Each
Participant is responsible for
complying with such laws and
regulations.

Rrhio Policy 600:

Minimum Necessary

Scope and Applicability: This
Policy incorporates the HIPAA
privacy rule requirements that
entities may disclose only the
amount of information reasonably
necessary to achieve a particular
purpose.

Policy:

1. Uses. Each Participant shall
use only the minimum amount
of health information obtained
through Rrhio as is necessary
for the purpose of such use.
Each Participant shall share
health information obtained
through Rrhio with and allow
access to such information by
only those workforce
members, agents, and
contractors who need the
information in connection with
their job function or duties.

2. Disclosures. Each
Participant shall disclose
through Rrhio only the
minimum amount of health
information as is necessary
for the purpose of the
disclosure. Disclosures to a
health care provider for
treatment purposes and
disclosures required by law
are not subject to this
Minimum Necessary Policy.



3. Requests. Each Participant
shall request only the
minimum amount of health
information through Rrhio as
is necessary for the intended
purpose of the request. This
Minimum Necessary Policy
does not apply to requests by
health care providers for
treatment purposes.

Rrhio Policy 700: Workforce,
Agents, and Contractors

Scope and Applicability: This
Policy helps guarantee the legitimate
use of health data, the proper
implementation of Participant's
privacy practices and the prompt
indentification of and undertaking of
remedial action for privacy violations.

Policy:

1. Access to System. Each
Participant shall allow access to
the Rrhio with unique log on
IDs only by those workforce
members, agents, and
contractors who have a
legitimate and appropriate need
to use the Rrhio and/or release
or obtain information through
Rrhio. No workforce member,
agent, or contractor shall be
granted access to Rrhio without
first having been trained on
these Policies and signed the
representation described below.

2. Authentication. Each
Participant shall follow uniform
minimum authentication
requirements as per the Rrhio
Data Sharing Agreement for
verifying and authenticating

10

those within their institutions who
shall have access to, as well as
other Participants who request
access to, information through
the Rrhio and/or the RLS.

. Training. Training shall include,

at a minimum, a web based
training tool provided by Rrhio
with a review of applicable
Policies. Each Participant shall
develop and implement a training
program for its workforce
members, agents, and
contractors who will have access
to the Rrhio to ensure compliance
with these Policies. Each trained
workforce member, agent, and
contractor shall complete a
representation that he or she
received, read, and understands
these Policies and has completed
appropriate training.

. Discipline for Non-

Compliance. Each Participant
shall implement procedures to
discipline and hold workforce
members, agents, and
contractors accountable for
ensuring that they do not use,
disclose, or request health
information except as permitted
by these Policies and that they
comply with, but are not limited
to these Policies. Such discipline
measures may include, but not
be limited to, verbal or written
warnings, demotion,

or termination and provide for
retraining where appropriate. The
gRhio reserves the right to
terminate individual user access



based on non-compliance with
stated policies.

5. Reporting of Non-
Compliance. Each Participant
shall have a mechanism for
reporting any noncompliance with
these policies, and shall
encourage, all workforce
members, agents, and
contractors to report any
noncompliance with these Policies
to the Participant. Each
Participant also shall establish a
process for individuals whose
health information is included in
the RLS to report any non-
compliance with these Policies or
concerns about improper
disclosures of information about
them. Participants should notify
Rrhio regarding instances of
significant non-compliance that
lead to disciplinary action.

Rrhio Policy 800: Amendment
Of Data

Scope and Applicability: This
policy integrates the rights granted
by HIPAA Privacy Rule of individuals
to request access of an amendment
for health information about them
under certain circumstances.

Policy:

The Participant shall make
reasonable efforts to inform other
Participants that accessed or
received such information through
the Rrhio if the recipient institution
may have relied on or could
foreseeably rely on the information
to the detriment of the individual.
The Rrhio does not have the ability
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to make amendments but can assist
participants in determining who may
have reviewed the results through
the HIE.

Rrhio Policy 900: Requests
For Restrictions

Scope and Applicability: This
policy requires Participants who
agree to individual requests for
restrictions in accordance with the
HIPAA Privacy Rule to comply with
such requests with regard to the
release of information to Rrhio.

Policy:

If a Participant agrees to implement
an individual’s request for
restrictions, as permitted under the
HIPAA Privacy Rule, such Participant
shall ensure that it complies with the
restrictions when releasing
information through the Rrhio.

Rrhio Policy 1000: Mitigation
Scope and Applicability: This
Policy applies to all institutions that
have registered with and are
participating in the Rrhio and that
may provide, make available, or
request health information through
the Rrhio.

Policy:

Participants and the Rrhio shall
collaborate to mitigate and take
appropriate remedial action, to the
extent practicable, of any known
harmful effect that is known to the
institution of a use or disclosure of
health information through the Rrhio
in violation of applicable laws and/or
regulations and/or these Policies by
the institution, or its workforce



members, agents and contractors. or Participant request to the party

Steps to mitigate could include, who received such information to
among other things, Participant return and/or destroy the
notification to the individual of the impermissibly disclosed information.

disclosure of information about them
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Glossary

MPI......... Master Patient Index: A way to identify patients.

HIE......... Health Information Exchange: A system to exchange health care
information between institutions and health care providers.

Participant.....A healthcare provider or institution, participating in and bound
by the terms of the RHIO data sharing agreement.

RLS........ Record Locator Service: A system to find clinical results for a given
patient across institutions.

VHR....... Virtual Health Record: A summarized view of patient health care

information as it has been provided across institutions. These clinical results are
made available only as Participants make them available to the HIE.
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