11/25/2008

NY“® Health The Statewide Collaboration Process

New York Statewide Collaboration Process (SCP)
New York Health Information Security and Privacy Co  llaboration (HISPC)

Recommendations for Standardized Consumer Consent Po licies and
Procedures for RHIOs in New York
to
Advance Interoperable Health Information Exchanget o Improve Care

November 2008



NY ¥ Health

This document sets forth recommended policies and guidelines governing consumer
consent and other safeguards relating to the exchange of personal health information in
an electronic, interconnected health care environment. Interoperable health information
exchange entails the exchange of patient health information among disparate clinicians,
other authorized entities, and patients in real time while ensuring security and privacy.
This process is facilitated by Regional Health Information Organizations (RHIOs) in New
York. Interoperable health information exchange is essential to realizing the expected
value of health information technology (IT) to support patient care improvements.

Consumer consent is an important element in achieving informed and trusted
interoperable health information exchange as well as satisfying New York laws and
regulations. RHIOs and their participants, and other technology service companies
advancing interoperable health information exchange, are expected to implement and/or
comply with the consumer consent and related policies outlined in this document. Itis
important to emphasize that consent policies must be accompanied by privacy and
security protections relating to authentication, authorization, access controls and
auditing to earn patient trust and enable successful health information exchange.
Comprehensive privacy and security policies and procedures will be published in the 4th
quarter of 2008.

The policy recommendations set forth in this paper provide a starting point for
advancing interoperable health information exchange in a nascent environment. These
recommendations are expected to evolve over time. Additionally, the policy
recommendations will be supplemented by more detailed operational guidance to
support full implementation by RHIOs in New York.
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|. Introduction and Background

Responding to growing evidence that interoperable health IT can support improvements
in health care quality, safety, efficiency, and outcomes, New York is making
considerable investments in transitioning its health care settings from today'’s largely
paper-based environment to an electronic, interconnected health care system. Health
IT is an important element of New York’s health care reform agenda, along with hospital
and long-term care restructuring, reimbursement reform, universal coverage, prevention
and wellness initiatives, and other programs. These policy initiatives, aligned with one
another, will drive improvements in health care quality, affordability, and outcomes for
New Yorkers.

To support the transformation of our health care system, the development of New
York’s health information infrastructure is being supported with an initial commitment of
over $200 million in state funding. The expected benefits of this investment include:

Improvements in Efficiency and Effectiveness of Car  e: Provide the right information
to the right clinician at the right time regardless of the venue where the patient receives
care.

Improvements in Quality of Care:  Harness the power of clinical information to
support improvement in care coordination and disease management, help reorient the
delivery of care around the patient, and support quality-based reimbursement reform
initiatives.

Reduction in Costs of Care:  Reduce health care costs over time by minimizing
medical errors, duplicative tests and therapies, and uncoordinated and fragmented care.

Improvements in Outcomes of Care: Evaluate the effectiveness of various
interventions and monitor quality outcomes.
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Engaging New Yorkers in Their Care:  Lay the groundwork for New Yorkers to have
greater access to their personal health information and communicate electronically with
their health care providers to improve quality, affordability, and outcomes.

New York’s investment in health IT is significant for many reasons, chief among them
that it is by far the largest state investment to date designed to create a public-private
governance, policy and operating framework to support interoperable health information
exchange. As exciting as this opportunity is, it comes at a time when the health IT
environment is extremely dynamic. As New York charts its way through new waters, it
must take into account and respond to many issues, including increased consumer
demand for health information; a newly emerging, but largely unregulated, commercial
market for health information; new clinical models for personalizing care based on
genetic and other types of information; new care delivery models, such as the medical
home, which depend on streamlined information transfer to support continuity of care;
and new prevention and outcome-oriented reimbursement models where information is
needed to measure and account for outcomes and performance. Atthe same time,
concerns about the privacy and security of all types of personal information abound,
with daily headlines alerting the public to the dangers of stolen laptops containing
personal information, cyber security threats, phishing, and other identity theft problems.

In pursuing its health IT investment program, New York is cognizant that its success will
not only be measured by technical, financial and clinical achievements, but also by the
policies governing the exchange, measurement and reporting of personal health
information as well as accountability mechanisms ensuring adherence to such policies.
In fact, establishing public trust with respect to the privacy and security of health
information is the single most important goal of New York’s health IT investment
program.

In pursuing this goal, New York benefits from policy thinking developed by several
important projects that have addressed privacy and security, including: the Markle
Foundation’s Connecting for Health initiative; the California Healthcare Foundation’s
policy briefs on privacy and consumer attitudes and policy forums; studies performed by
such organizations as the American Health Information Management Association
(AHIMA), eHealth Initiative, Healthcare Information Management Systems Society
(HIMSS), National Alliance for Health Information Technology (NAHIT), the Health
Information Security and Privacy Collaborative (HISPC); and the Certification
Commission on Healthcare Information Technology’s (CCHIT). New York’s investment
program builds on the collective foundation of these policy efforts while seeking to go
one step further. Because New York is setting policy in the context of live
implementations and is doing so through a statewide public-private collaborative model,
there is a unique opportunity to stress-test new concepts that to date have largely been
considered in either much smaller settings, on a theoretical basis, or in connection with
proprietary or narrow technological approaches. Hopefully, New York’s experience will
provide all stakeholders a richer understanding of what works and what does not, and
will help to inform and shape emerging state and national policy.
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Advancing Interoperability

A central strategic focus of New York’s efforts is advancing interoperability through the
development and implementation of a shared health information infrastructure based on
a community-driven model available to all providers, payers, and patients. The state
health IT framework supports common information policies, technical standards, and
protocols, as well as regional “bottom-up” implementation approaches and care
coordination to allow local communities and regions to structure their own efforts based
on clinical and patient priorities. This framework seeks to promote innovation across
the full range of New York’s diverse health care delivery settings — from solo-physician
offices and community health centers to large academic medical centers and nursing
homes, and from Manhattan to rural upstate towns — with vastly different market
conditions and health care needs.

Interoperability is essential to realizing the expected benefit from health IT and vastly
improving the availability and use of health information to improve patient care.
Perpetuating siloed information systems that do not interconnect will significantly
impede the adoption and effective use of health IT tools. Interoperability enables
patient health information to be exchanged in real time among disparate clinicians, other
authorized entities, and patients, while ensuring security, privacy, and other protections.
Interoperability is necessary for compiling the complete experience of a patient’s care
and ensuring it is accessible to clinicians as the patient moves through various health
care settings. This will support clinicians in making fact-based decisions so medical
errors and redundant tests can be reduced and care coordination improved.
Interoperability is critical to cost-effective, timely, and standardized data aggregation
and reporting for quality measurement, population health improvement, biosurveillance,
and clinical research. Interoperability is also needed to facilitate convenient access by
patients to their own personal health information, enabling this information to be
portable rather than tethered to a particular payer or provider.

To ensure interoperability, the State is seeking to support the implementation of three
interrelated components of New York’s health information infrastructure: organizational,
clinical, and technical. The successful implementation of New York’s health information
infrastructure must emerge from these three intertwined capabilities in order to realize
the benefits of health IT. Achieving these benefits is dependent on much more than just
technology. Interoperable health information exchange is as much a function of trust as
technology or clinical participation, and is achieved primarily through policy and
governance.

Technical Infrastructure

The high-level technical framework for New York’s health information infrastructure is
comprised of three main components and is depicted in Figure 1 below.*

! For additional information, a technical discussion document published as part of the HEAL NY Phase 5
Health IT RGA is located on the DOH Web site: http://www.nyhealth.gov/funding/rfa/0708160258/.
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A Statewide Health Information Network for New York (SHIN-NY) is a network of
networks overseen by the New York State Department of Health ("NYS DOH") and
governed by RHIOs to interconnect clinicians to exchange patient information,
regardless of the venue in which the patient receives care, in order to deliver the right
care at the right time in a coordinated, patient-centered manner. The SHIN-NY will
utilize the Internet and include common software protocols and services, including
security tools, and will be a part of the emerging Nationwide Health Information Network
(NHIN).

Clinical Informatics Services (CIS) are community-based health IT tools that
aggregate, analyze, measure, and report data in a standardized and valid manner for
various uses, including quality and population health initiatives, on behalf of all payers,
providers, and public health officials.

Information Tools (3Cs) are Electronic Health Records for Clinicians , Personal Health
Records for Consumers, and Community Portals for clinicians and public health
officials (collectively, the 3Cs), providing (i) clinicians with information tools when and
where they need them to guide medical decisions, (ii)) New Yorkers with greater control
over and access to their health information, and (iii) public health officials with the ability
to survey, report, and respond to population health events.

Figure 1
Framework for New York’s Health IT Strategy

“Cross-Sectional” Interoperability — People, Data, Systems
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The SHIN-NY is a bedrock component of the technical health information infrastructure
that is essential to support New York’s broader health care goal to improve the quality
and efficiency of health care for all State residents. The SHIN-NY will be comprised of
standardized regional subnetworks or health information exchanges (HIEs) governed by
RHIOs through contracts with health information service providers and vendors. The
SHIN-NY will also include state-level services through which the regional HIEs
communicate and share services, governed by RHIOs and the New York eHealth
Collaborative (NYeC). The regional subnetworks or HIEs and the state-level services
will communicate through service-oriented architecture using Web tools and common
health information exchange protocols. Enterprise Service Bus (ESB) platforms will be
utilized as state-level services to facilitate a public registry of SHIN-NY functions not
unlike the DNS servers for the Internet, but with additional capabilities. ESB platforms
will also be utilized at the regional subnetwork or HIE level to support communication
with the public registry among many providers and consumers of services and data.
Common health information exchange protocols will be built into layers or stacks as part
of the ESB to achieve the level of specificity required to reliably define core health
information exchange services in order to achieve interoperability.

Organizational Infrastructure

Even more important than technical infrastructure, however, are the policy and
governance framework, collaborative processes, and accountability mechanisms being
developed for the SHIN-NY. The key participants in this system include the following:

New York State Office of Health Information Technol  ogy Transformation . In
January 2007, the NYS DOH created the Office of Health Information
Technology Transformation (OHITT). OHITT is charged with coordinating health
IT programs and policies across the public and private health care sectors to
facilitate improvements in health care quality, affordability, and outcomes.

OHITT is currently overseeing approximately $400 million in health IT investment
in New York from state funds and private-sector contributions.

New York eHealth Collaborative . The New York eHealth Collaborative (NYeC)
is a public-private partnership playing an integral role in the development of
information policies through consensus-based governance. NYeC’s key
responsibilities include (1) convening, educating, and engaging key
constituencies, including health care and health IT leaders, RHIOs, and CHITAS;
(2) developing health information policies, standards, and technical approaches;
and (3) evaluating and establishing accountability measures.

Statewide Collaboration Process . NYeC leads the Statewide Collaboration
Process (SCP) through transparent and consensus-driven decision-making
designed to ensure the development of a comprehensive policy framework that
advances health IT in the public interest. The SCP is driven by the efforts of four
workgroups that recommend policies, standards, technical approaches, and
services to the NYeC Policy and Operations Council, the NYeC Board and NYS
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DOH. The four workgroups are (1) Clinical Priorities, (2) Privacy and Security,
(3) Technical Protocols and Services, and (4) EHR Collaborative. As part of its
commitment to this public-private organizational infrastructure and policy-making
framework, the state of New York has committed $5 million to NYeC over the
next two years to manage the SCP.

Regional Health Information Organizations . Underlying the SHIN-NY and
central to its successful implementation are RHIOs. New York’s RHIOs, working
with their stakeholders and constituents as well as NYeC, must create an
environment that ensures effective health information exchange both
organizationally and technically through a sound governance structure. Serving
as trusted brokers, RHIOs are multi-stakeholder collaborations that are
responsible for implementing and ensuring adherence with information policies to
enable the secure and interoperable exchange of health information. Currently,
there are nine state-funded RHIOs. By fulfilling certain obligations, RHIOs will be
eligible for grants and contracts for services, will be given access to various data
sources, both public and private, and may receive other benefits.

Community Health Information Technology Adoption Co llaborations
(CHITASs). CHITAs are community-based collaborations of clinicians and
institutional providers operating in a defined care coordination zone. CHITAs
focus on primary care settings, with a mission to advance the adoption and
effective use of interoperable electronic health records (EHRs). The state of New
York is currently funding nine CHITAS to ensure that effective adoption and use
of interoperable EHRS results in patient care improvements. In contrast to
RHIOs, which are separately incorporated not-for-profit entities, CHITAS are
informal collaborations of providers sharing software, technical services, and
clinical services (such as workflow redesign and process and quality
interventions and improvements). CHITAS enable groups of clinicians to realize
up-front and consistent value from interoperable EHRs.

New York Health Information Technology Evaluation C  ollaborative (HITEC) .
HITEC is a multi-institutional, academic collaborative of New York institutions,
including Cornell University, Columbia University, the University of Rochester,
the State University of New York at Buffalo, and the State University of New York
at Albany. HITEC serves in a research and evaluative role with respect to health
IT initiatives in New York. HITEC was formed to evaluate and develop evaluation
instruments for health IT initiatives. HITEC has been charged with providing
evaluation services for HEAL NY Phase 5 grantees in a consistent and objective
manner across all funded projects. The state of New York has committed $5
million to HITEC over the next two years.
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A high-level representation of this infrastructure is illustrated in Figure 2 below.

Figure 2

HITEC NYS Dept of Health NYeC
Create evaluation tools  Fig Fund health IT o Statewide collaborative process
Assess sustainability i Oversee contracts el Deliberate & decide policies

Measure progress Enforce regulations Assist RHIOs/CHITAs

Patients Patients Patients Patients Patients
Providers Providers Providers Providers Providers
Payers Payers Payers Payers Payers

Purchasers Purchasers Purchasers Purchasers Purchasers

| CHITA: A collaboration supporting adoption of health IT |

The framework for achieving interoperable health information exchange distinguishes
among responsibility for setting health information policy, which is the province of the
state (policy with a big “P”) as assisted by NYeC (policies with a little “p”); the
responsibility for governing and implementing health information policies, which is the
province of RHIOs; and the responsibility for compliance with the technical protocols
and standards of the SHIN-NY, which is the responsibility of the health information
service provider companies providing health information exchange software and
technical services that are contracted by the RHIOs or NYeC.

This distinction between policy, governance and the provision of technology services is
critical to understanding exactly what type of accountability mechanisms are needed to
advance health IT in a manner that ensures patient privacy is protected and the security
of information is maintained. One accountability mechanism currently being explored is
RHIO accreditation.?

% For a more in-depth discussion of the utility of an accreditation process for RHIOs see “Health
Information Exchange Policy, Governance, and Accountability: Is There a Role for RHIO Accreditation in
New York's Health Information Technology Strategy,” available at www.nyec.org.
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The Role of Regional Health Information Organizations

While the term “RHIQO” is not presently defined in federal or state law, RHIOs are
defined in this paper because they are an important component of New York’s health IT
strategy. As described more fully in Figure 3 below, there are seven critical
components of the definition of a RHIO.

Figure 3

RHIO Core Characteristics

Core Attributes

Elements and/or Characteristics

Nature of participants

Involves multiple stakeholders across care continuum
Involves and covers all consumers, regardless of health
status and insurance in a defined region

Governance structure

Not-for-profit entity

Strong leadership and organizational structure

Inclusive and transparent meetings and decision making of
the board and operating committee;

Multistakeholder, fiduciary board with loyalty to organization
Participation in and compliance with policies adopted by
statewide collaboration process managed by NYeC

Purpose of exchange/Mission

Address health information and SHIN-NY as a public good
Improve quality, safety, efficiency, affordability and
outcomes of care

Advance public programs

Type of information exchanged

Clinical data, claims but not for administrative purposes — for
treatment, value determination and quality reporting

How information is exchanged

Via agreed upon rules (protocols, standards, and services),
collectively referred to as the CHIXP that comprise the
emerging SHIN-NY architecture framework; not proprietary
software/services but CHIXP compliant; selecting CHIXP
compliant HSPs

Scope of services

Privacy

Security (i.e., authentication, authorization, access controls,
and auditing)

Consent management and other fair information practices
Financing HIE

Health information management

Adherence to HIE policies and procedures for all
stakeholders

Consumer access

Explores options for ensuring consumer access to and
control of data

One of the main functions of a RHIO is to act as a governor or trusted broker to
implement, maintain and enforce privacy and security policies for multiple entities and
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for multiple purposes. Establishing a trusted broker for health information is not merely
a matter of RHIOs requiring their health information service providers to implement a
technical solution compliant with state and federal law. It requires developing
consensus and trust around value-laden policy decisions, which are then translated into
business procedures reflected in contractual relationships between the RHIO and its
participants.

While this paper is focused on consumer consent policies, it is important to emphasize
that consent policies must be accompanied by a full range of privacy and security
protections for which RHIOs will be accountable to protect personal health information
from potential misuse, earn public trust and enable effective health information
exchange. The development of additional privacy and security policies is a part of the
policy framework and is under way through the statewide collaboration process,
including: enrollment and authentication of provider/consumer identity, authorization for
access, consumer identity matching, auditing and breach policies, transmission security,
data integrity and administrative and physical security, all of which remain key priorities
for New York.

Consumer Access Services — Supporting the Right of New Yorkers to Have
Greater Control Over and Access to Their Personal H  ealth Information

As we advance health IT in New York, there is a significant opportunity to expand the
way in which we have traditionally thought about consumer rights to access and use
their own personal health information. Consumer access to and use of their personal
health information is necessary to realize the full potential of the range of technologically
enabled care advancements. Redefining consumers’ rights, however, will require a
paradigm shift in how we think about health information — supplementing the current
legal structure which focuses on clinician control over the medical record and under
what circumstances disclosures of such information are permissible — with a new legal
structure that affirmatively provides consumers with the right to gain access to their
personal health information, regardless of the source of such information, and supports
the consumer’s ability to maintain such information for his or her personal use. While
consumer access services and personal health records are not the focus of this paper, it
is important to note that RHIOs can, and hopefully will, play an important role in
enhancing consumer access to their own personal health information.

lI. Policy Development Process

The recommendations included in this paper are the result of an ongoing effort that
began with the Health Information Security and Privacy Collaboration (HISPC), a
national initiative that was funded by the federal Office of the National Coordinator for
Health IT and Agency for Healthcare Research and Quality, and was designed to
examine how privacy and security laws impact business practices related to electronic
HIE. The stated objectives of HISPC were to:

10
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Preserve privacy and security protections in a manner consistent with
interoperable health information exchange

Promote stakeholder identification of practical solutions and implementation
strategies through an open and transparent consensus-building process

Create an enduring knowledge base on privacy and security issues in electronic
health information exchange in states and communities to inform future HIE
activities

The HISPC project consisted of two phases, which are outlined below and which
resulted in the release of initial consent recommendations for public comment.

NY HISPC Phase |

In 2006, New York was one of 34 states and territories awarded an HISPC contract.
The New York State Department of Health served as the lead agency for this project in
New York. Phase | spanned from March 2006 to April 2007 and involved a
comprehensive assessment of health privacy legal and policy issues in New York.
Major findings of NY HISPC Phase | included the following:

Human Judgment in Information Exchange: Information exchange currently
relies heavily on human judgment and interaction to ensure security and privacy
of health information

From One-to-One to Many-to-Many:  Moving to a broad transfer of information
to many persons or entities may require layers of sophisticated permissions and
controls

Informed Patient Consent:  Informed patient consent that is meaningful,
tracked and monitored is a key requirement to earning patient trust in HIE

Sensitive Data: Differing regulations governing specially protected health
information present challenges for staff education and compliance

Appropriate Scope of Disclosure: There is a need to more clearly define who
needs to see what information and to understand how to accommodate
appropriate access in an electronic environment

Patient Care and Patient Privacy:  There exists a delicate balance between
patient privacy and the need for information for treatment

Security in an Electronic World:  There is a heightened sense of vulnerability
regarding identifiable health care information in electronic form

Patient Control: There is an opportunity to create an environment that supports
the right of consumers to control the use of their own personal health information

11



NY ¥ Health

Role of RHIOs: RHIOs can play an important role in HIE by acting as trusted
brokers to establish and enforce privacy and security policies

A central finding of Phase | of HISPC was that strong policies that protect the privacy
and security of health information are crucial to achieving interoperable health
information exchange. Current laws governing HIE and the resulting business practices
were developed in the context of a paper-based health care environment where
decisions on what to communicate, how and to whom are generally made on a one-to-
one basis by clinicians. Current laws attempt to serve the consumer’s privacy interests
by restricting what can and cannot be shared and the terms on which sharing takes
place. Human judgment and personal relationships play a major role, as clinicians
attempt to act as the guardians of their patients’ information. Moving from a paper to an
electronic health system changes the information sharing dynamic. An interoperable
health system facilitates a many-to-many relationship, enabling different information
technology systems and software applications to exchange information accurately,
effectively and consistently. This offers new opportunities to promote consumer access
to and control over health care information, as well as facilitate the safety, quality and
efficiency of health care. However, it also demands new approaches for protecting
privacy and security, including policies addressing the disclosure and use of health care
information, and technologies that address consumer identification, authentication,
record location, identity management, and storage of special classes of information.

The NY HISPC Phase | project advanced an “Implementation Framework” highlighted in
Figure 4 below. One of the four priority solution areas was consumer consent —
ensuring that consumers are able to provide informed and meaningful consent and that
holders of health information adhere to state and federal privacy and security laws as
they exchange health information electronically.

12
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Figure 4. NY HISPC Phase | Implementation Framewor k
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NY HISPC Phase Il/Statewide Collaboration Process

The second phase of NY HISPC began in July 2007, with the New York State
Department of Health as the lead agency. This phase focused on developing a
consumer consent solution through a standardized consent process that will inform a
comprehensive set of health information privacy and security policies. The goal of this
standardized process was to promote consistency across New York State RHIOs in
obtaining consent and addressing consumer privacy concerns about electronic
exchange of health information. Specifically NY HISPC Phase Il project goals were to:

Advance HIE via the SHIN-NY through the development of a standardized
consent process implemented through and facilitated by RHIOs

Ensure that consumer consent is informed and knowing
Provide clarity on and ensure consistency in the consent process

Give RHIOs standing to address consumer consent on behalf of physicians,
other providers and the general public

Enable incentives and protections to encourage RHIO participation

Figure 5 below depicts this process to date:

13
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Figure 5. NY HISPC Phase II/SCP Project Timeline J uly 2007-December 2008
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To engage in a statewide dialogue on consent, four stakeholder meetings were held in
September 2007, October 2007 and March 2008 to identify consent-related issues and
gain consensus on a standardized approach. The meetings were attended by
consumer advocates, health care providers, RHIO executive and clinical leadership,
representatives from the New York City Department of Health, and others. The first
meeting was dedicated to understanding the current state of RHIO policy development
regarding consumer consent. The second meeting sought to elicit discussion on the
key policy questions that a new consent policy for RHIOs would need to address. The
key questions that provided the basis for this discussion are outlined in Figure 6 below.

14
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Figure 6. Key Questions for Developing RHIO Consen t Standards

Activities: What are the activities with respect to health information
exchange we are seeking to govern and support?

Obligations: What are the core obligations of a RHIO governing health
information exchange via SHIN-NY with respect to consumer consent?
- Uses of information

Sensitive information

Where and at what point consent is obtained

Standardized consent process

Durability and revocability

Consumer engagement

Audit and transparency

Benefits/Penalties: What are the consequences, including benefits and
penalties, of meeting the obligations defined above?

Adoption/Compliance: How and by whom will compliance be enforced?

At the third meeting, “straw model” recommendations were proposed and discussed. At
the fourth and final meeting, an analysis of the “straw model” recommendations were
presented and discussed in the form of developed policy recommendations.

As of spring 2008 and continuing through the year, the work of the NY HISPC project is
being driven forward through the SCP, which is managed by NYeC. The SCP, as
described above, embodies a governance structure and policy framework crucial to
advancing interoperable health information exchange in New York.

The consent recommendations included in this paper are a product of the SCP and the
HISPC. The policies described in this paper are still under development.

[1l. The Need for a Standardized Consent Process fo r RHIOs
in New York

RHIOs across the state are struggling to define what constitutes adequate and
meaningful consumer consent in the context of a full range of privacy and security
policies. Broad variation in opinion exists among stakeholders as to what is required
legally, what is appropriate for risk management purposes, what constitutes the best
public policy, what will hold up in an evolving market of commercialization of health
information and what is feasible from an implementation perspective, both within New

15
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York and across state lines. Standardized consent policies will help earn patient trust,
provide clarity regarding compliance with New York law and ensure interoperability via
the SHIN-NY governed by RHIOs.

Standard Consent Policies for RHIOs are Necessaryt o Ensure the Exchange of
Complete and Consistent Health Information and Earn Patient Trust

Interoperable health information exchange represents a paradigm shift in the way
information is transmitted among a consumer’s health care providers. In today’s largely
paper-based world, exchange of health information between providers generally is
managed by the consumer. In order for Provider A to obtain health information from
Provider B, the consumer must tell Provider A that he or she is receiving care from
Provider B and would like their health information to be shared. The consumer in effect
is the gatekeeper of a one-to-one relationship among various providers who are
responsible for their care.

RHIOs usher in a new world by enabling the free flow of information, but fundamentally
change the one-to-one paradigm that exists in a paper-based world. RHIOs allow
providers for the first time to reach out to large networks of clinicians and providers
independent of the consumer to see what information is available and use it to aid in the
provision of care. This brings obvious benefits to the consumer — eliminating the burden
of gathering and transporting paper records, avoiding duplicative tests and procedures,
and ensuring providers have the best information available to make medical decisions
and coordinate care. It also, however, takes away a measure of consumer control, and
for some, brings a heightened sense of vulnerability related to the transmission of
identifiable health information across networks of providers in electronic form.

Because of the paradigm shift inherent in HIE, an essential cornerstone of New York
State’s health IT policy is to ensure that consumers are appropriately educated about
how their health information can be shared and to provide consumers with the informed
opportunity to decide whether or not they desire to have their information accessible via
the SHIN-NY governed by RHIOs. If consumers are not informed of the new paradigm,
they have no way of understanding to what they are consenting and cannot access the
ways in which their personal health information is protected from misuse. Thus, from a
consumer trust perspective, new consent and privacy policies which clearly define the
role of RHIOs (as well as clinicians, providers and payers participating in RHIOS)
coupled with significant provider and consumer education programs, are crucial to
ensuring that consumers are provided with the opportunity to make informed decisions
with respect to with whom and for what purpose their personal health information is
shared and used.

Consumer Consent is Currently Necessary under New Y  ork Law

New York State law requires that hospitals, physicians, other health care providers and
HMOs obtain consumer consent before disclosing personal health information for non-

emergency treatment. Unlike HIPAA, New York State law provides no exception to this
requirement for treatment, payment or health care operations. While consent may be
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verbal or even implied for most types of health information, this is not the case for
certain classes of specially protected health care information, including information
related to HIV status, mental health and genetic testing, the disclosure of which require
written consent. These laws reflect a desire to ensure that consumers are protected
from unauthorized uses of personal health information and provide both a legal and
normative guidepost for developing consent policies for information exchange governed
by RHIOs in New York. Thus, under any circumstances, affirmative consent from the
patient to exchange health information via SHIN-NY governed by a RHIO is required
under existing state law for non-emergency treatment.

RHIO Consent Standards Will Facilitate Interoperabi  lity via SHIN-NY

New York State offers a fragmented legal and regulatory framework for consumer
consent. Unlike HIPAA, New York’s extensive legal requirements governing the
exchange of health information are not organized into a single regulatory scheme.
State law governing health information is spread across dozens of statutory and
regulatory provisions. The result is a patchwork of requirements and exceptions that
vary greatly depending on the nature of the entity, type of information involved and
purpose of the disclosure. Gaps in legal/regulatory guidance result in varying
interpretations and diverse consumer consent policies across RHIOs. This is apparent
in the current HEAL NY Phase 1 funded projects, which have come to differing
conclusions about the mandates under state law, and are therefore implementing a
wide range of patient consent policies. Diverse consent policies are a barrier to
interoperability and prohibit consistent privacy and security protections. A standardized
consent process will enable consistency across RHIOs, eliminate interoperability
barriers and reassure consumers that all RHIOs adhere to minimum privacy and
security standards with regard to exchange of their health information.

State and Federal Law Provide an Insufficient Frame  work for the Regulation of
RHIOs

It is crucial that the state ensure adequate policies and standards are in place to protect
the integrity of RHIO activities and the privacy of the public. HIPAA applies only to
“covered entities,” which include certain health care providers, health plans and health
care clearinghouses. RHIOs are not health care providers, health plans or
clearinghouses.® Accordingly, at the present time, it does not appear that any of the
RHIOs will be covered entities.

Under HIPAA, a business associate is an organization that assists a covered entity in
performing certain health-related or administrative functions, and receives, creates or
maintains protected health information in connection with these activities. To date, most
if not all RHIOs in New York have been structured as business associates of RHIO
participants.

® A health care clearinghouse is an entity that converts electronic HIPAA-covered transactions (i.e.,
claims processing and other transactions between health care providers and health plans) from non-
standard to standard formats (or vice versa). By definition, RHIOs in New York are not performing such
data conversion activities.
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Other legal issues arise when the RHIO (or other entity facilitating health information
exchange) is not a business associate of the participants in the data exchange.
Instead, the RHIO owns the data in its care. To implement this model, each provider
would be required by federal law to obtain a HIPAA authorization from each consumer
permitting the transfer of his or her protected health information to the RHIO or other
entity. The HIPAA authorization itself would be required to state that the RHIO is not a
covered entity and therefore not required to comply with HIPAA.

It is not prudent to mandate that all SHIN-NY and CIS pilot projects be structured in a
manner that qualifies the RHIO as well as vendors and other technology service
offerings as a business associate of the participating providers. Such a mandate may
stifle innovation, such as new business models designed to create integrated data sets
comprised of data contributed by multiple providers to support disease management
and other quality interventions. At the same time, however, permitting the aggregation
of substantial amounts of health information in an entity that is outside the scope of
state or federal privacy regulation raises significant privacy and consumer protection
concerns, even if data is transmitted to the entity pursuant to patients’ HIPAA
authorization.

Further, the SHIN-NY is designed to accommodate various options for structuring health
information exchange to foster innovation in the marketplace. Many architectural
structures and distribution models will be supported by the SHIN-NY to avoid
constraints. The roles and responsibilities among RHIOs in this respect and a web of
contracts and business associate agreements are being assessed. Further, the entry of
many health information companies in the marketplace advancing personal health
records will not be adequately supported by business associate agreements within the
HIPAA regulatory scheme.

To address these competing considerations, the State should avoid dictating the
manner in which RHIOs fit within the HIPAA regulatory scheme, and instead, create a
cohesive state regulatory framework that applies directly to RHIOs. This framework
would include relevant aspects of HIPAA as a floor and other privacy laws to establish a
set of requirements governing the use and disclosure of information, security
safeguards, patient access to data and other matters.

IV. Key Principles and Stakeholder Priorities

The recommended policies for obtaining consumer consent to exchange personal
health information via the SHIN-NY governed by RHIOs were guided by several key
principles, summarized in Figure 7.
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Figure 7. Key Principles of New Consent Policiesa  nd Procedures

Promote patient-centered care by facilitating consumer choice
and addressing consumer concerns about privacy

Promote exchange of comprehensive information ensuring
clinical effectiveness to improve the quality and efficiency of
care

Minimize burdens on health care providers

Be practical and “implementable” for RHIO participants
providing operational flexibility

Be simple and clear with a concrete rationale

Foster innovation while ensuring public trust

Be neutral on technology model

These principles outline the core policy aspirations and practical considerations
necessary to implement interoperable health information exchange. Buy-in from
multiple stakeholder groups is important, and throughout the course of the public
meetings it was clear that stakeholders approach RHIOs with a host of pressing needs.

Consumers: Consumers seek assurance that they have a meaningful level of control
over who is able to access their protected health information. They want choices and
they want to have enough information in the consent process to make that choice
meaningful and knowing. Consumers want to know that those who have access to their
information use it to improve the delivery and quality of their care, and do not use it in a
way that could cause them embarrassment or harm. Consumers are particularly
concerned that their sensitive health information is protected and only viewed by
authorized individuals for whom they enable access.

Clinicians: Clinicians want to ensure clinical effectiveness and high quality care. They
want access to a consumer’s complete medical record at the point of care to enable the
provision of consistent, high quality and safe medical care. They are equally concerned
that consent requirements do not impose heavy burdens on them and their staff,
especially for doctors in small practice settings.

Provider Organizations: Provider organizations want assurance that additional
consent requirements do not impose heavy administrative, technical and/or financial
burdens on their organization and its resources. Such institutions often already have
internal information systems and want to ensure that new systems can be implemented
in harmony with existing work flow and other requirements related to internal systems.

Payer Organizations: Payer organizations increasingly are taking an active role in
helping support improvements in health outcomes for their members by employing
personal health records and disease management initiatives. With this in mind, payers
want access to clinical information on their members for the purpose of delivering care
management services, improving quality and reducing cost. Payers also note that they

19



NY ¥ Health

are being asked to contribute to the cost of RHIOs and to make claims data available to
RHIO patrticipants, and they want to know that these investments will realize a benefit.

RHIO Executives: RHIO executives want to ensure that new consent policies and
procedures give RHIOs operational flexibility and support in an evolving landscape as
they embark on governing interoperable health information exchange in their respective
regions. They are concerned that new consent policies and procedures will be difficult
to implement, sustain and monitor and that they will place burdens on providers that
may reduce their participation. RHIO executives also are concerned about how to
comply with policies that are newly promulgated as part of a coordinated health IT
strategy and statewide policy framework funded by HEAL 5 and are different from the
varying policies each RHIO contemplated and in some cases has begun to implement
as part of HEAL 1. With limited resources, extremely small central staffs and guidance
coming on the eve of or even just after information has begun to flow, RHIO executives
want to know that they will have the funding necessary to support implementation of
new and evolving policies.

Government: Policymakers are charged with advancing health IT to support
improvements in health care quality, affordability and outcomes. Through the statewide
collaboration process, a policy framework is being formulated in the public’s interest and
the implementation of a dynamic, bi-directional health information infrastructure is
underway. The policy framework and implementation of the technical infrastructure are
inextricably linked in order to advance interoperable health information exchange that
supports quality improvement interventions, public health reporting and biosurveillance
activities. Protecting the privacy of individuals and earning and maintaining their trust is
a top priority of policymakers; understanding that success will be not realized without
broad-based support from consumers, clinicians, providers, payers and other
stakeholders in the health care system.

V. Policy Recommendations

The following policies and practices seek to provide specific guidance to RHIOs on
sound patient-centered public policy while at the same time being operationally and
financially feasible.

The recommendations are summarized in Figure 8 and described in more detail below:
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Figure 8

Recommended Policies and Standards for Consumer Con

Information via SHIN-NY Governed by RHIOs

sent to Exchange

1)

2)

3)

4)

5)

6)

7)

8)

9)

Scope of Governed Activities:

The new consent rules apply statewide to interoperable health information
exchange of patient identifiable health information via the SHIN-NY governed by
RHIOs and their participants.

Affirmative Consent:

Each provider organization and payer organization participating in a RHIO must
obtain an affirmative consent from the consumer that specifically references the
RHIO prior to accessing her/his personal health information.

Converting Data:

Providers and payers may convert paper medical records into electronic form or
upload or convert health data to a RHIO for storage only without patient
consent.

Uses of Health Information:
Uses of health information fall into two categories, each requiring different types
of consent.

Sensitive Health Information:

A single consent may be obtained to exchange all health information, including
all specially protected health information. Sensitive health information can, but
is not required to, be protected by filtering in a RHIO environment. Special
considerations exist regarding minors and incapacitated adults.

Consent Form:
RHIOs must use a State-approved consent form.

Durability and Revocability:
Level 1 consents may be durable and shall be revocable. Level 2 consents
must be time-limited.

Consumer Engagement and Access:
RHIOs must comply with consumer education, engagement and access
standards.

Audits and Transparency:
RHIOs must have policies and procedures in place to ensure the conduct of
audits and transparency of operations.

10) Benefits and Penalties:

To be eligible for State funding through HEAL and other initiatives, and to
receive Medicaid data, RHIOs must adhere to consent policies.

11) Enforcement:

Consent standards initially will be enforced through contractual relationships
between RHIOs and New York State, and should migrate towards requirements
for an accreditation process.
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1. Scope of Governed Activities:  The new consent rules apply statewide to health
information exchange of personal health information via the SHIN-NY governed by
RHIOs and their participants.

Overview

The scope of activities that the following policies seek to govern includes all
interoperable health information exchange conducted through the SHIN-NY and
governed by RHIOs. RHIOs are important because the definition of interoperability
includes much more than technical interoperability of information systems; it
encompasses people and policies or organizational interoperability as well.

Health information exchanges, like the SHIN-NY, use the term “liquidity” to express the
level of interoperability or rate of flow of assets through the exchange. Exchanges are
characterized as very liquid when almost all uses succeed (e.g., finding clinical
information about a patient to inform medical decisions; receiving a drug-drug
interaction alert). Conversely, in an illiquid exchange a large number of uses may fail
(e. g., not finding current and/or complete medication profiles for patients).

A high level of liquidity for the health information flowing through the SHIN-NY is
essential. The key to generating liquidity in any exchange is the belief on the part of
stakeholders that uses of the exchange will succeed and be beneficial and that, in rare
cases of problems, the stakeholders will be protected and problems will be solved. This
is as much a function of trust as technology or clinical participation, and is achieved
through policy and governance, which is the main purpose of a RHIO. Thus, policies
that govern the SHIN-NY must be adhered to by the RHIO, and the policy
recommendations outlined in this document are applicable to all RHIOs, or other similar
entities providing interoperable health information exchange services.

RHIOs must ensure the health information service providers with whom they contract for
health information exchange software and services comply with the technical aspects of
the new consent policies and procedures.

All statewide health information exchange governed by RHIOs must comply with the
recommended consent policies with limited exceptions described below.

One-to-One Exchange

One exception to the requirement of obtaining a RHIO-specific consent relates to “one-
to-one” electronic health information exchange. “One-to-one” health information
exchange taking place through a RHIO is not subject to the new, RHIO-specific consent
policies. A one-to-one exchange is a disclosure of health information by one of the
patient’s providers to one or more other health providers treating the patient with the
patient’s knowledge and implicit permission. The exchange is limited to the records of
the providers jointly caring for the patient; other records maintained by the RHIO are not
accessible. Common examples of one-to-one exchanges include physician referrals, a
discharge summary being sent by a treating hospital to the admitting physician, or the
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delivery of lab results to the clinician who ordered the test. One-to-one exchanges
utilize technology to transfer information in a way that mirrors paper-based exchange.
Each one-to-one exchange is understood and predictable to the patient, and limited in
scope to the providers coordinating the delivery of health care services with the patient’s
knowledge and implicit or explicit permission.

RHIOs may include one-to-one exchange services among their offerings. So long as
the RHIO has the capacity to separate this exchange — including policies and tools that
enable the types of exchanges within the RHIO to be readily distinguishable — RHIOs
need not apply the new, RHIO-specific consent policies to one-to-one components of
the exchange. The “one-to-one” exception is important to avoid significant unintended
consequences that could impact a range of electronic results reporting activities that are
adequately regulated and do not constitute community-wide or statewide health
information exchange.

Consent requirements in existing law applicable to any one-to-one exchange remain in
force. As noted above, New York law currently requires patient consent for the
disclosure of information by health care providers for non-emergency treatment
purposes. For general medical information, depending on the circumstances, this
consent may be explicit or implicit, written or oral. The disclosure of certain types of
sensitive health information may require a specific written consent. When one-to-one
exchange occurs through a RHIO, providers must continue to abide by these consent
requirements. But providers are not obligated to obtain the new, RHIO-specific consent.

A one-to-one exchange may involve the redisclosure of information obtained by a
provider from other providers participating in the RHIO. For example, information
obtained through the RHIO by a physician may be incorporated into or attached to the
physician’s own records. In such a case, a physician may still disclose that information
to another physician who has not obtained a RHIO-specific consent from the consumer
through a one-to-one exchange if the patient has provided a consent for the one-to-one
exchange that satisfies existing New York and federal law. Providers should be aware,
however, that ensuring compliance with existing consent laws necessitates an
understanding of the source and content of records. For example, if drug abuse
treatment information contained in a summary document were derived from the records
of a federally assisted drug treatment program, a specific written consent would be
required for redisclosure. But if the information were obtained from a hospital
emergency room, an oral consent would be sufficient. Likewise, if HIV information were
contained in a record obtained through the RHIO, the disclosing provider would have to
comply with Article 27-F of the Public Health Law. Under that statute, a general release
is needed to disclose HIV and other medical information for purposes of care and
treatment. The law provides further that whenever HIV-related information is disclosed,
it must be accompanied by a statement prohibiting further disclosure without specific
written consent or as otherwise permitted by law. RHIOs and participating provider
organizations will need to consider how the sensitive health information discussed
above is flagged to ensure compliance with statutory requirements regarding re-
disclosure.
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Public Health Reporting

Public health reporting has been recognized as a high priority for RHIOs in New York.
To the extent public health reporting does not require consumer consent under New
York law, consent requirements related to RHIOs do not apply to interoperable health
information exchange related to such reporting. RHIOs are encouraged, however, to
integrate public health reporting into consumer education efforts and consent forms.

De-identified Data

The SCP has sought to balance competing public policy concerns regarding the use of
de-identified data. The disclosure of such data may be extremely useful to advance
important medical research and public health goals. It may also be necessary to enable
the state to evaluate the effectiveness of RHIOs and for RHIOs to perform self-
assessments. On the other hand, there is a growing concern about the increasing
capacity of commercial enterprises to re-identify ostensibly de-identified data. The SCP
has attempted to balance these concerns by dividing the potential uses of de-identified
data into two categories.

The new consent requirements for RHIOs do not apply to the use or disclosure of de-
identified data for the following purposes:

Research approved by an IRB or Privacy Board organized and operating in
accordance with the HIPAA Privacy Rule.*

Public health purposes, such as monitoring disease trends, conducting
outbreak investigations, responding to public health emergencies and
assessing aggregate treatment outcomes (such as the comparative
effectiveness of treatments and/or drugs, adverse event and drug reporting
and payment reforms).

Evaluation and improvement of RHIO operations, including analyses
performed by the RHIO, government agencies or their contractors.

Other uses of de-identified information, including other commercial uses of RHIO data
not listed above, may be carried out only with Level 2 patient consent. A RHIO may not
condition a patient’s participation in the RHIO on the patient’s willingness to permit the
use of his or her de-identified information for commercial purposes.

* We believe further study is warranted to determine whether additional requirements beyond HIPAA
compliance and IRB review should be imposed on the disclosure of information by RHIOs for research
purposes. Existing regulations governing the use of SPARCS data for research purposes may provide a
useful framework for such requirements. See 10 N.Y.C.R.R. § 400.18. The State intends on
expeditiously issuing operational guidance consistent with this White Paper that contains more specific
guidance regarding the use and disclosure of data by RHIOs for research purposes.
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The HIPAA standard of de-identification set forth at 45 C.F.R. 164.514 applies to
RHIOs. Any use of de-identified information, whether with or without patient consent,
must be subject to adequate restrictions on the re-identification of such information.

It is recognized that this policy is more stringent than HIPAA. The participants in the
SCP, however, view the restrictions on the re-identification of information inadequate to
protect the public’s interest. Once re-identification restrictions are addressed, then the
recommended policy may change.

Policies as Floor not Ceiling

Finally, the minimum policies described in this section on Scope of Governed Activities
serve as the floor for RHIO policies and practices. RHIOs may choose to implement
policies and practices that exceed the policies mandated by the state. However, the
state reserves the right to review such policies and practices on a case-by-case basis to
ensure that overall interoperability goals are not compromised.

2. Affirmative Consent: Each provider organization and payer organization
participating in a RHIO must obtain an affirmative consent from the consumer that
specifically references the RHIO prior to accessing her/his personal health
information.

Consent Obtained at Organizational Level

Affirmative consent must be obtained by each provider and payer organization before
accessing health information through the SHIN-NY governed by the RHIO. Consent
may be obtained at a provider or payer organization level (e.g., medical practice,
hospital) and need not be at the individual clinician level. Once a provider or payer
organization obtains consumer consent, it may access the information of all RHIO data
suppliers unless the RHIO has voluntarily established additional restrictions on
disclosures as indicated below.

Obtaining Consent on Behalf of Multiple Providers o r Payers

Each provider and payer organization must obtain consent prior to accessing
information. A provider organization may obtain a consent that covers other provider
and/or payer organizations as long as (i) the consent specifically lists each organization
with sufficient specificity to provide reasonable notice to the consumer as to which
facilities and entities may access information® and (ii) the consumer has the right to
select which particular organizations listed on the consent form are permitted to access
his or her information. A provider or payer organization or a RHIO may not ask

® For example, a multi-hospital system seeking to obtain consent for all of the hospitals in its system
would be expected to list each hospital but not specific clinical departments or programs. Patients do not
have to be given the right to select which clinicians, departments or programs in the system may access
their records.

25



NY ¥ Health

consumers to sign a consent form that permits access to information by all RHIO
participants without giving the consumer the opportunity to select the particular
organizations that may have such access. A consent form may not permit provider or
payer organizations that join the RHIO after the date of consent to access the
consumer’s information through the RHIO because these organizations would not be
specifically listed in the consent form. A RHIO (through a personal health record
function or otherwise) may obtain consent on behalf of its participating provider and
payer organizations in accordance with the same standards.

It should be noted that some individuals involved in the SCP indicated a strong desire
to permit RHIOs to utilize a broader "RHIO-wide" consent form that authorizes access to
a consumer's information by all of the RHIO's current and future participants. The form
would notify consumers of how to obtain a list of current participants and

monitor additions and deletions to this list over time (through a website or otherwise).
But the form would not list all participants. And new participants coming into the RHIO
after the date of consent would be able to access the patient's information without
obtaining their own consents. Upon reviewing a list of participants after providing
consent, the consumer would have the ability to revoke consent with respect to one

or more participants. It was argued that consumers seeking to avoid the burden of
providing separate consents to numerous participants should have the option of signing
such a consent form rather than a form covering a limited number of specified
participants. While this option was not included in Version 1.0 of the Privacy and
Security Policies and Procedures, it has been acknowledged as an important issue that
will be given further consideration.

Application of Consent to Affiliated Practitioners

A consent obtained by a provider organization permits all “affiliated practitioners” of the
organization to access information in connection with providing health care services to
the consumer. An “affiliated practitioner” is (i) a practitioner employed by or under
contract to a provider organization to render health care services to the provider
organization’s patients; (ii) a practitioner on a provider organization’s formal medical
staff or (iii) a practitioner providing services to a provider organization’s patients
pursuant to a cross-coverage or on-call arrangement.. Affiliated practitioners of a
provider organization that obtains a consumer’s consent may access data through the
RHIO in connection with the provision of health care services to the consumer at one of
the provider organization’s facilities or in the affiliated practitioner’s capacity as an
employee or contractor of the provider organization. For example, a physician on the
voluntary medical staff of a hospital may access data through a RHIO based on a
consumer consent covering the hospital when providing medical services to the
consumer at the hospital. The same rights may be afforded to hospital-based
physicians, non-physician practitioners, residents and medical students.

An affiliated practitioner may not access information through the RHIO based on a

consent obtained by his or her provider organization in circumstances other than those
set forth above. For example, a physician may not access a consumer’s information
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through the RHIO based on a consent obtained by a hospital when providing medical
services to the consumer in the physician’s private practice unless the consumer has
signed a consent form expressly covering the physician’s medical group.

Each provider and payer organization has discretion to determine the types of
unlicensed personnel (e.g., technicians, admissions personnel, etc.) working in the
organization who are permitted to access health information through the RHIO. But
these determinations must take into account that only staff assisting with the
consumer’s treatment, quality improvement, care management activities, and/or
insurance eligibility reviews may be granted access if the consumer has signed a Level
1 consent.

To address the fact that physicians sometimes practice in call groups that extend
beyond their own organization, and to ensure that on-call physicians can access
consumer information through a RHIO in advance of seeing the consumer and obtaining
a written consent, the consent form obtained by a medical group may cover the medical
group’s covering or on-call physicians. The consent form does not have to list particular
physicians by name.

It is recognized that, in certain cases, a physician receiving a referral or providing a
consultation to another doctor may seek to access records through the RHIO prior to
seeing the consumer and being able to request consent. Physicians receiving referrals
in these circumstances may access information through the RHIO if the referring
physician obtains a RHIO consent on their behalf. They may also receive information
through the type of one-to-one exchange with the referring physician described above.
It is understood that in some instances this policy may restrict physicians from
accessing the full range of consumer information prior to an in-person visit if consent
cannot be obtained by the referring physician on behalf of the physician receiving the
referral, but this limitation has been deemed necessary to preserve consumer control
and privacy.

Information about Data Suppliers

At the time consent is obtained, the provider organization or payer organization
obtaining consent (or the RHIO if the RHIO obtains consent in connection with the
establishment of a personal health record by the consumer or through other means)
must provide the consumer with a list of or reference to all of the RHIO’s data suppliers.
Data suppliers will typically include some or all of the provider and payer organizations
accessing health information through the RHIO as well as any other entities (e.g.,
pharmacies, clinical laboratories, other RHIOs, etc.) that may provide data to the RHIO.
The consumer must also be notified as to how he or she may learn about additions and
deletions to the list of data suppliers, through a website or other means.

Obtaining Consent to Convert as Well as Access Info  rmation

27



NY ¥ Health

Providers of sensitive health services (e.g., family planning and HIV clinics) and other
organizations may have heightened concerns about permitting RHIO participants to
access their information based on a consent signed by a consumer at another provider
or payer organization. To address these concerns, some provider organizations may
elect to withhold their data from the RHIO unless a patient signs a consent permitting
the organization to share his or her information through the RHIO. Likewise, some
providers may choose to obtain consent prior to converting the consumer’s data to the
RHIO. This approach, which is neither mandated nor prohibited, means that a
consumer’s information would not be converted or accessed unless he or she signed a
consent from the data supplier.

Treatment and Coverage not Conditioned on Consent

Consumers must be able to prevent any or all provider and payer organizations from
accessing their personal health information via the SHIN-NY governed by a RHIO
without being refused treatment or coverage. Provider or payer organizations may not
condition treatment or coverage on the consumer’s willingness to provide access to the
consumer’s information through a RHIO.

Medical Emergencies

A RHIO may permit a provider organization treating a consumer with an emergency
condition to “break the glass” and access the consumer’s information through the RHIO,
even though the consumer has not previously provided consent to the provider
organization to access his/her information, if the following conditions are met:

Treatment may be provided to the patient without informed consent as provided in
Public Health Law Section 2504(4), i.e., in the practitioner’s judgment an
emergency condition exists and the patient is in immediate need of medical
attention and an attempt to secure consent would result in delay of treatment which
would increase the risk to the patient’s life or health.

The practitioner determines, in his or her reasonable judgment, that information that
may be held by or accessible via the SHIN-NY governed by a RHIO may be
material to emergency treatment.

No denial of consent is currently in effect with respect to the participant with which
the practitioner is affiliated to access his/her information.

The practitioner attests that all of the foregoing conditions have been satisfied, and
the RHIO software maintains a record of this access.

RHIOs are not required to limit the range of information available to providers accessing

consumer information under a “break the glass” capability. This important exception to
the written consent policy proposed in this paper applies to all information available
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through a RHIO about a consumer, including information about treatment provided at
federal alcohol and substance abuse facilities as well as HIV information.®

The right to break the glass terminates with the completion of the emergency treatment.
If provider organizations seek to access information after the emergency has ended,
they must comply with the standard RHIO consent requirements.

While it is anticipated that “break the glass” functionality will be used most commonly by
emergency rooms and ambulances, other providers treating emergency conditions may
also break the glass in accordance with the above standards. The state recognizes that
making health information available to ambulances presents special challenges that
may require unigue solutions. The state intends on issuing operational guidance to
address this issue.

3. Converting Data:  Providers and payers may convert paper medical records into
electronic form or upload or convert health data to a RHIO for storage only without
consumer consent.

Health care providers may convert information without consumer consent to a RHIO if
the RHIO is serving as the provider’s business associate and the RHIO does not make
the information accessible to other RHIO participants until consumer consent is
obtained. Health care providers routinely enter into data storage and management
arrangements with electronic medical record hosting vendors, outsourced data centers
and other technology companies. Indeed, many facets of a provider’s routine
operations may be carried out by independent contractors who have access to
identifiable consumer information, and this occurs without consumer consent.

To date, New York regulatory authorities have not interpreted the State’s existing
medical privacy laws as requiring consumer consent for the storage or management of
data by technology vendors acting on behalf of health care providers. If a vendor holds
consumer data solely as a custodian of the provider and does not make the data
available to other entities, the storage arrangement is not treated as a “disclosure” to a
third party requiring consent under New York law. Accordingly, existing New York law
does not require providers to obtain consumer consent to upload or convert information
to a RHIO as long as the RHIO does not make the information accessible to other
entities without consumer consent.’

® New York law permits the disclosure of HIV information for treatment purposes. Federal regulations also
permit the records of federally assisted substance abuse treatment programs to be disclosed to assist
with emergency treatment. However, it is unclear whether these regulations allow the treating physician,
rather than the disclosing program to determine whether there is an emergency. As part of the SCP,
Privacy & Security Workgroup members are seeking guidance from the federal Substance Abuse and
Mental Health Services Administration (“SAMHSA”) on this issue.

" The State is also seeking guidance from SAMHSA as to whether the storage of records of federally
assisted alcohol and drug abuse treatment programs by RHIOs in this manner is consistent with the
requirements applicable to disclosures to “qualified services organizations” under 42 C.F.R. Part 2.
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Although consumer consent is required to make uploaded or converted data maintained
by a RHIO accessible to other participants, it is recognized that, in connection with
attempting to identify consumers in a record locator service or other comparable
directory, participants may, on an occasional basis, inadvertently view limited
demographic information about the wrong consumer contained in such service or
directory. These incidental disclosures of consumer information will not be treated as
privacy or security breaches by NYS DOH as long as (i) the disclosure occurs as a
byproduct of an otherwise permissible use or disclosure, (ii) the disclosure cannot
reasonably be prevented, (iii) the RHIO and its participants have implemented
reasonable safeguards to limit such disclosures and (iv) the information accessed is
limited to a consumer's name, gender, address, date of birth and the last four digits of
his or her social security number®.

This approach regarding consumer consent is appropriate for three primary reasons.
First, health information converted into electronic form and held by a RHIO will not be
viewed by other entities, and therefore consumer privacy will not be compromised.
Second, the information held by the RHIO will be subject to the RHIO’s obligations
under its business associate agreements, which track HIPAA requirements. Third,
obtaining information in this manner will expedite providers’ access once consumer
consent is obtained or in an emergency, thereby making important clinical information
available at the point of care.

It is worth noting that “converting” data — where information is held on behalf of a
provider or payer by a business associate — without patient consent is impermissible
where the RHIO is not acting as a business associate of its participants. RHIOs
operating in this manner would be required to obtain a HIPAA authorization and
affirmative consent before any conversion of data would be permissible.

4. Uses of Health Information:  Uses of health information fall into two categories,
each requiring different standards of consent.

Consent policies will be determined and applied according to the use of the information.
Level 1 Uses include uses that are likely to be expected by the consumer and bring the
consumer direct personal benefit. These uses include information exchange for the
purposes of treatment, quality improvement and care management, and insurance
eligibility reviews. A description of Level 1 Uses follows.

Treatment: Treatment is defined as the provision, coordination, or
management of health care and related services among health care providers
or by a health care provider, and may include providers sharing information
with a third party. Consultation between health care providers regarding a
patient; and the referral of a patient from one health care provider to another
also are included within the definition of treatment.

® Note that inclusion of the last four digits of a social security number is pending DOH Legal approval.
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Quality Improvement and Care Management:  These activities include
conducting quality measurement, assessment and improvement activities,
including outcomes evaluation and development of clinical guidelines,
population-based activities relating to improving health or reducing health
care costs, evaluating practitioner and provider performance, clinical decision
support and evidence-based clinical protocol development, case
management and care coordination, contacting of health care providers and
patients with information about treatment alternatives, and related functions.
Care management by payers may include (i) assisting a patient in obtaining
appropriate medical care, (i) improving the quality of health care services
provided to a patient, (iii) coordinating the provision of multiple health care
services to a patient or (iv) supporting a patient in following a plan of medical
care; provided, however, that no such activity may include utilization review or
other tasks designed to determine whether a payer should cover or make
payment for a health care service.

Insurance Coverage Reviews: These activities include the use of
information by a provider to determine which health plan covers the consumer
and the scope of the consumer’s insurance benefits. The information may be
used by the provider to inform the consumer about insurance issues and
maximize coverage. Payers’ use of information for this purpose would not be
a Level 1 use.

Any entity accessing information must have a relationship with the individual who is the
subject of the information and the information must pertain to such relationship. For
example, (i) a provider organization may access a consumer’s information only if the
provider organization is treating the consumer and (ii) a payer organization may access
a consumer’s information only if the payer organization is providing health insurance
coverage to the consumer. In addition, disclosure of information for purposes other
than treatment must be restricted to the “minimum necessary,” consistent with
requirements under HIPAA. Finally, as indicated above, payer and provider
organizations must ensure that only personnel involved in treating the patient or
providing quality improvement services may access a consumer’s information.

Level 2 Uses are less likely to be anticipated by the consumer or to bring the consumer
direct personal benefit. Level 2 Uses include payment, research, marketing and other
uses that are not Level 1 Uses. Descriptions of Level 2 Uses include:

Payment: Payment means: (1) the activities undertaken by: (i) a health plan to obtain
premiums or to determine or fulfill its responsibility for coverage and provision of
benefits under the health plan; or (ii) a health care provider or health plan to obtain or
provide reimbursement for the provision of health care. Examples of payment are set
forth in the HIPAA regulations at 45 C.F.R. § 164.501.

Research: Research means a systematic investigation, including research
development, testing, and evaluation designed to develop or contribute to generalizable
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knowledge, including clinical trials. Current IRB and HIPAA practices should be
followed.

Marketing: Marketing means any communication about a product or service that
encourages recipients to purchase or use the product or service; or an arrangement
whereby a RHIO participant discloses consumer health information to another entity, in
exchange for direct or indirect remuneration, for the other entity to communicate about
its own products or services encouraging the use or purchase of those products or
services.

Standards for obtaining consent for Level 1 and Level 2 Uses will differ, with a more
streamlined process for Level 1 Uses and higher restrictions for Level 2 Uses.

RHIOs shall be permitted, but not required, to contract with third parties to provide
treatment support or perform quality improvement and care management activities on
behalf of the RHIO and its participating providers. For example, a RHIO may retain a
disease management company to identify patients who have been prescribed two
contra-indicated drugs and alert the appropriate providers about this potentially
dangerous situation. As is the case when RHIOs engage technology vendors to convert
paper records or upload data, these companies access data solely on behalf of the
RHIO and its providers under a business associate agreement or subcontract. They do
not have any ownership interest in or other rights to the data. Consistent with the
guidance provided above, the state does not view such access as a disclosure to the
company that must be specifically referenced in the RHIO consent form (e.g., in the
above example, the disease management would not have to be listed on the consent
form as a party accessing the patient’s information). Given the frequency with which
RHIOs are likely to change vendors and modify the scope of their activities, any other
approach would make the use of third parties for these purposes infeasible. As required
by HIPAA business associate rules, RHIO vendors must adhere to the same privacy
standards as RHIOs and their participating provider and payer organizations.

5. Sensitive Health Information: A single consent may be obtained to exchange all
health information, including specially protected health information. Sensitive health
information can, but is not required to, be protected by filtering in a RHIO
environment. Special considerations exist regarding minors and incapacitated
adults.

Use of Single Consent for all Information

A single consent may be obtained to exchange all health information, including HIV,
mental health and genetic information, which must specifically be referenced in the
consent form.

The exchange of records of federally assisted alcohol and drug abuse programs is
governed by federal regulations. While the state believes that the RHIO consent form is
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consistent with the regulations’ consent requirements, the state does not have authority
to interpret these regulations. SAMHSA, which is vested with such authority, has not yet
provided clear guidance on this issue. The Privacy & Security Workgroup of the SCP is
attempting to obtain such guidance. In the meantime, RHIOs must individually assess
the legal risk of exchanging substance abuse treatment information based on a RHIO
consent.

RHIOs and their participants may, but are not required to, offer consumers the ability to
screen certain types of sensitive information from exchange through the RHIO. If a
consumer has been granted and exercised that option, the record may (but is not
required to) carry an alert such as: “At the request of the patient data has been withheld
from this record.”

Information about Data Suppliers

As indicated above, to ensure that consumers have knowledge of which providers and
payers are making the consumer’s health information available through the RHIO,
consumers must be given a list of all data suppliers, or notified of how such a list may
be obtained, at the time of consent. If the RHIO enters into contractual arrangements to
share data with other RHIOs, consumers must be similarly informed of which RHIOs wiill
serve as data suppliers. Consumers also must be informed that data suppliers change
over time and be given instructions on how to learn about changes in data suppliers,
such as through the RHIO’s website.

Minors

Generally, the consent of a minor’s parent or guardian is required to treat a minor and
permit the disclosure of the minor’s health information. However, New York law permits
minors to obtain certain types of health services (e.g., family planning, HIV testing,
mental health or substance abuse treatment) based on their own consent, without the
consent or knowledge of a parent or guardian (“minor consent services”). When a
minor consents to treatment without a parent’s or guardian’s permission or knowledge,
the minor’s consent is required to disclose information relating to the minor consent
services to third parties. The parent or guardian cannot consent on behalf of the minor
in these circumstances.

If a RHIO is going to provide access to health information of minors, the RHIO must
ensure that the minor has given consent to exchange any information relating to minor
consent services (“minor consent information”). In order to satisfy this requirement, the
RHIO must require provider organizations to obtain a minor’s consent to disclose minor
consent information at the time the minor consent services are provided. It is not
permissible for a provider organization to obtain the minor’s consent to disclose minor
consent information in connection with the provision of other health care services for
which a parent or guardian is providing informed consent for treatment.
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In order to consistently comply with this standard, data suppliers must be able to
distinguish between minor consent information and other information relating to services
delivered to minors when making data accessible through a RHIO. It is recognized that
most data suppliers do not currently have this capability. As a result, subject to the two
exceptions discussed below, it may not be possible for most data suppliers to exchange
any information about minors through RHIOs at this time. It is anticipated that, over
time, technical solutions addressing this problem will be developed and implemented.

Data suppliers that are incapable of filtering minor consent information from other
information about minors may still make health information about minors available in
two circumstances. First, it is very rare for young children to provide informed consent
for treatment. While New York law does not specify any age below which a minor is
prohibited from providing informed consent, adolescent medicine practitioners and other
experts are likely to be able to define an age below which medical treatment based on a
child’s informed consent is extremely rare. The SCP intends on convening a workgroup
comprised of such experts and other interested stakeholders in an effort to establish
such a minimum age. If such a minimum age is established, the SCP will issue
additional guidance permitting RHIOs to facilitate the exchange of health information
pertaining to minors below this minimum age based on the consent of a parent or
guardian. It is recognized that no minimum age will exclude 100% of all minor consent
information. However, the SCP believes that the harm of blocking the exchange of all
information about young children outweighs the occasional exchange of minor consent
information based on parental or guardian consent, especially since only treating
providers and not parents or guardians will be granted access to the information.

Second, provider organizations may access health information about minors in a
medical emergency through the break the glass function without a minor’s consent. The
protocols and restrictions governing break the glass access discussed above are
equally applicable to the information of minors.

RHIOs may accept consent from emancipated minors to the extent such emancipated
status is known. It is also acceptable to rely on a consent previously granted by the
parent of a (how) emancipated minor. But when a minor turns 18, the RHIO may no
longer facilitate the exchange of the minor’s information unless the minor signs a new
consent form.

6. Consent Form: RHIOs must use a State-approved consent form.

Standardized Level 1 and Level 2 consent forms will be developed through the SCP and
approved by the state for use by RHIOs. In the interim, however, a number of RHIOs in
New York State have developed and begun to implement their own consent forms and
policies, in accordance with applicable state and federal laws and regulations. In order
to ensure that the activities of these RHIOs are not adversely impacted during the
transition to the standardized consent form, but that privacy of health information
continues to be protected during the transition period, NYS DOH, in collaboration with
NYeC, is developing rules that will govern the transition to the standardized consent
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form. In addition, NYS DOH, at its discretion, may approve customized forms created
by a RHIO so long as the form complies with the minimum standards incorporated in the
state’s form.

The standardized consent form required for Level 1 Uses must include the following:

The information to which the patient is granting the participant access, including
specific reference to HIV, mental health, substance abuse and genetic
information;

The intended uses to which the information will be put by the participant;

The relationship between the participant and the patient whose information will
be accessed,;

A list of or reference to all data suppliers at the time of the patient’s consent, as
well as an acknowledgement that data suppliers may change over time and
instructions for patients to access an up-to-date list of data suppliers through a
RHIO website or other means; the consent form shall also identify whether the
RHIO is party to data sharing agreements with other RHIOs and, if so, provide
instructions for patients to access an up-to-date list of data suppliers from a
RHIO website or by other means;

Certification that only those engaged in Level 1 Uses may access the patient’s
information;

Acknowledgement of the patient’s right to revoke consent and assurance that
treatment will not be affected as a result;

Whether and to what extent information is subject to re-disclosure;

The time period during which the consent is to be effective;

The signature of the patient or the patient’s personal representative; and

The date of execution of the consent.

The standardized consent form required for Level 2 Uses must include all of the above
plus information about:

The specific purpose for which information is being accessed,;

Whether the RHIO and/or itsparticipants will benefit financially as a result of the
use/disclosure of the information to which the patient granting access;

The date or event upon which the patient’'s consent expires;

Acknowledgement that payers may not condition health plan enroliment and
receipt of benefits on a patient’s decision to grant or withhold consent.

A consent form must give the consumer the option of granting or affirmatively
withholding consent. If the consumer affirmatively elects to withhold consent, this
decision must be recorded in the RHIO’s system.”

As indicated above, a consent form must be executed by a patient or his or her personal
representative. A personal representative is any person who has the authority to

° The consumer’s decision not to sign the consent form is not an affirmative election to withhold consent.
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consent to the disclosure of a patient’s health information under Section 18 of the New
York Public Health Law or any other applicable state or federal laws or regulations.

Consent may be obtained electronically if the consumer provides a valid electronic
signature that meets the requirements of the federal ESIGN law or any other applicable
state or federal law or regulation. For example, a RHIO offering a web-based personal
health record could obtain a patient’s consent electronically when the patient creates
this record.

Certain Level 2 Uses may require an authorization under HIPAA. As discussed above,
all exchange where the RHIO is not a business associate of its participants also would
require a HIPAA authorization. It may be possible to combine the HIPAA authorization
and the standardized state Level 2 consent form into a single document. However, it is
not permissible to combine a Level 1 and Level 2 consent into a single document. Level
2 consents must be in a separate document to provide sufficient notice to the patient of
the particular Level 2 uses.

7. Durability and Revocability: ~ Level 1 consents are both durable and revocable.
Level 2 consents are time-limited.

Consents for Level 1 uses do not have to be time-limited but can be revoked at any
time. Consent for Level 2 Uses must be time-limited for a period specified in the notice.
Revocation of consent prevents a RHIO participant from accessing information through
the RHIO in the future. However, any data that has been accessed by the participant in
the past may remain part of the participants’ records.

8. Consumer Engagement and Access: RHIOs must comply with consumer
education, engagement, and access standards.

New York State will facilitate a consumer education initiative. New York is currently
working in partnership with NYeC and consumer representatives to craft a public
education and consumer engagement initiative. The initiative will include the
development of consumer-centric materials geared towards ensuring consumers
understand how SHIN-NY and RHIOs change the way their health care information is
accessed as well as the potential benefits and risks. In addition, the New York State
Department of Health is participating in a Multi-state Consumer Education Collaborative
in the next stage of the federal HISPC initiative, with a state specific project on
development of educational materials around the consent process.

Robust consumer education standards will be developed and approved by the State to
ensure that consumers are aware of what they are consenting to and to whom their
personal health information is available. RHIOs must conform to consumer education
program standards developed by a statewide collaboration process and approved by
the Department of Health.
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Each RHIO shall develop a plan and process for assuring meaningful patient/consumer
input and participation in RHIO operations and decision making. Each RHIO is strongly
encouraged to include various consumer perspectives on its Board of Directors, and to

use such methods as Patient/Consumer Advisory Committees to generate broad

input and participation in the design and implementation of RHIO policies

and procedures. At a minimum, each RHIO shall appoint at least one

patient representative to its Board of Directors. A patient representative is defined as a
person whose interest in the RHIO is as a patient or representative of patients and who
does not otherwise participate in or have a financial interest in the RHIO or one of

its Participants.

Both the federal privacy regulation and state law mandate that certain covered entities
and health care providers provide people with access to their own health data.
However, the law does not require the information be disclosed in electronic form, even
if such capacity exists. People often experience cost and bureaucratic hurdles in
getting copies of their health records, particularly if an acute or chronic illness is
involved, or if there are multiple providers. Thus, RHIOs pose an opportunity for
consumers to have one-stop-shopping, requesting their dispersed information through a
single electronic portal.

RHIOs are encouraged to develop systems for consumers to obtain access to their own
health information. However, it is recognized that many RHIOs have not been funded to
develop such systems and do not have currently have the resources to do so.
Therefore, RHIOs will not be required to offer consumers access to their own health
information at this time. RHIOs or their participants must notify consumers about the
RHIO's policies governing consumer access to information. If consumer access to
information is provided through the RHIO, the material terms of such access must be
explained. Participants must comply with applicable laws such as Section 18 of the
Public Health Law, Section 33.16 of the Mental Hygiene Law and HIPAA when making
their records accessible to consumers through a RHIO."

It is worth noting that as the market for consumer-driven health information products
grows, RHIOs will have increasing opportunities to work with third parties to facilitate
consumer access to their personal health information. A number of companies are
planning to offer software applications and services that will give consumers the ability
to organize and keep their personal health information in electronic form as a personal
health record. Under current law, it is permissible for RHIOs to provide information to
such companies, provided such information is obtained through a valid state law
consent and, where necessary, HIPAA authorization. However, there is currently no
state regulatory framework for regulating third parties who gain access to information
through a HIPAA authorization and state law consent representing a gap in current law.
Use of such information therefore would be governed by (i) the terms of the consent; (ii)
the RHIO’s contract with the third party and (iii) the privacy policies of the third parties.
While beyond the scope of this paper, it is crucial that further consideration be given
and policy guidance developed to help RHIOs ensure protection of consumer interests
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while facilitating consumer access to and control of their personal health information
through such third party arrangements. In the interim, the policies in this paper can be
looked to for guidance. Until such policy guidance is developed, proposals involving
state funds will be reviewed on a case-by-case basis to ensure adequate protection of
consumer interest.

9. Audits and Transparency: RHIOs must have policies and procedures in place to
ensure the conduct of audits and transparency of operations.

RHIOs will be required to conduct periodic audits, inform consumers of breaches in a
timely manner, make audit information available and take other actions related to audit
and breach in accordance with policies and procedures that are being established
through the Statewide Collaboration Process.

10. Benefits and Penalties: To be eligible for State funding through HEAL and other
initiatives, and to receive Medicaid data, RHIOs must adhere to minimum consent
policies and standards.

Recognizing the complexity and effort on the part of RHIOs and their participants in
implementing a standardized consent process, compliance with new consent policies
and procedures will be tied to significant and meaningful benefits for RHIOs. In the
immediate term, compliance with standardized consent policies will be a condition of
eligibility for access to Medicaid data and HEAL funds. Penalties of not complying with
consent policies will include loss of benefits described above. Further study and
discussion is warranted to determine any other sanctions for privacy breaches that
should be imposed by the state on RHIOs or by RHIOs on their participants. Such
discussions are ongoing within the Privacy and Security Workgroup of the SCP.

11. Enforcement: Consent standards initially will be enforced through contractual
relationships between RHIOs and New York State, and should migrate towards
accreditation.

It is well understood that RHIOs are in the early stages of building their organizational
infrastructures and that much will be learned in the next several years with respect to
different models for ensuring consumer participation in health information exchange. In
the short term, RHIOs will be expected to implement the consent provisions adopted by
the State as part of their contractual agreements with the State. Such provisions will be
considered in light of the specific needs of each project allowing adequate time to
implement the consent procedures and, if necessary, transition from other models
deployed. Contractual agreements with the State will also take into account that
consent policies and procedures can be expected to evolve over the next few years
through a statewide collaboration process.
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In the longer term, it can be expected that RHIOs will be subject to a broader state
regulatory framework which may include accreditation of RHIO governance, privacy and
security policies and other policies viewed as critical to the RHIO’s role in establishing
public trust as to the collection, storage and use of personal health information,
protection from liability under certain circumstances and defined penalties for breach of
RHIO obligations.

For public trust to develop there must be an open and transparent process for
establishing and monitoring RHIOs or similar entities charged with ensuring the privacy
and security of health information. Accreditation is the best vehicle for ensuring
accountability. An independent accreditation entity would include public and private
representation, ensuring input from consumers and other industry stakeholders. Ideally,
the accrediting entity would function as a public-private partnership, so that compliance
with accreditation criteria would confer benefits and penalties by State and Federal
officials. Additionally accreditation criteria would evolve as the health information
exchange movement matures allowing state and federal governments to recognize the
process accordingly instead of dictating one that is subject to continuous evolution for
the next several years. An accreditation process for RHIOs as entities governing health
information exchange would also mitigate state-by-state health information exchange
regulation perpetuating and exacerbating the current patch work of state laws severely
limiting multi-state and nationwide health information exchange.*

V1. Discussion of Policy Considerations

Enables consumers to make informed decisions regard ing their personal health
information and promotes trust.

While national surveys reveal that consumers generally support electronic collection,
storage and exchange of health information, concerns about the privacy and security of
their health information remain pervasive.'* An affirmative consent prior to accessing
personal health information is critical to earn consumer trust in RHIOs and to preserve
consumer trust in their health care providers. The policies advanced in this document
seek to balance the need to encourage providers and payers to build the technical
infrastructure and capacity to promote greater information sharing, while at the same
time maintaining the consumers’ ultimate rights to determine who has access to their
personal health information.

Promotes provider access to complete patient record s for clinical effectiveness
and tools to support quality improvements and cost reduction.

1% For a more in-depth discussion of the utility of an accreditation process for RHIOs see “Health
Information Exchange Policy, Governance, and Accountability: Is There a Role for RHIO Accreditation in
New York’s Health Information Technology Strategy,” available at www.nyec.org.

! California Health Care Foundation. National Consumer Health Privacy Survey. 2005; Markle
Foundation. Americans Want Benefits of Personal Health Records. June 2003.
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Providers who have a full understanding of the patient’s relevant medical history are
best equipped to provide high quality, cost-effective care. Stakeholders have struggled
with how best to ensure clinicians have the best available information to consistently
and comprehensively treat their patients, without encouraging “self-protective”
behaviors among patients concerned about the exchange of particularly sensitive health
information. Patients who are concerned that information related to their health care
could subject them to discrimination or embarrassment may avoid treatment or attempt
to mask information in the care relationship. This has led some to suggest that certain
types of information should be excluded from the exchange, or subject to higher
standards of consent. Others have noted that to exclude sensitive health information
would undermine the benefits of health information exchange for the very populations
who need it most.

Ultimately, the recommendations create a high standard for all health information. First,
the consent form specifies consent to exchange all information, including HIV, mental
health and genetic information. Second, by requiring that each provider organization
and payer organization obtain consent to access the patients’ health care information,
consumers are given the ability to exclude certain providers from accessing health
information through the exchange. Thus, patients can ensure that only trusted entities
have access to their information. Third, providers retain the discretion to withhold
information from the exchange. Some types of specialized providers in particularly
sensitive areas of practice, such as a genetics clinic, may choose to not disclose any
patient information from their practice and instead use the exchange only to access
data. In addition, clinicians will be given the discretion to consult with their patients and
make the best decisions for their care. Some providers may choose to obtain consumer
consent prior to converting the consumer’s data to the RHIO, even though this is not
required. Finally, the recommendations prohibit participants from conditioning payment
or treatment on execution of the consent, ensuring that consents are voluntary, not
coerced.

At the same time, the policy helps ensure that clinicians have access to a complete
medical record to treat patients in their care, and does not require RHIOs to facilitate
filtering of patient data.

Supports payer access for the purposes of care mana  gement

The recommendations seek to facilitate broad use of health information for uses that
promote good medical care and treatment, whether such uses are part of provider or
payer directed initiatives. Consumers always have the right to limit access of any
organization to their personal health information, but with their consent, information is
freely transferable to support better medical decision making and a broad range of care
management and quality programs.

There are differing views as to whether third-party payers should have the same level of
access to information exchanged through RHIOs as health care providers. Advocates
of payer access argue that payers perform important case management and quality
improvement functions, and that payer participation in the RHIO will improve patient
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care. Itis also noted that payers are actual or potential financial supporters of many
RHIOs, but are unlikely to lend such support if they are subject to onerous access
limitations. Critics of payer access argue, in turn, that it is not within the reasonable
expectation of patients that a consent they sign at a health care provider site will
facilitate their insurer’'s access to information. There is a concern that many patients will
feel misled when they learn their insurer has gained access to their information, without
regard to the actual language contained in the consent form. There is also suspicion
that payers may use information obtained through RHIOs against patients for
underwriting and other purposes unrelated to the delivery of medical care.

To address these competing concerns, it is recommended that payers be permitted to
access RHIO information only if (i) the payer has obtained its own consent from the
patient that specifically references the RHIO or (ii) a provider or a RHIO (through a
personal health record function or otherwise) obtains a specific RHIO consent on the
payer’s behalf. If a provider obtains consent on behalf of a payer, the payer must be
specifically listed in the consent form and the patient must have the right to exclude a
payer from accessing his or her information. A payer should not be able to rely on a
general consent obtained by the payer that does not reference the RHIO. In addition,
the payer’s consent should permit use of the information only for care management and
qguality improvement intended to benefit the patient, not medical underwriting and similar
practices. Finally, to ensure that the patient’s consent is voluntary, payers are not
permitted to condition enrollment or benefits on the patient’s willingness to sign the
consent.

Promotes uniformity in privacy policies to be adopt ed and implemented by RHIOs
across New York State to achieve interoperability v ia SHIN-NY

One of the main goals of the policies advanced in this document is to promote uniform
adoption of privacy policies across RHIOs in New York State; thereby ensuring patient
information is truly portable through chain of trust agreements among multiple RHIO
networks comprising the SHIN-NY so that patient care improvements can be realized.
Uniform privacy policy adoption is critical to interoperability of information via the SHIN-
NY and ensuring that consumers gain a common understanding of what it means to
consent to their information being accessed through a RHIO.

In building consensus around a uniform policy, it was necessary to make some hard
choices as well as choices that are inconsistent with some current practices of emerging
RHIO organizations. For example, the recommendations do not permit a one time,
multiple organization consent policy, but instead requires each provider organization
and payer organization to be specifically listed in the consent form. Having the
accessing clinician or organization obtain consent will engage the organization in
educating consumers about the consent process. It also will allow consumers to
connect the consent decision to the specific entity to which the consumer is granting
access - whether it is at the office of their primary care physician, their local hospital, a
specialty care provider or at the point in time when they elect to select their health
insurance carrier.
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Recognizes early state of development of RHIO busine  ss models and permits
flexibility in how market develops

The recommendations take into account the early stage of many RHIO technical and
business models and takes great care to promote uniform adoption of consent policies,
without limiting or specifying the manner in which the policies are adopted by RHIOs.
The policies are technology neutral, so that they are adaptable to multiple technology
approaches supported by the SHIN-NY, and will allow RHIOs to adapt to changes in the
health care industry such as evolving models of care, the emergence of new clinical
practice models; increasing emphasis on home care and community-based services,
new payment models, quality interventions and increasing consumerism and
technological advances.

It is understood that some RHIOs in New York are currently implementing privacy and
consumer consent policies that do not precisely align with the state’s strategy regarding
the SHIN-NY and corresponding policy framework. These RHIOs therefore need to
modify or adapt their privacy and consent policies based on the recommendations in
this document and policy guidance issued by the Department of Health. If applicable,
the Department of Health will work with individual projects to develop reasonable
timelines and approaches for implementing these changes.

Streamlines and clarifies process for obtaining pat ient consent to access and
disclose health information

The recommended policies make clear that RHIOs may convert data without consumer
consent, thereby clearing the way for RHIOs and their payer and provider partners to
build a technical infrastructure that can support real time data exchange. One of the
main reasons for providing consumers with protection and control over the health
information through a consent to access requirement, rather than a consent to disclose
requirement, is because it is believed that the latter would impose very real obstacles in
the ability to build a flexible system that supports real time interoperable health
information exchange. Additionally, New York regulatory authorities have not
interpreted the state’s existing medical privacy laws as requiring patient consent for the
storage or management of data by technology vendors acting on behalf of health care
providers. If a vendor holds patient data solely as a custodian of the provider and does
not make the data available to other entities, the storage arrangement is not treated as
a “disclosure” to a third party requiring consent under New York law. Accordingly,
existing New York law does not require providers to obtain patient consent to upload or
convert information to a RHIO as long as the RHIO does not make the information
accessible to other entities without patient consent. Further, the policies abandon the
“opt-in” versus “opt-out” framework for a more holistic approach.

Limits additional requirements on provider organizat ions
Understandably, there is significant concern among physicians and hospitals that new

rules not place burdensome obligations or unfunded mandates on clinicians whose
main focus is on providing treatment based on the best available information about the

42



NY ¥ Health

patient. By requiring a simple access consent on a state approved form that covers all
types of health information, the recommended policies adopt a straightforward and
easily implementable solution for provider organizations that mirrors the process already
in place.

Some have argued that a better approach would be not to require any affirmative
consent at all, but to allow patients to “opt-out” of the system if they so choose. But this
approach is not workable under current New York State laws which require affirmative
consent. It also is inconsistent with New York’s longstanding protection of consumer’s
right to control who has access to their health information. Significantly, the policy
recommendations are careful to avoid unintended consequences. This is done by
focusing the consent rules to health information exchange via the SHIN-NY governed by
RHIOs, and by making it clear that the rules do not apply to one-to-one exchanges,
including those conducted via the SHIN-NY governed by RHIOs. While the RHIO might
use technology to facilitate the delivery of the physician ordered results, the nature of
that exchange is no different than transmission by a facsimile machine. It is predictable
and foreseeable to the patient, and does not expose the patient to any greater risk of
disclosure.

VII. Next Steps

Once the recommendations set forth in this document are finalized, they will be
incorporated into all NYS DOH contracts with RHIOs in New York and will inform future
legislative and regulatory proposals. RHIOs will be required to:

Adopt privacy policies and procedures consistent with these recommendations

Use a RHIO consent form approved by New York to access identifiable health
information via the SHIN-NY governed by a RHIO

Participate in a consumer education program initiative launched through the
statewide collaboration process to support the Privacy Policies and Procedures

VIIl. Terms and Definitions

Affiliated practitioner —(i) a practitioner employed by or under contract to a provider
organization to render health care services to the provider organization’s patients; (ii) a
practitioner on a provider organization’s formal medical staff or (iii) a practitioner
providing services to a provider organization’s patients pursuant to a cross-coverage or
on-call arrangement.

Affirmative consent — An express consent given by a consumer for the exchange of

his or her personal health information through a RHIO in response to a clear and
specific request for such consent or at the individual’s own initiative. An affirmative
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consent may not be inferred from the consumer’s actions or statements if the consumer
does not explicitly agree to have his or her information exchanged through the RHIO.]

Breach — Unauthorized acquisition or acquisition without valid authorization of
computerized data that compromises the security, confidentiality, or integrity of
protected health information or demographic information.

Break the glass — The ability of a health care provider, in the case of an emergency, to
access a patient’s protected health information without obtaining the patient’s consent

Business Associate Agreement  — A written signed agreement meeting the HIPAA
requirements of 45 CFR § 164.504(e).

Care management — Assisting a patient in obtaining appropriate medical care,

(ii) improving the quality of health care services provided to a patient, (iii) coordinating
the provision of multiple health care services to a patient or (iv) supporting a patient in
following a plan of medical care. Care management does not include utilization review
or other activities carried out by a Payer Organization to determine whether coverage
should be extended or payment should be made for a health care service.

Converting data — The conversion of paper patient medical records into electronic form
or the uploading of data from the records of a provider organization to a RHIO.

Data supplier — An individual or entity that supplies patient health information to or
through the RHIO. Data suppliers include both participants and entities that supply but
do not access patient health information via the SHIN-NY governed by a RHIO (such as
clinical laboratories and pharmacies).

De-identified data — Data that does not identify an individual and with respect to which
there is no reasonable basis to believe that the information can be used to identify an
individual. Data may be considered de-identified if it satisfies the requirements of 45
C.F.R. 8 164.514(b).

Insurance coverage review — The use of information by a provider organization (but
not a payer organization) to determine which health plan covers the patient or the scope
of the patient’s health insurance benefits.

Level 1 Uses — Uses for (i) treatment, (ii) quality improvement and care management or
(i) insurance eligibility reviews by a provider organization.

Level 2 Uses — Data for any purpose other than Level 1 Uses, including but not limited
to, marketing and payment.

Licensed health care practitioner — An individual licensed to practice a health
profession under Title 8 of the New York Education Law.
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Marketing — (1) any communication about a product or service that encourages
recipients to purchase or use the product or service, unless the communication is made
() to describe a health-related product or service (or payment for such product or
service) that is provided by, or included in a plan of benefits of, the entity making the
communication, including communications about: the entities participating in a health
care provider network or health plan network; replacement of, or enhancements to, a
health plan; and health-related products or services available only to a health plan
enrollee that add value to, but are not part of, a plan of benefits; (ii) for the treatment of
the individual; or (iii) for case management or care coordination for the individual, or to
direct or recommend alternative treatments, therapies, health care providers, or settings
of care to the individual; or (2) an arrangement whereby a participant discloses patient
health information to another entity, in exchange for direct or indirect remuneration, for
the other entity to communicate about its own products or services encouraging the use
or purchase of those products or services.

One-to-One Exchange - A disclosure of patient health information by one of the
patient’s providers to one or more other providers treating the patient with the patient’s
knowledge and implicit or explicit consent where no records other than those of the
participants jointly providing health care services to the patient are exchanged. A one-
to-one exchange is an electronic transfer of information that is understood and
predictable to a patient, because it mirrors a paper-based exchange, such as a referral
to a specialist, a discharge summary sent to where the patient is transferred or sending
lab results to the practitioner who ordered them.

Payment — Activities undertaken by: (i) a health plan to obtain premiums or to
determine or fulfill its responsibility for coverage and provision of benefits under the
health plan; or (ii) a health care provider or health plan to obtain or provide
reimbursement for the provision of health care. Examples of payment are set forth in
the HIPAA regulations at 45 C.F.R. § 164.501.

Payer organization — An insurance company, HMO, employee health benefit plan
established under ERISA or any other entity that is legally authorized to provide health
insurance coverage.

Practitioner — A health care professional licensed under Title 8 of the New York
Education Law or a resident or student acting under the supervision of such a
professional.

Personal representative — A person who has the authority to consent to the disclosure
of a patient’s health information under Section 18 of the New York Public Health Law
and any other applicable state and federal laws and regulations.

Provider organization — An entity such as a hospital, nursing home, home health

agency or professional corporation legally authorized to provide health care services in
New York.

45



NY ¥ Health

Quality improvement — Conducting quality measurement, assessment and
improvement, including outcomes evaluation and development of clinical guidelines,
population-based activities relating to improving health and reducing health care costs,
evaluating practitioner and provider performance, clinical decision support tools,
evidence-based clinical protocol development, case management and care
coordination, contacting of health care providers and patients with information about
treatment alternatives and related functions.

Research — A systematic investigation, including research development, testing and
evaluation designated to develop or contribute to generalizable knowledge, including
clinical trials.

Revocation — The act of withdrawing affirmative consent to have protected health
information shared through a RHIO.

Sensitive health information  — Any information subject to special privacy protection
under state or federal law, including but not limited to, HIV/AIDS, mental health, alcohol
and substance abuse, reproductive health, sexually-transmitted diseases, and genetic
testing information.

Statewide Health Information Network for New York — A group of networks that
interconnects clinicians to exchange patient information regardless of the venue in
which the patient receives care in order to deliver the right care at the right time and in a
coordinated, patient-centered manner. The SHIN-NY will utilize the Internet and include
common software protocols and services, including security tools, and will be a part of
the emerging Nationwide Health Information Network (NHIN).

Treatment - The provision, coordination, or management of health care and related
services among health care providers or by a single health care provider, and may
include providers sharing information with a third party. Consultation between health
care providers regarding a patient and the referral of a patient from one health care
provider to another also are included within the definition of Treatment.
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